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1
Introduction

QUALCOMM has developed SOBER-128, a new primitive incorporating a stream cipher and MAC, which we believe is eminently suitable for use as a UMTS security primitive. It is free for any use and reference source code is available. It has been communicated directly to ETSI SAGE, so this submission is FYI.

2 Discussion
There is a need for a primitive stream cipher construction that is fast (faster than a block cipher in counter mode), easy to use correctly, well understood, freely available, and secure. SOBER-128 has been designed to meet these requirements, by being based entirely on a well-studied primitive in a manner that preserves the existing analyses.

Additionally, SOBER-128 introduces functionality to enable simultaneous calculation of a Message Authentication Code, and allows integrity checking of partially encrypted messages. 

SOBER-128 is a synchronous stream cipher designed for a secret key that is up to 128 bits in length. The cipher outputs the key stream in 32-bit blocks. SOBER-128 is a software-oriented cipher based on 32-bit operations (such as 32-bit XOR and addition modulo 232), and references to small fixed arrays. Consequently, SOBER-128 is at home in many computing environments, from smart cards to large computers. Source code for SOBER-128 is freely available and use of this source code, or independent implementations, is allowed free for any purpose.

SOBER-128 was developed from SOBER, proposed by Rose in 1998.  The ciphers SOBER-t16 and SOBER-t32 were submitted to the NESSIE program [Error! Reference source not found.]; SOBER-t16 as a stream cipher for 128-bit key strength and SOBER-t32 as a stream cipher with 256-bit key strength. SOBER-t16 and SOBER-t32 proved to be among the strongest stream cipher submissions to NESSIE. However, both ciphers were found to fall short of the stringent NESSIE requirements.  

SOBER-128 is an improved version of SOBER-t32. The modifications directly address the concerns arising in the analyses of the t-class ciphers. The 128-bit key strength proposed for SOBER-128 is reduced from the 256-bit key strength proposed for SOBER-t32 to ensure that SOBER-128 provides far in excess of the stated security level. 

In practice, much communication is done in messages, where it is desirable to provide message integrity for the whole message, and privacy (encryption) for all or part of the message. The same secret key should be usable for the entire (multi-message) communication, using an Initialisation Vector or Nonce to distinguish individual messages. SOBER-128 supports this model of use. 

SOBER-128 is intended to provide security under the condition that no IV is ever reused, that no more than 280 words of data are processed with one key, and that no data failing authentication checks will be further processed (in particular, that the result of decrypting a message that fails authentication will not be revealed). There is no requirement that IVs be random, which makes guaranteeing uniqueness much easier. The sender and recipient of secure data must agree on which parts of the data are encrypted, and which parts are authenticated, for correct operation, as the encryption operation is plaintext-aware when message authentication is being performed.

3 Attachments

SOBER-128.pdf is a full specification of the primitive.

A reference implementation of SOBER-128 may be found at QUALCOMM Australia’s web site: http://ww.qualcomm.com.au .



























































































