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1. Overall Description:

SA3 is currently progressing the work on defining the security requirements for WLAN Interworking security in TS 33.234.

It has been identified that the specifications work in IEEE and the conclusion of 802.11i specifications could be delayed and might not be ready in 2003. Furthermore SA3 recognises that it is a requirement in TS 23.234 that 802.11i shall be used in the WLAN access network. SA3 has therefore sent an LS to IEEE to ask them if they can give an estimate when the specifications will be ready.

SA3 has also understood that Wi-Fi alliance WPA is an interim step, which will improve the security for 802.11. It is expected that products will be brought to the market early 2003 supporting WPA. SA3 kindly requests, if SA2 could explain what impact a change from e.g. 802.11i to WPA due to timing issues and R’6 deadline would have in terms of specification work in 3GPP.

At SA3#27 it was agreed that protection should be provided for WLAN authentication data and keying material on the Wr interface. SA3 would kindly like to ask SA2 if they can agree to this requirement and study whether it has any architectural impacts to the current SA2 specification TS 23.234.

It would also be very helpful to SA3 if SA2 could investigate the importance of specifying what WLAN technology to use in the WLAN access network in SA2 specifications. This is because most of the WLAN interworking security requirements are currently being formulated based on IEEE 802.11 and 802.1X related specifications.

2. Actions:

To SA2 group.

· ACTION: 

· To check the need for requiring 802.11i in TS 23.234.

· Explain the impact (if any) a change of technology from 802.11i  to WPA would have on the standardisation work.

· Study the architectural impacts of implementing protection on Wr interface.

· Investigate the importance of specifying specific WLAN technologies to be used for the WLAN access network.

3. Date of Next SA3 Meetings:

	Meeting
	Date
	Location
	Host

	SA3#28
	06-09 May 2003
	Berlin, Germany
	EF3

	SA3#29
	15-18 July 2003
	San Francisco, USA
	3GPP2


