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1. Introduction

[Presence-Security] requires that confidentiality protection shall be provided for the Peu and Pw interfaces (i.e. the IMS access to Presence). The confidentiality mechanism described in [Presence-Security] does not fulfil this requirement in the case when Release 6 UE is connected to the IMS network through a Release 5 P-CSCF. This document introduces some alternative solutions to the problem. Accompanied pseudo-CR to [Presence-Security] documents the alternative solutions are Editors notes for further study. 

2. Problem description  

[Presence-Security] document sets the following requirements for the Peu and Pw interfaces: 

“There is a need to protect the Peu and the Pw interfaces with security measures offering confidentiality, integrity as well as replay protection.” 

In Presence, confidentiality is needed in order to protect the end-user privacy. The following data is seen as privacy intensive: 

· Presentity related information carried in the body of a SIP message, e.g.: 

· The presence information sent from the Presence UA to the Presence Server (Peu). 

· The presence information sent from the Presence Server to the Watcher application (Pw). 

· Subscription related information carried in the SIP headers, e.g.: 

· Relationships between Watchers and Presentities (Pw). 

The confidentiality requirement is not fulfilled if Release 6 UE is attached to a Release 5 P-CSCF. [TS 33.203] requires only the use of integrity protection, and consequently the Release 6 UE is not able to encrypt the SIP messages when communicating with a Release 5 P-CSCF. [Presence-Security] currently only adds the confidentiality protection to the IMS security but does not consider the backwards compatibility issue. 

One alternative is to loose the confidentiality requirement in [Presence-Security] leaving the responsibility of the confidentiality for the end-user. The current solution in [Presence-Security] includes a new parameter for P-CSCF to inform S-CSCF whether the confidentiality protection is on or off. The S-CSCF could forward this information to the Presence Server. The Subscription Authorization Policy of the presentity could define if the notifications without confidentiality protection are allowed or not. 

If the confidentiality requirement cannot be changed because of the end-user privacy needs, there are at least five remaining ways to solve the problem: 

1) The use of Presence via Release 5 proxy is not allowed. However, this is restricting the use of Presence (and most probably SIP based Instant Messaging also) to Release 6 proxies only. 

2) The use of Presence via Release 5 proxy is allowed only when the underlying access network (e.g. GPRS/UMTS) provides confidentiality protection. However, this is restricting the use of Presence (and most probably SIP based Instant Messaging also) to IMS access networks that use the encryption in the underlying network. Also, the use Presence in other access network, such as WLAN, that has Release 5 proxy would not be possible. 

3) The SIP messages are protected end-to-end between the Presence Server and the UE using S/MIME. However, the protection of SIP headers, which also includes privacy intensive information, may be problematic. Furthermore, the use of S/MIME would most probably require the use of subscriber certificates. Also, the UEs may be overloaded by different security mechanisms, e.g. IPsec, TLS and S/MIME. 

4) IPsec used between UE and P-CSCF is replaced by TLS in Release 6. From the Rel-5 P-CSCF point of view, the use of TLS is possible because all SIP proxies support TLS. Furthermore, TLS may need to be implemented in UEs in order to allow the protection of HTTP in Presence. However, TLS cannot be used with UDP.

5) The support of IPsec confidentiality is mandated for Release 5 P-CSCF. However, it may be difficult to introduce such a big changes to Release 5 specifications at this phase. 

Each of the solutions has their strengths and weaknesses. None of them are over the other. 

3. Conclusions

The current confidentiality mechanism in [Presence-Security] needs to be supplemented with some solution that guarantees the use of confidentiality in the Peu and Pw interfaces between the UE and P-CSCF. 

One alternative is to loose the confidentiality requirement in [Presence-Security] leaving the responsibility of the confidentiality for the end-user. The Subscription Authorization Policy of the presentity could define if the notifications without confidentiality protection are allowed or not. 

If the current confidentiality requirement cannot be changed, SA3 should decide on the principles that the solution should follow. The current candidates for the solutions are: 

1) Use of Presence is not allowed with Release 5 P-CSCF. 

2) The use of Presence is allowed with Release 5 P-CSCF only if the underlying access network (e.g. GPRS/UMTS) provides confidentiality protection.

3) Confidentiality is provided using end-to-end protecting and S/MIME. 

4) IPsec used between UE and P-CSCF is replaced by TLS.

5) Support of IPsec confidentiality is mandated for Release 5 P-CSCF. 

If Release 5 requirements are about to be changed, SA3 should send LSs to relevant 3GPP working groups. 

If the decision of the solution is not possible in SA3#27, SA3 should try to limit the number of solutions and include the appropriate ones to the [Presence-Security] for further study. In this case, SA3 may also request guidance from the other 3GPP working groups (e.g. on whether the exclusion of UDP would be acceptable in IMS). 

Accompanied pseudo-CR to [Presence-Security] adds all presented alternative solutions as Editors notes for further study.
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