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Abstract

3GPP SA3 currently works on the security for application services based on the IP multimedia core network subsystem (IMS) of UMTS. One of the alternatives under discussion (see attachments) proposes the use of a key derivation procedure satisfying particular requirements, which are outlined in this liaison statement. 3GPP SA3 kindly asks ETSI SAGE to assist in the selection of the discussed alternatives by commenting on the feasibility of such a key derivation procedure and the possibility for ETSI SAGE to take on the work, if considered feasible by ETSI SAGE and 3GPP SA3 decides to go for this alternative.

Statement of the problem

The problem statement contained in this introduction is somewhat simplified, but it is hoped that it contains the information necessary for ETSI SAGE to provide initial comments. If this is not the case, 3GPP SA3 or the contact person named above will be happy to provide more information.

The entities involved: a User Equipment (UE) communicates via a proxy signalling server (P-CSCF) in a visited network with a signalling server (S-CSCF) in the home network. The UE also communicates with an application server (AS) to obtain particular services.  There may be several application servers with which a UE communicates. The situation is depicted in the figure below.
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IMS registration: Before the user gets access to services he has to register with the IMS. The registration procedure is run between the UE and the S-CSCF and includes mutual authentication and key establishment by means of the AKA protocol (see 3G TS 33.203). After a successful registration procedure the UE and the S-CSCF share keys CK and IK, both of length 128 bits. The key IK is already used for other purposes, the key CK has so far not been used in the IMS. 

Securing the interface between UE and P-CSCF: currently only integrity is provided on this interface, using the key IK. In the future, also confidentiality is to be provided. The alternative described in S3-030056, regarding which the advice of SAGE is sought, proposes to derive a confidentiality key DK0 from CK in the S-CSCF and the UE, and distribute the key from the S-CSCF to the P-CSCF. 

Securing the application interface between UE and AS: confidentiality and integrity is to be provided on this interface. Various alternatives are currently under discussion in 3GPP SA3 (see attachments). S3-030056 proposes to derive a shared key DK1 (or a pair of shared keys) from CK in the S-CSCF and the UE, and distribute the key from the S-CSCF to the AS. If there are more application servers with which the UE communicates then more keys DK2, DK3, … need to be derived.

The security of the interfaces between network nodes (P-CSCF - S-CSCF and S-CSCF – AS) is not within in the scope of this work.

Requirements on the key derivation procedure

The following requirements have been identified so far:
1) It shall not be possible to gain any useful knowledge about CK from the derived keys DK1, DK2, …
This seems an obvious requirement for any kind of key derivation.


2) It shall not be possible to gain any useful knowledge about DKi from DKj. 
This is required because the proxy server in the visited network shall not be able to interfere with the application interface between the UE and the AS, and vice versa.


3) Random input to key derivation: typically, key derivation needs random input in addition to the initial key. In order to minimise changes to the existing protocols between UE and S-CSCF it would be desirable if random input already available from the run of the AKA protocol in the IMS registration procedure could be used for this purpose. Parameters available in the UE and the S-CSCF from the run of the AKA protocol include RAND (a 128 bit random challenge), MAC (a 64 bit MAC over RAND and some other data) and RES (authentication response, derived using RAND, 32-128 bits). RAND enters into the derivation of CK and IK in the AKA protocol. 
There may be cryptographic reasons for using fresh random input. It may be possible to send additional random input from the S-CSCF to the UE, piggy-backed on a message in the IMS registration procedure. This is for further study, however.

4) Derived key DKi as a function of CK, random input and identity of ASi:
Using CK and random input, one could derive a stream of key material using methods as in e.g. TLS or IPsec. The key material could then be divided into blocks of appropriate length which would then be assigned to DKi (i=0, 1, …). This approach is certainly fine if there is only one AS. In case there are several application servers the approach works only if UE and S-CSCF have the same ordered list of application servers so that both, UE and S-CSCF, assign the correct block of key material DKi to the communication with ASi. This assumption may be too restrictive as the UE may add or delete application servers with which it communicates, and it has to be studied further how to synchronise this process with the S-CSCF. Therefore, a key derivation function would be preferable where the derived keys can be computed as a function of CK, random input and identity of the application server only. Then UE and S-CSCF would not have to agree on an ordered list of application servers.

ACTION:

3GPP SA3 kindly asks ETSI SAGE to comment on the feasibility of a key derivation procedure satisfying the requirements listed in section 2 of this document in principle and the possibility for ETSI SAGE to take on the work, if considered feasible by SAGE and if required by 3GPP SA3. Any further observations by ETSI SAGE would, of course, also be welcome. If more information is required SAGE is asked to contact SA3.

Date of Next SA3 Meetings:

SA3#28
6 – 9 May 2003
Berlin

SA3#29
15 – 18 July 2003
San Francisco

SA3#30
7 – 10 October 2003
tbd
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