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1
Decision/action requested

EC DG Justice and Home Affairs have requested the ESOs to consider the scope for a product proofing mechanism as part of the standardisation process. The OCG is requested to consider whether there are elements of their TB work programmes to cover this.
2
Rationale

ETSI has been contacted by EC DG Justice and Home Affairs / Unit B2 (Fight against Organized Crime) in relation to their “product proofing” initiative. As yet, there is no formal EC documentation but there is the intention to publish a Communication in early 2004. CENELEC were contacted by the EC last October but no CENELEC activity had been undertaken in this area. A letter was sent to CENELEC in January and ETSI has received an e-mail asking us to indicate any work performed (or that is underway) which could be considered to be relevant. We understand that CEN has also been approached.

The purpose of proofing products against crime is to reduce the risk that certain products or product types become the frequent or systematic target of crime. In the initial stages of this initiative the EC plans to focus on electronic products, which have a high risk factor for theft. If this phase is successful, they will consider extending the process to other product types and to other types of crime in addition to theft.

A methodology for product proofing could consist of a series of questions designed to establish whether a product type or specific product is subject to a high, medium or low risk factor from theft. Depending on the risk factor, appropriate steps could then be identified and implemented to remove or at least reduce the risk.

There may be various ways of introducing a product proofing/crime prevention mechanism such as the use of voluntary codes of conduct among manufacturers at the product design stage. If this can be achieved then it may reduce the likelihood that a product will become a systematic target for criminal activity. For example, it might be possible to reduce the incidence of mobile phone theft through the establishment of a network-wide identification code (such as IMEI numbers), which would allow mobile phones to be blocked as soon as they are reported stolen. This is an area the UK home Office has been investigating with the UK mobile network operators and Member States are being encouraged to take similar action.

The EC want to explore further with ETSI the scope for introducing a product proofing mechanism as part of the standardisation process. One proposal is the introduction of a systematic checklist in the standardisation process of crime relevant questions so as to assess whether the product or service in question may benefit from the inclusion of elements designed to reduce the risks. The type of criminal activity considered would vary from product to product but could include product piracy, counterfeiting, theft or modification that might allow criminal usage. The EC see the making of products “crime safe” through standardisation as an opportunity to progress in an area of real importance to users as well as contributing to the welfare of the broader society.
3
Request for information

The EC have requested that we meet with them on 11th or 14th March to hold an exploratory meeting at which CENELEC, CEN and the Commission’s DG Enterprise would also participate. As a starting point we have been asked to inform them of any work we have undertaken (or are currently working on) that could be included in this area. If we have nothing, they are also interested to discover if we believe that there is scope for future activity.

An example is the work in ERM for the tracing of lost and stolen items (essentially a device to be integrated into a product which can be alerted by a paging network and then transmit its location to a recovery organisation). There also systems for RF identification that can be used as anti-theft devices in shops, for the identification of crates, pallets, animals, etc.

The IMEI question has been discussed in TCAM as a possible essential requirement under the R&TTE Directive (although not accepted). There may be other work that could be used to meet crime prevention and it would be very useful to receive the input from TB Chairmen in order to identify information prior to the meeting on 11th March. The Secretariat would be grateful to receive information from the OCG meeting and by e-mail.
