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Abstract

This input paper aims at proposing a new solution for MBMS data protection. 

1. Introduction

3GPP is currently working on MBMS and there are some proposals for MBMS data protection. 

This paper gives an overview of a model based on what is done in the PayTV area, which has a long history of tackling issues of security in broadcast systems.

This model could be adapted for protecting the MBMS traffic. 

2. Description 

The PayTV model is a full broadcast model where the data only flow from the Service Provider to the users. All users receive all data transmitted, but according to his associated access conditions, a particular user is allowed or not to have access to the content. This is performed by means of a conditional access system residing in a smart card inserted in the decoder. Actual descrambling of the content (i.e. deciphering of the video stream) is done in the decoder.
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Service Provider:

· Broadcast Key BK

Database containing:

· Subscriber ID

· List of rights

Smart Card

Database containing:

· Service Provider Broadcast Key: BK

· List of rights 

ECM (Entitlement Control Message) consists of:

· Control Word CW
· Content_Id

· Description of the rights required to access content

ECM is ciphered using the Broadcast Key

EMM (Entitlement Management Message) consists of :

· Subscriber_Id

· Rights update

Content consists of:

· ECM_id

· Content_id

· Content ciphered using Control Word CW
Control Messaging 

Service Provider actions: 

· On sending a content, the Service Provider defines the types of rights needed to access the content.

· He prepares the ECM (ciphered with the BK) according to the profile and generates a control word CW (i.e. the ciphering key for the content).

· He sends the ECM and starts streaming the content ciphered with CW.

Decoder / smart card actions: 

· On reception of an ECM, the smart card deciphers the ECM (using the Broadcast Key) and checks the required rights relatively to the list of rights stored in the card. 

· If the rights are OK, the card returns the CW to the decoder who uses it to decipher the content. 

Groups of users may be handled by adding level in the key hierarchy or by defining a group type in the rights management.

Management Messaging 

· When rights have to be updated EMM is sent to the user smart card. It is ciphered with the Broadcast Key BK and contains the updating information (new rights, loss of rights, increase purse…) and the Subscriber_Id. 

· The Subscriber_Id is ciphered with an encryption key that might be different from the BK and user related. Moreover, the Subscriber_Id may be repeated in the clear to allow the decoder to filter EMMs. 

3. Analysis 

The PayTV model addresses multicast and broadcast in the same way, since PayTV always links the content to the conditional access. Some content may be tagged free but is still handled with condition access. 

However, it is possible with PayTV model to optimise the network resources in case of MBMS multicast, since there is a joining phase (MBMS multicast activation) when the user indicates to the network he is willing to receive Multicast mode data of a specific service

This PayTV model has the advantage of being independent of the bearer.

The access conditions management is performed in the smart card, so it reduces the amount of work for the network (computations and traffic). 

4. Conclusion 

The PayTV model is a solution that addresses MBMS issue by providing content protection and keying distribution. 
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