3GPP TSG CN SA3 Meeting #27
S3-030113

Sophia Antipolis, France, 25th – 28th February 2003

Source:
Vodafone

Title:
GERAN A/Gb mode security enhancements

Agenda item:
6.6

Document for:
Discussion and decision
1 Introduction

A work item to develop security enhancements for GERAN A/Gb mode was approved at SA#18 in December 2002 (SP-020820). This contribution evaluates several possible security enhancements and proposes an initial prioritization as the basis for further work.

2 Evaluation of security enhancements

The evaluation is based on the following principles which are taken from the work item description:

· Enhanced A/Gb mode should aim to provide the same level of security as UMTS. 

· The level of security achieved should be a balance between the threats and the complexity of upgrading legacy GSM systems. 

Security enhancements are grouped into three categories: ciphering, integrity protection, and authentication and key agreement.

Note that the lists of upgrade options and evaluation criteria are not exhaustive.

2.1 Ciphering

	
	Options for upgrade

	
	Upgrade A5 to support 128 bit keys
	Upgrade GEA to support 128 bit keys
	Upgrade A/Gb to support Iu mode ciphering

	Protection of BTS-BSC links
	No 
	Yes
	Depends on BSS functionality split.

	Changes to access network
	BTS needs to support new algorithm – difficulty depends on transceiver technology. A and Abis interface need to be upgraded to support 128 bit key
	None
	Extensive changes required to support new ciphering mechanism. Location of algorithm depends on BSS functionality split.

	Changes to core network
	Need to support 128 bit key generation e.g. 3G AKA protocol or running GSM AKA (Authentication and Key Agreement) twice.
	Need to support 128 bit key generation e.g. 3G AKA protocol or running GSM AKA twice. SGSN needs to support new algorithm. 
	Need to support 128 bit key generation e.g. 3G AKA protocol or running GSM AKA twice. PS ciphering moved to access network. 

	Changes to UE/UICC
	UE needs to support new algorithm. UICC needs to generate 128 bit cipher key e.g. 3G AKA protocol or running GSM AKA twice.
	UE needs to support new algorithm. UICC needs to generate 128 bit cipher key e.g. 3G AKA protocol or running GSM AKA twice.
	UE needs to support new mechanism. UICC needs to generate 128 bit cipher key e.g. 3G AKA protocol or running GSM AKA twice.

	Changes to access signalling
	A5/4 code point needed
	GEA4 code point needed 
	Need to support Iu mode mechanism 

	Change in functional split between core and access network.
	No
	No
	Yes – for PS ciphering only

	Common handling of GERAN and UTRAN ciphering.
	No
	No
	Yes

	Common PS and CS ciphering mechanism in access network
	No
	No
	Yes


Supporting Iu mode ciphering has the prime advantage that there is the potential for CS ciphering to be terminated further back in core network which would protect BTS-BSC link and make it easier to upgrade A5/1 networks. However, support of Iu mode requires extensive changes to the standards and a major change in functionality split across the Gb interface.

Upgrading A5 ciphering requires changes to the A and Abis interfaces to support longer key lengths. The difficulty in upgrading the BTS is highly dependant on the transceiver technology, but upgrading old BTS may be prohibitively expensive unless the upgrade can be bundled with another transceiver upgrade (e.g. EDGE).

Upgrading GEA ciphering is expected to be much easier than upgrading A5 ciphering as the access network is not affected. GEA ciphering also has the particular advantage that the IMS user plane will get the same 128 bit security as the IMS control plane when a GSM access network is used.

2.2 Integrity protection

	
	Options for upgrade

	
	Mandatory integrity protected cipher mode command
	Build a new integrity protection mechanism into MSC and SGSN (probably in LLC)
	Upgrade A/Gb to support Iu mode integrity mechanism 

	Protection against false base station disabling ciphering
	Yes
	Yes
	Yes

	Protection against false base station forcing use of known cipher key.
	Yes, providing that UE runs 3G AKA (or another suitable AKA protocol)
	Yes, providing that UE runs 3G AKA (or another suitable AKA protocol)
	Yes, providing that UE runs 3G AKA (or another suitable AKA protocol)

	Protection against channel hijack when ciphering is disabled
	No
	Yes
	Yes

	Protection against insertion and deletion of user traffic (but not modification)
	No
	No
	Yes, providing that UTRAN-like periodic local authentication (i.e. counter check) mechanism is added

	Secure negotiation of different algorithms 
	Yes, providing that cipher mode command includes MS capabilities
	Unknown
	Yes

	Protection of lower layer signaling messages (generally less critical than layer 3 signalling)
	No
	No
	Yes

	Impact on network
	Integrity algorithm needed in BTS and SGSN. Could be based on A5 or GEA. Changes to MM layer required to supervise that cipher mode command has been sent.
	Lack of information on feasibility of CS domain solution
	Extensive changes required


Not enough information is available on the feasibility of the different options to conduct further analysis.

2.3 Authentication and key agreement

	
	Options for upgrade

	
	Upgrade GSM AKA to support longer keys
	Develop new AKA protocol
	Upgrade to support 3G AKA 

	128 bit cipher key
	Yes, if needed
	Yes, if needed
	Yes

	128 bit integrity key
	Yes, if needed
	Yes, if needed
	Yes. May be redundant if integrity protection is not provided.

	Network authentication and session key freshness checking
	No
	Yes, if needed
	Yes. May have limited benefit if integrity protection is not provided.

	Impact on UE and core network
	Minimal impact
	Significant impact
	UMTS/GERAN Iu mode terminals and R99 core networks already required to support UMTS AKA.

	Changes to UICC
	Yes, upgrade SIM or new UICC application
	May require upgraded SIM, USIM or new UICC application. It may be possible to use a regular SIM if mechanisms like EAP-SIM are used. 
	USIM required


There is little benefit in supporting network authentication or integrity key generation if integrity protection is not provided. However, even if integrity protection is not provided then it may still be easier to use 3G AKA rather than upgrade GSM AKA or develop a new protocol to provide the 128 bit cipher key generation.

3 Initial prioritization

Based on the evaluation in section 2, the following prioritization is proposed:

1. Upgrade PS ciphering to support 128 bits (including key generation)

2. Upgrade CS ciphering to support 128 bits (including key generation)

3. Add mechanism to protect against false base station disabling ciphering including secure algorithm negotiation

4. Add network authentication and session key freshness checking (e.g. using 3G AKA protocol)

5. Add full integrity protection mechanism (if not done as part of 3)

6. Extend CS ciphering further back in network to protect BTS-BSC link (if not done as part of 2)

SA3 is asked to verify the evaluation (options, criteria and results) and confirm the prioritisation as the basis for further development of A/Gb mode security enhancements.

