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1. Introduction

In a separate document introduced to this meeting Ericsson has highlighted a possible interleaving attack when HTTP Digest AKA v1 is tunnelled through TLS. Ericsson discusses in this document some solutions how this problem could be resolved. 

Furthermore as already specified in IMS there are architectures, which require that the Home Network wants to keep control of the authentication. The general problem is then how the Home Network can reduce the trust in an Authenticator not necessarily residing in the Home Network. This paper also discusses how this can be achieved.

Ericsson suggests that relevant text and requirements from this proposal is included in the Presence TR as a placeholder.

2. Potential solutions

Interleaving attack

The problem and the interleaving attack have already been described in a separate Ericsson document to this meeting. In the figure below the AKA scheme is depicted with the involved entities:
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When the attack is launched the Authenticator can only check the RES but this might not be enough when the architecture is becoming more complex and general. In order to mitigate the interleaving attack there is a need to tie the session keys generated by the USIM to the authentication procedure. It can be noted that this is already a part of IMS since the IK is used for protecting SM7, which contains the RES utilising IPsec as protection mechanism. 

Solution 1

In this solution the HSS forwards a standard Quintet towards the Authenticator. The authenticator generates A-Data with some non-specified characteristics. It can include randomness but the actual mechanism is for further study. Hence in 2 in the Figure above the Authenticator forwards RAND, AUTN and A-Data towards the UE.

Upon receiving this message the UE checks that the challenge is authentic and creates the RES. Furthermore the UE utilising a hash function f which shall as an input have IK, CK or both (which we here denote K) and A-Date. The UE then calculates f1(K, A-Data)=A-Data-MAC and forwards in 3 the RES and A-Data-MAC towards the Authenticator.

The authenticator then checks that RES=XRES and that the A-Data-MAC is correct. Only a UE that includes the correct USIM can calculate both the RES and A-Data-MAC and this would alleviate the interleaving attack.

This solution could be achieved by introducing a new version of AKA in IETF, cf. [RFC3310].

Note: In addition to the new algorithm version, the submission should further elaborate the potential limitations related to the parallel use of AKA v1 and v2 in IETF context. If both algorithms are used in same context, there may be issues related to backwards compatibility (HTTP Digest is known to be vulnerable for bidding down attack).

Solution 2

This solution is based on the idea that the AKA quintet is modified by the HSS in a service dependent way and that the terminal performs the same type of modification. Otherwise the AKA procedure is unchanged.

The HSS uses XRES, CK and IK together with a service identifier SId  to generate derived XRESd, CKd and IKd with the help of a pseudo random function: (XRESd||CKd||IKd) = PRF( SId|| XRES||CK||IK). The derived quintet (Ikd, CKd, RAND, AUTN, XRESd) is sent in message 1. 

The UE calculates the normal IK, CK and RES and derives IKd, CKd and RESd in the same way that the HSS did. The UE determines the SId to be used on the intended service. 

Reducing the trust in the Authenticator

Solution 3

One problem that can be identified with the Solution 1 and 2 is that the HSS and the Home Network has no means to verify in a secure manner that the Authenticator has really checked the RES. In a more general architecture where there is a need to have a model where there is a reduced trust in the authenticator the HSS needs to be involved in the authentication procedure. This very much resembles the trust model in IMS where the Home Network and the S-CSCF performs the authentication whereas the Visited Network and the P-CSCF checks that a correct IK has been used.

One way to reduce the trust in the Authenticator is to send a modified XRES in message 1, the Quintet. In order to mitigate precomputation attacks this new XRES denoted XRES’ should be calculated by using a Hash function and a nonce value as inputs i.e. XRES’=f2(XRES, nonce). A new quintet is defined by the HSS as Quintet’=(IK,CK,RAND,AUTN,XRES’,nonce), which is forwarded towards the Authenticator. RAND may be used as the nonce and in such a case the format of the quintet may be left unchanged.

Message 2 is a normal UMTS AKA challenge and message 3 contains the RES. The Authenticator then takes the RES as the input to f2 as well as the nonce and calculates the XRES’. If the RES=XRES’ the UE has been authenticated and the Authenticator shall forward the RES towards the HSS which checks that RES=XRES.

Note: It is possible to combine the solutions such that the trust in the Authenticator is reduced and that interleaving attacks are mitigated.

3 Conclusions

In Clause 2 some solutions were identified that would mitigate the interleaving attack and/or reduce the trust in the authenticator.

IMS is utilising RFC 3310 AKAv1, cf. [RFC3310], as the protocol for realising UMTS AKA. This RFC makes it possible to include new future AKA versions if necessary. It is possible in theory to enhance Digest AKA by introducing new directives that would support e.g. the solution1 as discussed in Clause 2. In order to include the new AKA version(s) a problem description is required towards IETF before the work can actually start. 

Ericsson seeks support from SA3 that the problem is valid and that the solutions identified in Clause 2 could be potential means to solve this problem. 

Ericsson also suggests that the text in this document is also captured in the Presence TR i.e. that Interleaving attack shall be mitigated and that it shall be possible to reduce the trust in the Authenticator. Furthermore the proposed solutions in this proposal shall be documented in the Presence TR.
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