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1. Introduction

Both EAP-SIM and EAP-AKA authentication mechanisms include an identity privacy support feature based on the utilisation of pseudonyms: During an authentication procedure, the Authenticator node (the 3GPP AAA server) optionally provides an encrypted pseudonym to the WLAN client. The WLAN client can (optionally) de-encrypt this pseudonym and present it as user identity for subsequent authentication attempts.

The present paper presents a mechanism to further enhance the identity privacy support provided by EAP-SIM/AKA. The intention is that the utilisation of this mechanism is optional. This way, WLAN clients according to 3GPP specification can benefit from this increased privacy support, but WLAN clients according to IETF specifications (without 3GPP tailoring) can still be used with the privacy level provided by EAP-SIM/AKA.

2. Problem Description

EAP-SIM and EAP-AKA already include identity privacy support by the utilisation of pseudonyms. Nevertheless, the clear-text identity (i.e. the IMSI) still may be sent under certain circumstances:

· When the WLAN client has not been assigned a pseudonym yet.

· When the 3GPP AAA server does not recognise the pseudonym received from the WLAN client and it requests the clear-text identity.

Attackers can exploit these circumstances to gather information on the identity and location of WLAN users.

3. Proposal

3.1 Identity Privacy Support Levels in the WLAN Client

Three different levels of identity privacy support are considered for the WLAN client:

· Level A - No support: The clear-text identity (i.e. the IMSI) is always sent for authentication.

· Level B - Support for pseudonyms: Pseudonyms are sent when available, and the IMSI is sent when it is not possible to use a pseudonym.

· Level C - Support for pseudonyms and Protected IMSI: The IMSI is never sent in clear-text.

Levels A and B correspond to the identity privacy support included in EAP-SIM/AKA, while level C is specific to this proposal. The fact that a WLAN client provides on level or another of identity privacy support is a matter of implementation as well as of configuration of the WLAN client.

3.2 General Mechanism

In general terms, the proposed mechanism is the following:

· When the WLAN client is asked for an identity for authentication, the WLAN client sends one of the following:

· The clear-text identity (i.e. the IMSI), if the WLAN client provides level A, or if it provides level B but a pseudonym is not available.

· A pseudonym, if the WLAN client provides level B or C and one pseudonym is available.

· A dummy (e.g. random) pseudonym, if the WLAN provides level C and a pseudonym is not available. Despite that the pseudonym is a dummy one, the realm part must be correct so that RADIUS messages can be routed to the home 3GPP network. Moreover, the dummy pseudonym must follow a syntactically correct pseudonym format. That is, its length must be 23 characters, and the leading character must correspond to the Pseudonym Tag translated into a printable character using the BASE64 method described in section 4.3.2.4 of [RFC1421].

NOTE: In a normal situation, the only occasion when a WLAN client providing level B or C does not have a pseudonym available is the very first time that the WLAN client performs authentication to access a WLAN access network with 3GPP inter-working.

· The 3GPP AAA server processes the received user identity as follows (this part of the mechanism is already part of EAP-SIM/AKA):

· If the clear-text identity (i.e. the IMSI) has been received, then authentication can proceed normally.

· If a pseudonym has been received and the 3GPP AAA server can obtain an IMSI from it, then authentication can proceed normally.

· If a pseudonym has been received but the 3GPP AAA server cannot obtain an IMSI from it, then the AAA asks the WLAN client for a permanent identity. Note that this is the case when a WLAN client with level C has sent a dummy pseudonym. It is also the case when a WLAN client with level B or C has sent a pseudonym that is not valid for any other reason (e.g. the available pseudonym is too old).

· When the WLAN client receives a request for a permanent identity it responds with:

· The IMSI, if the WLAN client provides level B.

· A Protected IMSI, if the WLAN client provides level C.

· At reception of the permanent identity, the 3GPP AAA server detects whether it is an IMSI in clear-text or a Protected IMSI, and in case it is a Protected IMSI, the AAA extracts the IMSI from it. Once the IMSI is available, authentication can proceed normally.

Observe that the proposed mechanism does not put any new requirements on WLAN clients that provide levels A or B of identity privacy support.

3.3 Generation of the Protected IMSI

The Protected IMSI is generated at the WLAN client in the following way:

1. A Compacted IMSI is created utilising 4 bits to represent each digit of the IMSI. According to [TS23.003], the length of the IMSI is not more than 15 digits (numerical characters, 0 through 9). The length of the Padded IMSI shall be 64 bits (8 octets), and the most significant bits will be padded by setting all the bits to 1.

E.g.:
IMSI = 214070123456789

(MCC = 214 ; MNC = 07 ; MSIN = 0123456789)



Padded IMSI = 0xF2 0x14 0x07 0x01 0x23 0x45 0x67 0x89

2. An RSA Encrypted IMSI is created by encrypting the Compacted IMSI according to [PKCS#1]. The key used for encryption is a public key of the home 3GPP network. This key is available at the WLAN client by means of a certificate that must be configured previous to the authentication procedure. The configuration of this certificate in the WLAN client can be performed off-line, and it is out of the scope of this proposal. On the other hand, the corresponding private key must be configured at all the 3GPP AAA servers in the home 3GPP network.

In order to have adequate protection, the key length must be 1024 bits at least. The length of the resulting RSA Encrypted IMSI will be of the order of the key length, i.e. about 128 bytes for the minimum key size.

3. The complete Protected IMSI is formed as the concatenation of the following fields:

· Protected IMSI Tag, used to mark the identity as a Protected IMSI.

· Key Indicator, so that the 3GPP AAA server can locate the appropriate private key to de-encrypt the RSA Encrypted IMSI, in case several private/public key pairs exist.

· RSA Encrypted IMSI
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Note that the algorithm specified in [PKCS#1] includes some random padding that is added to the Compacted IMSI. This way, the resulting Protected IMSIs cannot be correlated.

3.4 Transport of the Protected IMSI

The Protected IMSI is sent at EAP level, in the AT_IDENTITY attribute present in the EAP-Response/SIM/Start message (EAP-SIM) and in the EAP-Response/AKA-Identity message (EAP-AKA).

The RADIUS attribute User-Name will have the same value as in the initial RADIUS Access-Request for the whole authentication procedure. That is, the Protected IMSI is not sent in the RADIUS attribute User-Name or in any other attribute at RADIUS level. Therefore, there is no need to transform the Protected IMSI into a printable string, or to append a realm part to it.

3.5 Compatibility

According to EAP-SIM/AKA, the AT_IDENTITY attribute contains a user identity in the same Network Access Identifier format that is used in EAP-Response/Identity, i.e. including the NAI realm portion. The proposal in this paper contravenes that statement. However, this can be regarded as a 3GPP-specific tailoring of EAP-SIM/AKA.

Moreover, the implementation of this mechanism does not introduce any incompatibility problem. The following cases are possible:

· The home 3GPP network does not implement certificate-based protection of IMSI: Even if the WLAN client implements that functionality, it does not have any sense that it is configured to use it, since the home 3GPP network operator is not providing any certificate (i.e. the WLAN client does not have any public key to generate the Protected IMSI).

· The home 3GPP network implements certificate-based protection of IMSI:

· For WLAN clients providing privacy with level A or B, certificate-based protection of IMSI is never used.

· For WLAN clients providing privacy with level C, certificate-based protection of IMSI is used whenever the WLAN client is requested to send a permanent identity.

4. Conclusions

It is suggested that SA3 adopts the mechanism described in section 3 as an optional mechanism to further enhance the identity privacy support provided by EAP-SIM/AKA.
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