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1
Introduction

This document discusses the security properties of typical WLAN link layers, and their impacts on the security of the 3G - WLAN interworking service. It is undesirable to bind this service to specific link layers. However, the 3GPP must have an understanding of what are the minimum security requirements set for link layers, and what the impacts of supporting or not supporting additional optional requirements are. As an example, this document provides some specific issues from the 802.11 type WLANs.

At the 3GPP/IETF joint Rel-6 workshop there was also a request that 3GPP should define requirements for link layer security protocols.

2
Motivation

The WLAN Access Network is out of scope for 3GPP-WLAN standardization and it is a goal to view the WLAN as a “black box”. 3GPP-WLAN interworking shall further be agnostic to specific WLAN technologies. Even as this is the case, requirements on the UE-WLAN air interface are needed to make sure that the overall 3GPP-WLAN interworking requirements and functionalities are met. Interworking is dependent on transport over the UE-WLAN radio interface and e.g. authentication signaling is carried using WLAN technology specific standards. In order to avoid e.g. 3GPP specific driver software, the radio interface should also conform to existing (or possibly soon to be completed) WLAN standards. 

There are both technical and business/operational arguments that need to be considered when setting the security requirements, including:

· The security properties of different WLAN link layers may differ significantly. Clear requirements on the WLAN will be useful for making a uniform security solution based on link-layer protection.

· A security solution with broad support by the WLAN vendors will reduce obstacles for operators to introduce 3GPP-WLAN interworking.

· For volume based charging per-packet integrity protection appears necessary between the WLAN UE and the node collecting charging information. Additionally, lack of point-to-point integrity protection makes it possible for intruders to hijack even properly authenticated sessions. This could be used for theft of service, and would also make it easy to e.g. conduct illegal activities on a session bearing someone else's name in the service provider's logs.

· The 3GPP-WLAN security solution should be able to coexist with other security solutions chosen by the user, e.g. VPN connection for corporate access.

4
Link layer security requirements

Most WLAN technologies provide (optional) link-layer protection of user data. Since the wireless link is likely to be the most vulnerable in the entire system, 3GPP-WLAN interworking should take advantage of the link layer security provided by WLAN technologies. The native link-layer protection can also prevent against certain IP-layer attacks. 

In order to set the bar for allowed WLAN protocols, 3GPP should define requirements on link layer security. The existing and work-in-progress WLAN standards can then be evaluated based on these requirements.

Areas in which requirements should be defined are: 

Confidentiality and integrity protection of user data 

· Can user data be sent in the clear or is some kind of protection required?

· Is it enough to integrity protect user data or should it be encrypted as well?

· How strong must the WLAN security protocols be? Compare e.g. WEP, TKIP and CCMP in the case of 802.11 WLAN.

Protection of signaling

· What implications on 3GPP-WLAN security does it have if the WLAN control signaling is unprotected? (Currently 802.11 management frames are not protected by 802.11i).

Key distribution, key freshness validation and key ageing

· Can encryption keys generated during EAP authentication be used directly as encryption keys for the link layer or must there be a handshake between UE and AP to e.g. ensure freshness? (Like the 4-way handshake of 802.11i).

· What are the security implications of not having a UE-AP key handshake?

5 
Case of IEEE 802.11 WLANs

IEEE 802.11i

For 802.11 type of WLAN, the assumption in TS33.234 v0.3.0 is that IEEE 802.11i shall be used for security functionality between UE and WLAN. In addition to providing transport of authentication signaling, this protocol will also provide encryption and integrity protection of user data. IEEE 802.11i is work in progress in IEEE.

The 802.11i standard introduces two new data protection protocols, the Temporal Key Integrity Protocol (TKIP) and the Counter mode with CBC-MAC Protocol (CCMP). CCMP is based on AES encryption and is mandatory to support. TKIP is an update to the legacy WEP protocol (i.e. based on the RC4 algorithm) and is designed to address all known vulnerabilities of WEP. TKIP is optional and has been designed so that it will be possible to software upgrade most legacy 802.11 equipment while CCMP in most cases will require new hardware in order to support AES encryption. See Annex A of TS 33.234 for a more detailed (and somewhat outdated) overview of 802.11i. 

The time plan estimates for IEEE 802.11i are somewhat unsure but it is believed that the standard will be finalized at the end of 2003 or in the beginning of 2004. It is thus not 100% certain that the 802.11i standard will be ready in time for Rel-6.

Wi-Fi Protected Access

The Wi-Fi Alliance has recently (Nov. 1, 2002) announced an interim security specification called Wi-Fi Protected Access (WPA). The reason for this interim step was to have an improved security specification for 802.11 systems already before the long-term security solution, 802.11i, is finalized. 

WPA was designed to be a software upgrade allowing also legacy 802.11 equipment to be upgraded. WPA is not a new security standard but is a subset of the 802.11i draft 3.0. The pieces of 802.11i D3.0 that are included in WPA are e.g. the support for IEEE 802.1X and EAP for authentication and key management as well as the support for the TKIP data protection protocol. Pieces that are not included in WPA are e.g. support for secure IBSS (ad-hoc networks), secure fast handover and data protection using AES. 

The Wi-Fi Alliance plans to start optional interoperability certification of WPA products in the first half of 2003 and to make WPA mandatory for Wi-Fi certification in the second half of 2003. They expect that vendors will start to ship WPA capable products by March or April 2003.

6
Proposals

· It is proposed that SA3 defines clear requirements for the link layer protection. 

· It is proposed that SA3 sends an LS to IEEE 802.11 requesting information about when IEEE 802.11i is estimated to be approved. The next IEEE 802.11 meeting takes place March 10-14, 2003.

· It is also proposed that SA3 evaluates “Wi-Fi Protected Access” (WPA) and, if found acceptable, adopts WPA as a possible link layer security protocol for IEEE 802.11 type of WLAN. The motivation is to make it possible for the current installed base of IEEE 802.11 equipment to be software upgraded to become compliant with 3GPP-WLAN interworking. If 802.11i turns out to be delayed, a further motivation is to have a link layer security solution for IEEE 802.11 type of WLAN in time for Rel-6.
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