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1
Introduction

This document describes potential threats and attacks for a 3GPP-WLAN interworking solution. The purpose is to help 3GPP identify security requirements for the 3GPP-WLAN system, and to choose suitable security mechanisms fulfilling those requirements.

2
Security for Public WLAN Access

These questions related to security in the 3GPP-WLAN architecture must be addressed:

· What needs to be protected? I.e., what are the assets, and to whom are they valuable?

· What trust relations can be assumed? I.e., who can trust whom, and to what degree? The Trust Model is described in Annex B.

· What are possible attacks against the assets, how can they be performed, and what is done to detect/prevent them?

In Sec. 3 the relevant assents and threats to those assets are identified. Sec. 4 contains examples of possible attacks. Countermeasures are not discussed in this contribution but the threats and specific attacks should be taken into consideration when defining security mechanisms for 3GPP-WLAN interworking.

3.
Assets and Threats

This section describes different types of assets that are valuable to the parties involved. Threats to these assets are also identified.

3.1 3GPP Operator’s Assets

Access to WLAN Services

The WLAN Services is what the 3GPP Network Operator is offering to its WLAN customers. The 3GPP Network Operator expects some benefit in return for providing this asset. 

The following threats are relevant for this asset:

· An attacker bypasses the access control and authorisation mechanisms in order to get the WLAN services for free.

· An attacker impersonates a legitimate WLAN user. This way the attacker has free access to WLAN services and the victim gets charged for the attacker's usage of the services.

· The attacker is a legitimate WLAN user in the sense that he has a customer relationship with the operator (i.e. a WLAN user account), but he bypasses the authorisation mechanism to get services he has not paid for.

· The attacker interferes with the charging mechanism for the WLAN services, rending a legitimate user's bills incorrect.

· The attacker is a legitimate WLAN user and he gets to interfere with the charging mechanism, e.g. to reduce the own bill.

· The attacker is a legitimate prepaid user that avoids disconnection when the prepaid account expires.

· The attacker prevents WLAN users from accessing to WLAN services (DoS).

· The attacker prevents WLAN users from accessing to the operator's WLAN services, and sets up rogue "services" (e.g. propaganda) instead.

Non-WLAN Assets

Other 3GPP operator assets may not be offered over WLAN access networks. Such assets are e.g. access to GSM/UMTS CS services, access to GPRS services, etc. There is a threat that an attacker takes advantage of the WLAN access to perform attacks (e.g. impersonation, DoS, MitM, etc.) against these assets whenever the WLAN access is not properly secured and isolated.

3.2 WLAN User’s Assets

Since the user can be considered as an asset for the 3GPP Network Operator, the assets of the user can be considered, to some extent, as 3GPP Operator's assets too. That is, if the user perceives that the utilisation of WLAN services poses a threat to his/her assets, it is likely that the user will avoid using those services, or that the price the user is willing to pay for the services will diminish. Moreover, users might claim liability of the 3GPP Network Operator for the damage caused to their assets.

Access to WLAN Services

From the WLAN user's standpoint, this is the asset the user expects to obtain. The user is willing to pay a price to get this asset.

The following threats should be considered:

· The WLAN user gets impersonated by an attacker, which obtains access to WLAN services at the user's expense. Moreover, the attacker can utilise the WLAN services of the victim to perform deceitful activities.

· An attacker gets to make the user charged for services that the victim has not requested.

· The WLAN user cannot get WLAN services due to a DoS attack against the network, or to a targeted DoS attack against that specific user.

· The WLAN user cannot access to the operator's WLAN services, and gets rogue "services" (e.g. propaganda) set up by an attacker instead.

Note that there is some overlapping between these threats and those relevant for this asset from the 3GPP Network Operator's standpoint. For instance, a DoS attack is a problem for the user in the sense that he/she cannot get the WLAN services. It is also a problem for the Operator because it cannot charge the users for the services while they are unavailable (unless they are charged as a flat rate) and the Operator's image gets damaged. Similar arguments can be used for the rest of the overlaps.

User Data and Privacy

The user expects that the data he sends/receives while accessing to WLAN services, and personal information (such as identity, which services he/she uses or where he/she is located at a given time) is kept away from unauthorised parties.

The following threats are relevant:

· An attacker obtains the information that the user sends/receives while accessing to WLAN services. This includes user credentials transferred during the authentication phase, as well as any other data (e.g. documents) exchanged once the user has gained access to the WLAN services. The attacker might know or not who the user is.

· An attacker manipulates or substitutes the information that the user sends/receives while accessing to WLAN services. The attacker might know or not who the user is.

· An attacker analyses the information sent/received by users (even if it is mostly concealed) in order to derive some personal information about the users (such as which services they are using or where they are located at a given time).

· An attacker obtains information about the user (permanent identity etc.) and traces where and when the user has been accessing WLAN services.

3.3 WLAN Access Network Provider’s Assets

In principle, the WLAN Access Network is outside the scope of 3GPP-WLAN interworking standardisation. Nevertheless, it is important to consider the "Access to WLAN Services" asset of the WLAN Access Network provider, since it can be regarded as a part of the "Access to WLAN Services" asset of the 3GPP Operator. In fact, many threats against the 3GPP Operator’s assets can be realised by attacking the WLAN AN. Therefore, it is important that 3GPP-WLAN interworking sets security requirements on the WLAN AN and/or chooses a security solution that is robust to different levels of WLAN AN security.

The same threats as for the "Access to WLAN Services" asset of the 3GPP Operator are valid here.

4.
Attacks

This section is an attempt to give a concrete form to the threats of the previous section, and to identify several attacks that are applicable in a typical WLAN-3GPP interworking scenario. A single attack can be used to realise one or possibly several of the threats described in the Sec. 3, depending on the intent of the attacker. An attacker setting up a rouge AP may e.g. attempt to get free access, modify a legitimate user’s traffic or do a Denial of Service attack. Most of the attacks are performed by an attacker in the WLAN AN but may have implications on the 3GPP operator’s assets. Attacks can also be performed remotely over the Internet. For certain types of attacks, the perpetrator does not need to “be a part” of the network. Examples are some types of layer 2 attacks and certain DoS attacks, e.g. setting up a radio jammer in a hotspot. Other attacks require that the attacker has access to the WLAN AN or the Internet. It should be noted that an easy way of getting access to the WLAN AN is to simply become a legitimate subscriber. 

The attacks are classified according to where the attack is performed/launched:

· Victim’s WLAN UE

· Attacker’s WLAN UE and/or AP

· WLAN Access Network infrastructure

· Other device on the Internet

The attacks mentioned are by no means the only ones possible. Moreover, the actual possibility to carry out an attack may depend on the WLAN technology and the level of WLAN specific protection used. 

Even though some attacks can be easily prevented no effort is made in this section to describe countermeasures.

Attacks at the Victim’s WLAN UE

Open platform terminals may be infected by viruses, Trojan horses or other malicious software. The software operates without the knowledge of the user on his terminal, and can be used for different types of attacks:

· If the user has credentials stored on a smart card connected to his terminal, a Trojan residing in the terminal can make fake requests to the smart card and send challenge-response results to another MS. For example, the owner of the latter MS could then get access with the stolen credentials. 
Note that this attack is performed inside the terminal, and it is independent of the external link between the terminal and the smartcard reader, which can be secured or assumed to be physically secure.

· Trojans may perform all the usual activities: monitor the user’s keyboard or sensitive data, and forward the information to another machine. 

· Malicious software can be used to perform Distributed DoS (DDoS) attacks. That is, several instantiations of the software (residing on different hosts) synchronise and start a DoS attack simultaneously against a target.

· Malicious software could be trying to connect to different WLAN:s, just to annoy the user. 

Alternatively, the (U)SIM in the cellular phone can be used remotely from the WLAN client through a serial, infrared, or Bluetooth connection; in order to use the phone as a smartcard reader. As the terminal must access the (U)SIM in the phone, the link in between must be secure. Both cable and IR can be assumed physically secure, and Bluetooth will depend highly on the current Bluetooth security mechanism.

Attacks from an Attacker’s WLAN UE and/or AP

Several types of attacks are possible if the attacker has access to a laptop with WLAN interfaces and/or an Access Point.  Denial of Service (DoS) attacks are easy to launch, e.g. by setting up a radio jammer at the hot spot. For some WLAN technologies, the layer 2 control signalling is not integrity protected opening up for DoS attacks by e.g. disassociating legitimate users. 

Unless protected, an attacker can easily eavesdrop on the traffic between a user and an AP. The only equipment needed to do this is a laptop with a WLAN interface 

In a rogue AP / rogue network attack, the attacker e.g. employs an AP (masqueraded as a legitimate AP in a given hotspot) connected to a WLAN UE. Based on signal strength, an unsuspecting WLAN UE may connect to the rogue AP. This type of attack can be used to realise several different threats. The attacker could possibly modify the user’s traffic or divert the traffic to a network other than the WLAN AN the user intended to use. The attacker could e.g. also fake a network or a commercial site to get access to e.g. credit card information. The attacker can also act as a Min in the Middle during the authentication procedure and cause the MAC/IP address-pair of the attacking WLAN UE to be bound to the credentials of the legitimate user. As a consequence, the attacker gains access to anything the legitimate user would, while the legitimate user is denied access.  

An important class of IP-network attacks relevant in connection with rogue AP / networks are “service spoofing” attacks, where the attacker impersonates one or several services/servers in the network, e.g., a DNS server or a DHCP server. These attacks could be performed e.g. by setting up a rouge AP. Another set of attacks uses fake configuration/control messages (such as ARP or ICMP messages) to redirect a user’s traffic. ARP spoofing could also be used to redirect the AP’s traffic, e.g. AAA messages generated by the AP. Note that the above include only the best-known and most serious attacks. Given the rich (and always expanding) set of protocols run over IP, all possible attacks could not be accounted for.

Another way to interfere or possibly gain access for an attacker is to simply eavesdrop on the traffic around an AP. Depending on WLAN technology and the level of protection, the MAC and IP addresses may be sent in the clear (they are not encrypted) and the attacker can record these. When the attacker knows the MAC/IP address-pair of a user currently connected, he can set his own addresses to the same values.

Attacks at the WLAN AN Infrastructure

Attacks can be performed at the WLAN AN infrastructure, e.g. Access Points (AP), the LAN connecting the APs, Ethernet switches etc. To perform any type of attacks “inside” the WLAN AN, the attacker needs access to the network in some way. For ordinary wired networks, an attacker needs to somehow hook up to the wires to get access. The WLAN AN is partially a wired network, and an attacker may hook up to that part of the network. In public spaces the APs and corresponding wired connections may be physically accessible by attackers. Simply connecting a laptop to the wired LAN “behind” the APs may give the attacker free access to WLAN services as well as access to other user’s data and signalling traffic. 

Depending on where charging data is collected, an attacker with access to the wired LAN of the WLAN AN can also interfere with the charging functions. If the volume based charging model is applied, an attacker could e.g. inject packets with any chosen source or destination MAC and IP addresses, just to increase a user’s bill. 

Attacks Performed by Other Devices on the Internet

Several attacks can be performed from devices connected to the Internet. 

If the volume based charging model is applied, an attacker could flood a user with garbage packets, just to increase the user’s bill. This is e.g. effective if the attacker resides somewhere on the Internet with a flat rate charging model, or if the attacker has infected other users’ machines with “bot”-software. (Bot is short for robot, and refers to software that “lives on its own”.) The bot could for instance listen for connections on a certain port, and when receiving a command from the attacker on that port, it starts flooding a given IP address with packets. Various distributed denial of service (DDoS) tools using such bots are known and available in the hacker world.

5
Proposal

It is proposed that the Threat Analysis described in sections 2 - 4 are agreed by SA3 and incorporated into Annex C of Technical Specification 33.234.
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