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1. INTRODUCTION

Nokia presented MBMS security discussion paper [1] in SA3#26 Oxford meeting. The paper gave an overview of several issues that had been found during the analysis of MBMS security. This contribution summarises the current Nokia view on these issues.

2. DISCUSSION

2.1 Key delivery

Content decryption keys should be given in joining phase and keys should be tied to a session and not to a service. From RAN point of view time and resources used for joining should be minimized. If the key validity period is long the specific decryption key can be passed to other UE, which can get access to the actual MBMS content also. Typical length for a session could be e.g. 90 seconds. Re-keying should still be considered, since same key cannot be used for a long time, but on the other hand, great burden to the RAN signalling must be avoided. This trade-off between added security and performance impact to the signalling is ffs.
2.2 R99 network and MBMS cipher keys at same layer

Changes would be needed to the current 3GPP security architecture in order to support MBMS network layer security. For instance, regarding ciphering key CK, it is stated in TS 33.102 that
 "There may be one CK for CS connections (CKCS), established between the CS service domain and the user and one CK for PS connections (CKPS) established between the PS service domain and the user.“ 
The introduction of MBMS service on application layer might imply that more cipher keys have to introduced, but this could be easier than changing the existing 3GPP security architecture. On the other hand, introduction of application level alternative would imply double functionality, e.g. double authentication.
2.3 Algorithm selection

The AES algorithm is optimized for software implementations. Thus, it seems to be a suitable candidate for encryption algorithm in the application layer solution. It does not seem feasible to re-use network level KASUMI -based machinery for application layer solution.

The H3G presented an idea in their contribution [3] in Oxford of doing other MBMS security functions in application layer, but authenticating with SGSN. This seems to lead into a complicated solution (as regards to scalability, SGSN security, alternative access technologies etc.) but details are ffs.

2.4 Re-keying

The mechanisms for re-keying are ffs.

2.5 Compatibility with Rel99 security for simultaneous non-MBMS services

As presented by Nokia’s paper [1] in SA3#26 MBMS Stage-1 specification [2] states the following:

“Dependent on terminal capabilities, it shall be possible for the user to participate in other services, while simultaneously participating in MBMS services. For example the user can originate or receive a call or send and receive messages whilst receiving advertisements”

When considering the application and network level alternatives, the scenario where the user simultaneously receives non-MBMS services needs to be taken into account. For network level security solution this implies that there would be simultaneous MBMS service specific ciphering and Rel99 ciphering, which seems to be hard to support as stated in the previous chapter 2.2. For application layer security solution this means that the network level ciphering needs to be disabled for MBMS bearer while the Rel99 ciphering is still used for simultaneous non-MBMS services.

The work needed is more extensive for network level solution than the work needed for application level solution.

2.6 Issues in introducing application level ciphering for MBMS

As highlighted in [1], there is a need for “access technology” –independent solution, implying that specification of the ciphering mechanism should not be done in 3GPP at all. On the other hand, if solution by IETF is targeted, a dependency to specifics draft has to be created soon.

There should be way to limit the applicability of a single key. In the case of application level solution it is difficult to utilize the geographical location. On the other hand, use of geographical differentiation may not be preferable anyway because it may imply violation of location privacy.

If the so called network layer (i.e. radio link) alternative is ruled out then there is still need to decide whether security is provided with a IPSec based solution or a general DRM style solution in upper layers. The former could serve several service instances simultaneously, while the latter has more granularity, e.g. concerning management of identities.

2.7 Potential usage of subscriber certificates for application layer solution

Results of the SA3 work on subscriber certificates may be utilized in the application layer solution of MBMS. Authentication of the user towards BM-SC could be done based on subscriber certificates, independently of which encryption and integrity protection mechanisms are chosen to protect the content delivery. This approach may simplify the overall security solution and it decreases the need of direct link between BM-SC and the bearer network.

2.8 Key management in SGSN

The key management in SGSN should become obsolete if application layer solution is chosen, but this needs to be studied if network level solution is chosen.

2.9 UE processing requirements and power consumption

This is a critical issue for terminals but it is assumed that requirements on e.g. bit rates imposed by MBMS are not too high, at least not in the first phases.

3. CONCLUSION

According to these considerations Nokia sees that it is reasonable to move on with the application level alternative. However, there are still several issues to be considered when developing MBMS security solution.
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