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First modified section

5.4
Profiling of IKE 

The Internet Key Exchange protocol shall be used for negotiation of IPsec SAs. The following additional requirement on IKE is made mandatory for inter-security domain SA negotiations over the Za-interface.

For IKE phase-1 (ISAKMP SA):

-
The use of pre-shared secrets for authentication shall be supported;

-
Only Main Mode shall be used;

-
Only Fully Qualified Domain Names (FQDN) shall be used;

-
Support of 3DES in CBC mode shall be mandatory for confidentiality;

-
Support of SHA-1 shall be mandatory for integrity/message authentication.

Phase-1 IKE SAs shall be persistent with respect to the IPsec SAs is derived from it. That is, IKE SAs shall have a lifetime for at least the same duration as does the derived IPsec SAs.
5.4.1
IKE Re-keying
IPsec SAs are negotiated between end-points and contain secret keys that are used within time limit constraints, or constraints that define the specific amount of data transfer allowed. Such constraints determine the lifetime of the SA. When the SA lifetime expires it must not be used.  On demand, new SAs can be established, and are referred to as "re-keying".

The IPsec SAs should be re-keyed proactively, i.e. a new SA should be established before the old SA expires. The elapsed time during new SA establishment must be sufficient to avoid losing any data being transmitted within the old SA.

Each end point of the existing SA is responsible for enforcing its own lifetime policy on the SA and re-keying the SA when necessary.  Where the two ends have the same lifetime policies, each could initiate a re-keying at the same time (resulting in redundant SAs). To avoid this situation, timing of re-keying requests may be delayed by a random time function. Should simultaneous SA re-key attempts by both end points occur, then the initial initiator shall have precedence over the initial responder, to minimize any possibility of redundant SAs.

When re-keying temporarily results in multiple similar SAs between the same pairs of nodes, i.e. when two SAs are eligible to receive packets, a node must accept incoming packets through either SA. Each node should delete the older SA after the new one is established.

Complexity of IPsec processing can result in possible error conditions occurring before a cryptographically protected IKE-SA is established, i.e. requests received that are badly formatted or unacceptable for security policy reasons. This standard must be updated to reflect new IETF IPsec/IKE proposals to avoid denial of service attacks, especially in re-keying error scenarios.  

For IKE phase-2 (IPsec SA):

-
Perfect Forward Secrecy is optional;

-
Only IP addresses or subnet identity types shall be mandatory address types;

-
Support of Notifications shall be mandatory.
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