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Abstract

This contribution discusses the reuse of RAN/GERAN ciphering functions for encrypting MBMS data. Key management issues have been left out of this contribution. The conclusion from this paper is that the reuse of the existing UMTS/GSM-ciphering for securing MBMS data is far from trivial. It will require additional procedures for selective ciphering and synchronisation, and may need changes to the inputs of the ciphering algorithm.

1) Introduction

So far a decision for supporting either application or network level (i.e. radio part) alternatives for ciphering of MBMS data has not been taken by SA3. The purpose of this paper is to highlight several issues that have been found during the analysis of RAN/GERAN ciphering reuse. 
2) Reuse of RAN ciphering (RLC)

[TS 33.102 V5.1.0] defines how data is ciphered/deciphered using function f8.

MBMS data may be transferred to the UE, using Ptp or Ptm-channels. 

1) Ptp-channels

We have to distinguish between two types of ptp-channels. There is the already existing R99 dedicated RAB (PDP bearer), and the new ptp MBMS bearer. 

a) Existing R99 ptp-channel: 

For this type of channel that always goes hand in hand with a UE-specific Iu-connection, the UE-specific ciphering of the PS domain is be used. This type of ptp-channel will be used when MBMS is not supported by the RNC or the SGSN. This channel will always use the UE-specific ciphering. Using UE specific ciphering should be no problem and everything will function, as it exists already. A drawback will be in any case that double ciphering will be applied (application and radio layer ciphering) when radio layer ciphering is activated. 

b) New ptp MBMS bearer:

This concept is not yet very mature within the RAN-groups. It is currently unclear whether this ptp MBMS radio bearer has always a related Iu connection or not, which impacts key transfer from CN, if this ptp MBMS radio bearer shall use UE spec ciphering. Furthermore transition between this ptp and ptm seems not trivial in this case. From UTRAN point of view these are “somehow normal” UE specific RBs, but they get the data from a “common Iu”. 

The UE specific ciphering could be used in principle, then the ciphering parameters will be different for all UEs.  As said before the transition between this ptp MBMS and ptm MBMS-channel seems not trivial in this case.

A solution with common ciphering would be to cipher with the MBMS-key. A feasible solution for the ptp RBs would be to make the COUNT-Cs (SNs) identical for all UEs cells controlled by same RNC. There might only be one RLC entity in the RNC for all MBMS ptp channels (since there is no re-transmission).  This will also make it easier to switch to ptm and back.  

2) Ptm-channels:

A solution with common MBMS key ciphering is needed. If possible this concept shall be similar as the ptp MBMS ciphering to be able to switch between ptp and ptm easily. 

3) The use of the f8 function in case of ‘common’ ciphering. 
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Figure 1: Ciphering of user and signalling data transmitted over the radio access link
The question arises what inputs shall be assigned to the f8-inputs BEARER and COUNT-C (these input have until now only been used in a UE specific context). The f8-function is used to produce a key stream to exor with the data (figure 1), so we have to ensure the one-time usage of the same key stream during the lifetime of the MBMS key CK. Therefore the inputs to the f8-function have to be unique each time a new keystream block has to be produced. 
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Figure 2: radio layer encryption
Suppose that within an RNC-area we can ensure the one-time usage of the key-stream by assigning suitable input parameters to the f8-function.  Suppose that the BM-SC assigns an MBMS-service specific, network wide key and distributes it to all RNC’s involved in MBMS transmission. Suppose also that for the initial first MBMS data transmission the COUNT-C has been initialised in all RNC’s and UE’s at the same value. If one RNC would get out of sync with using these input values, than the uniqueness criterion of the key stream is not full-filled anymore. This would also be the case if MBMS data packets have been lost between the BM-SC and a specific RNC and the RNC has no means to detect this. Also if the sequence of the packets would be reversed due to routing, the same key stream would be used within different RNCs to encrypt other data if the RNC has no means to detect the reverse order. It is unknown if the conditions that causes this problem will occur, will seldom occur or never occur. From a security point of view it has to be assessed by SA3 if seldom occurrence might be tolerated, as it will give an observer some information about the plaintext data. The usage of the RNC-id as input to the ciphering function will in any case ensure PLMN-wide one-time usage of the key-stream belonging to the same MBMS-key. But this also means impacts to the f8-implementations and will create an extra parameter that the UE’s have to synchronize on (even in IDLE mode). 

Another discussion topic that was not covered so far was the re-synchronisation issue. How will a UE get the f8-input synchronised with the RNC for subsequent MBMS transmission periods, when coming late into an ongoing transmission, or when changing into the coverage area of another RNC. And do we have to align the f8-inputs of newcomer RNC for subsequent MBMS transmission periods with the other RNCs? Anyhow a new mechanism is needed to manage the usage of the parameters HFN, SN and Bearer ID between several UEs and the UTRAN for all possible cases (PTP MBMS, PTM MBMS and the transitions due to mobility) in a way that a keystream is not used twice. 

Another discussion point is the frequency of COUNT-C synchronisation between a UE and the RNC. For RLC UM mode, the least significant part is the 7-bit RLC sequence number (RLC SN which is part of the RLC UM PDU header), and the most significant part is the 25-bit RLC UM HFN that is incremented at each RLC SN cycle. The synchronisation issue -of course- also applies to the application layer. But the problem is more severe for a radio layer solution. The RLC UM mode of radio layer uses a 7-bit number before the most significant part (which shall be maintained in sync at both sides) is incremented. The possible application layer protocols candidates like IPsec uses a 32-bit transmitted sequence number and SRTP uses a 16-bit transmitted sequence number number. At higher datarates the incrementation of the msp
 will occur more often in radio layer then at application layer, therefor the chance that re-synchronisation procedures have to be started is much higher in radio layer solutions. The fact that solutions have to be provided for RRC connected as well as RRC idle mode UE’s (as currently discussed in RAN), give an advantage for solutions where msp incrementation are less required.  

3) Reuse of GERAN ciphering (LLC)

TS 43.020 describes how ciphering is controlled for Gb-mode.
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Figure 3: Gb-mode ciphering

The LLC-layer is transparent to GERAN, it starts at the SGSN! Again as the ciphering is done by exoring with a key stream, the same key stream shall only be produced once. This can only be ensured by the requirement that the parameter INPUT shall always be different. Therefore the initial INPUT values shall not be identical for the different LLC links using the same MBMS key. The network determines the initial INPUT value. It may be identical for uplink (not needed for MBMS) and downlink value because the direction is given to the ciphering algorithm as described in TS 41.061. In a given direction, the INPUT value shall be unique for each frame. 

The model of using LLC for MBMS has not been developed yet, so it is very premature to give some statements other than the requirements of having unique cipher algorithm key streams. 

TS 41.061 describes how the INPUT field is formed:

This is the LLC frame dependent input parameter (32 bits) for the ciphering algorithm. Depending on the frame type, this field is derived as follows: 

-
For I-frames carrying user data: 

-
The input value is set to a random initial value at LLC connection set-up and incremented by 1 for each new frame.

-
For UI-frames carrying user data and signalling messages:

-
the input parameter is a non-repeating 32-bit value derived from the LLC header.
The INPUT parameter is divided in a frame counter and an overflow counter. The overflow is established when the LLC is established between the UE and the SGSN. It can therefore also be anticipated that similar synchronisation problems will have to be solved as for RRC ciphering.
4) Radio layer ciphering and application layer ciphering at the same time?

Lets suppose that 3GPP decides to use application layer ciphering for MBMS data (Application layer ciphering would then apply between the BM-SC and the UE)

The secured MBMS data will be multicasted and if put on a dedicated R’99 RAB
 double ciphering will be applied if the visited network instructs to have ciphering on. 

For the ptp MBMS radio bearer it is open whether the ciphering for this radio bearer can be switched of selectively (although all other ptp bearers do have ciphering activated). Preferrably the cipher handling of the Ptm and Ptp MBMS radio bearer from UE-side should be the same to allow easy ptp to ptm transitions.

Lets suppose that 3GPP decides to use radio layer ciphering for MBMS data.

The unsecured MBMS data will be multicasted and if put on a dedicated R’99 RAB
 no ciphering will be applied if the visited network instructs to have ciphering of.

For the ptp MBMS radio bearer it is open whether the ciphering for this radio bearer can be switched on selectively (although the other ptp bearers do not have ciphering active). Preferrably the cipher handling of the Ptm and Ptp MBMS radio bearer from UE-side should be the same to allow easy ptp to ptm transitions. 
4) Conclusion 

This contribution showed some critical aspects in reusing RAN-ciphering. The problems can be overcome by some new design/procedures but this shall be done carefully not to compromise security. The input parameters to the existing ciphering functions need to be adapted in any case, so this goes beyond simple reuse of functions. Using existing UTRAN-ciphering functions will require a new re-synchronization function in the UTRAN. The mentioned problems give RAN/GERAN ciphering a disadvantage against application layer ciphering solutions. Moreover, ciphering on application level will have the advantage to provide one general solution that can be used independent of the radio technology (RAN/GERAN) and the transmission modes (ptp/ptm). It will also protect the data stream on the link between the MT and the TE in a split terminal case.

If 3GPP SA2/3 decides in favour of reusing radio layer ciphering (or if no decision is taken at this meeting), then Siemens asks to involve the RAN groups to take a deeper look at the issues brought forward by this paper.   

If 3GPP SA2/3 decides in favour of using application layer ciphering, then Siemens asks to involve the RAN groups to ensure no double ciphering is done when putting data on a ptp/ptm MBMS bearer.







































� The analysis of GERAN Iu mode is not covered, but as the RNC-mechanism are similar in BSC, the analysis results would be similar


� Most significant part


�   Only for the fallback when MBMS is not supported at bearer level and the R99 IP multicast ptp bearer service is used 


�  Only for the fallback when MBMS is not supported at bearer level and the R99 IP multicast ptp bearer service is used
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