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1.  Introduction

This document describes the possibilities for protocol B defined in [S3-030xxx]. More specifically it tries to answer two questions: 1) how to use the key material shared between the UE and the bootstrapping server for securing the subscriber’s certificates issuing and operator CA certificate delivery, and 2) what protocol/format to use?

Furthermore the document lists relevant activities in OMA and W3C. The explanation is given on what are to be specified in 3GPP regarding to request/response protocol of certificates.

2. Requirements

General assumptions for an operator-controlled network application function functionality (NAF):

· UE and the bootstrapping server function (BSF) in the network have established a shared key material, created e.g. during the bootstrapping stage.

· There is no previous security association between the UE and the NAF.

· NAF should be able to locate and communicate securely with subscriber’s BSF.

Requirements for certification authority (CA) NAF:

· The shared key material is available for the UE application, which does the certificate request and operator CA certificate retrieval.

· UE is able send a certification request to CA NAF over a network connection.

· CA NAF is able to authenticate UE’s certificate request.

· UE is able to request an operator CA certificate over the network connection.

· UE is able to authenticate the CA NAF response (i.e., operator CA certificate delivery).

· The procedure is independent of the access network used.

· Use existing specifications as much as possible.

· Certificate enrollment should be in line with OMA specifications.

· The CA NAF should have access to the subscriber profile to check the certification policies. This means that the protocol D discussed in document [S3-030xxx] should have support for retrieving a subset of the subscriber profile.

· The response and delivery of certificate to UE must be within a few seconds after the initial certification request.

2.1 Terminology

BSF
Bootstrapping server functionality; BSF is hosted in a network element under the control of an MNO.

CA
Certificate Authority

CMC
Certificate Management protocol over CMS

CMS
Cryptographic Message Syntax

CRL
Certificate Revocation List

CRMF
Certificate Request Message Format

MNO
Mobile network operator

NAF
Operator-controlled network application function functionality; NAF is hosted in a network element under the control of an MNO.

OMA
Open Mobile Alliance

PKCS
Public-Key Cryptography Standards

PKI
Public Key Infrastructure

PoP
Proof-of-Possession

RA
Registration Authority

SCEP
Simple Certificate Enrollment Protocol

SKd
Downstream Secret Key (used to authenticate the server)

SKu
Upstream Secret Key (used to authenticate the client)

SOAP
Simple Object Access Protocol

TID
Transaction Identifier

UE
User Equipment

WAP
Wireless Application Protocol

X-KISS
XML Key Information Service Specification 

XKMS
XML Key Management Specification

X-KRSS
XML Key Registration Service Specification

3. Overview

This chapter contains short overviews of certificate request formats and protocols that may be used for getting subscriber certificates. Also possible transport protocols and authentication methods are described. 

3.1 Certificate profile

A certificate profile defines the format and semantics of certificates in a specific context. In order to reuse OMA specifications the subscriber certificate profile should be based on WAP Certificate and CRL Profile [WAPCert], which in turn is based on profiles defined in IETF’s standard [RFC3280] and ITU-T’s recommendation [X.509].

3.2 Certification request formats

3.2.1 PKCS#10

Certificate enrollment: PKCS#10 describes a syntax for certification requests. A PKCS#10 certification request consists of a distinguished name, a public key, and optionally a set of attributes, collectively signed using the corresponding private key (i.e., proof of possession). Certification requests are sent to a CA (possibly via a RA), which transforms the request into an X.509 public key certificate.[PKCS10]
The PKCS#10 specification defines the request, but not the response format. It states that one possibility for response message would be a PKCS#7 cryptographic message with content type signedData [PKCS7], following the degenerate case where there are no signers. The return message may include a certification path from the new certificate to the certification authority.[PKCS10]
Authentication: PKCS#10 does not specify how the authentication of the requesting entity is done.

CA certificate delivery: CA certificate delivery is not addressed in the PKCS#10 specification.

3.2.2 Certificate Request Message Format (CRMF)

Certificate enrollment: Certificate Request Message Format (CRMF) describes certificate request message, which is composed of the certificate request field, an optional proof of possession (PoP) field, and an optional registration information field. The PoP field is used to demonstrate that the entity to be associated with the certificate is actually in possession of the corresponding private key. This field is calculated across the contents of the certificate request field (i.e., generating a digital signature using the corresponding private key). The registration information field contains only supplementary information related to the context of the certification request. This information may include subscriber contact information, billing information, or other ancillary information useful to fulfillment of the certification request. Information directly related to certificate content should be included in the certificate request field.[RFC2511]
The response to certificate request message is not specified in CRMF.

Authentication: CRMF uses password-based MAC to authenticate the public key certification request. The authentication of the public key certification request consists of two stages:

1. a shared secret is used to produce a MAC key (algorithm assumes the existence of a shared secret distributed in a trusted fashion between CA and end entity), and

2. an authenticated value is calculated over the public key using this MAC key. Other fields in the request are protected by either the optional PoP field or by the encapsulating protocol using CRMF (e.g., CMC and CMP).

See more details in section 4.4.1 of [RFC2511].

CA certificate delivery: CA certificate delivery is not part of the CRMF specification.

3.3 Certificate enrollment protocols

3.3.1 Simple Certificate Enrollment Protocol (SCEP)

Certificate enrollment: Simple Certificate Enrollment Protocol (SCEP) is a simple PKI communication protocol which leverages existing technology by using PKCS#7 [PKCS7] and PKCS#10 [PKCS10]. SCEP supports the secure issuance of certificates to network devices in a scalable manner. Certificate enrollment uses PKCS#10 as the certificate request format, which is enveloped using PKCS#7
. After the CA receives the request, it will either automatically approve the request and send the certificate back or it will require the end entity to wait until the operator can manually authenticate the identity of the requesting end entity. In both cases, the returned certificate (or certification path) is enveloped with PKCS#7.[SCEP]
Authentication: In SCEP, authentication of the end entity can be done in two ways:

· manual authentication, where the end entity submitting the request is required to wait until its identity can be verified by the CA operator using any reliable out-of-band method, or

· utilizing a pre-shared secret, where server should distribute a shared secret to the end entity which can uniquely associate the enrollment request with the given end entity. (SCEP does not specify, how the actual binding mechanism between the end entity and the secret is subject is implemented. See more details in section 2.1.1.2 of [SCEP].)

For instance, the PKCS#9 challengePassword attribute extension [PKCS9], which can be placed as one of the PKCS#10 extensions, may be used to transport the pre-shared secret to the CA. Since the PKCS#10 request is encrypted using PKCS#7 envelopedData, the pre-shared secret is “protected” until the PKCS#10 request is deciphered in the CA, and thus enabling the CA to verify the pre-shared secret.

CA certificate delivery: SCEP specifies a manual way to distribute CA certificates. The end entity requests a CA certificate from the CA and receives the certificate in the response. The transaction is not protected, and therefore the end user must authenticate the CA certificate by calling the CA operator and verity the MAC of the CA certificate. See more details in section 2.2.2 of [SCEP].

3.3.2 Certificate Management Messages over CMS (CMC)

Certificate enrollment: Certificate Management Messages over CMS (CMC) [RFC2797] supports two different request messages and two different response messages. Public key certification requests messages can be either:

· a plaintext PKCS#10, where the response is an unsigned CMS message containing one or more certificates, or

· a PKCS#10 or CRMF message wrapped in a CMS encapsulation as part of a PKIData object, where the response is a signed CMS message containing a ResponseBody object which includes the issued certificate and optionally the relevant CA certificate.

Authentication: Public key certification responses are based on the CMS signedData object. The response may be either (a) a degenerate CMS signedData object, or (b) a ResponseBody object wrapped in a CMS signedData object.[RFC2797]
CMC provides a method of proving the client’s identity based on a shared secret between the end entity and the verifying authority. The method starts with an out-of-band transfer of a token (the shared secret). The distribution of this token is beyond the scope of CMC. The client then uses this token for a proof of identity (see chapter 5.2 of [RFC2797] for details).

Also, since the certificate management messages are enveloped using Cryptographic Message Syntax
 (CMS) [RFC3369], the authentication of messages can be done using it. CMS has support for encrypting content using the enveloped-data content type. The combination of the encrypted content and one encrypted content-encryption key for a recipient is a “digital envelope” for that recipient. CMS supports multiple key management techniques and one of them is previously distributed symmetric keys scenario (see chapter 6.2.3 of [RFC3369]).

CA certificate delivery: CMC does not specify a specific CA certificate (i.e., self-signed certificate) delivery mechanism. However, CA may include self-signed certificates to certification request response. In this case, the client must not implicitly trust included self-signed certificates. If the client receives a new self-signed certificate from the CA, then according to the CMC specification, the client should provide a mechanism to enable the user to explicitly trust the certificate. In practice the mechanism could be e.g., a manual out-of-band check of the thumbprint of the self-signed certificate by calling the CA.[RFC2797]
3.3.3 Certificate Management Protocols (CMP)

Certificate enrollment: Certificate Management Protocols (CMP) describes a set of messages that can be used between different PKI components, e.g., between the CA and the end entity as well as between two CAs. The messages used in the specification have the following general message structure called PKIMessage. PKIMessage contains four fields: PKIHeader, PKIBody, optional PKIProtection, and optional certificate list. The PKIHeader contains information, which is common to many PKI messages. The PKIBody contains the message-specific information. The PKIProtection, when used, contains bits that protect the PKI message. The certificate list can contain certificates that may be useful to the recipient.[RFC2510]
The supported certificate request formats are PKCS#10 and CRMF, which are inserted in the PKIBody field of the PKIMessage. The response to the certificate request is a CertRespMessage which is inserted in the PKIBody field of the PKIMessage. The CertRespMessage contains the status of the response, and if certificate request was approved the certificate itself. See more details in [RFC2510]
Authentication: In CMP, authentication is achieved by the PKI issuing the end entity with a secret value (initial authentication key) and reference value (used to identify the transaction) via some out-of-band means. The initial authentication can then be used to protect relevant PKI messages (see chapters 2.2.1.2. and 3.1.3 of [RFC2510] for details).

CA certificate delivery: CMP defines data structures, which can support mechanism where the CA is able to publish its current public key via some “out-of-band” means. However, such mechanism is not specified in CMP (see chapter 3.2.5 of [RFC2510]).

3.3.4 XML Key Management Specification (XKMS)

Certificate enrollment: XML Key Management Service (XKMS) specifies protocols for distributing and registering public keys, suitable for use in conjunction with the proposed standard for XML Signature [XML-SIG] developed by the World Wide Web Consortium (W3C) and the Internet Engineering Task Force (IETF) and an anticipated companion standard for XML encryption. The XKMS comprises two parts -- the XML Key Information Service Specification (X-KISS) and the XML Key Registration Service Specification (X-KRSS).[XKMS]
X-KRSS can be used to send a certification request to the CA. The request format is XML. The response to request can be e.g., X.509 Certificate. 

Authentication: X-KRSS uses a pre-shared secret to authenticate certificate requests. The authenticity, integrity and correspondence of the response should be ensured using one or more of the following methods [XKMS]:

· authenticating the response messages using the XML Signature Specification,  

· transport layer security (e.g. SSL, TLS, WTLS), and/or

· packet layer security (e.g. IPSEC).

The latter two require that the CA certificate is present in the end entity.

CA certificate delivery: X-KISS may be used to request a CA certificate delivery. The CA can authenticate the response using a XML Signature (HMAC with pre-shared secret) [XML-SIG]. However, XKMS itself does not have a notion of a CA certificate, i.e., the only certificate usages defined by XKMS are: encryption, signature, and key exchange. 

3.4 Transport protocols

3.4.1 HTTP

HTTP can be used as a transport protocol in all of the cases mentioned in section 3.2 and 3.3. It is likely that most future terminals will support HTTP. Also it is easy to append HTTP with new functionalities, e.g., mutual authentication.

3.5 Authentication methods using shared secret

3.5.1 Authentication within protocols

CMC, CMP, and XKMS contain authentication methods that are based on shared secret distributed between the server (CA) and the end entity. Also CRMF uses password-based MAC to authenticate the public key certificate request.

3.5.2 HTTP Digest Authentication

HTTP Digest Authentication [RFC2617] is based on a simple challenge-response paradigm, which can mutually authenticate the end user and the server, as well as integrity protect the content, request method (GET, POST, etc.), and the request URI. However, it does not integrity protect the HTTP headers.

3.5.3 XML Signature

XML Signatures [XML-SIG] are applied to arbitrary digital content (data objects) via an indirection. Data objects are digested, the resulting value is placed in an element (with other information) and that element is then digested and cryptographically signed. In XML Signatures, he cryptographic signature can be based on MACs (HMAC) or asymmetric keys (DSA and RSA). See chapters 6.3 and 6.4 in [XML-SIG] for more details.

3.6 Other relevant issues

3.6.1 OMA 

Open Mobile Alliance (OMA) is in the process of specifying an enrollment functionality in the UE using WMLScript/ECMAScript (see [283-CR]). PKCS#10 has been suggested to be the enrollment request format.

According to the change request [283-CR], the PKCS#10 will contain an assurance info field, which is used to assure that the key to be certified was injected into (e.g., during manufacture) or generated on-board the device (i.e., WIM). This assurance field is included to the PKCS#10 as one of the attribute extensions. The assurance info field MUST be either a digital signature formatted as a PKCS#7 message, or an HMAC. The data on which the digital signature or HMAC is calculated should include the public key for which an assertion is provided as well as an indication of the type of assertion that is made (i.e., the key was injected into, or generated on-board the device).

The assurance functionality that is being specified by OMA is WIM-specific. The assurance info field is not for authentication – it is used to assure the location of the private key. 

Currently, OMA does not specify how the authentication of the certification request is done. OMA specifications contain an example of certification request in chapter 7.3.4 of [WPKI], where the authentication is based on username-password pair, and the transaction is protected by WTLS. The BSF-based certificate enrollment can use the PKCS#10 generation functionality in UE to create the certification request. However, the authentication of the certification request should be based on the shared secret generated using the BSF procedure and this is not specified by OMA.

If it is desired to authenticate the certificate request in the WAP browser using the shared secret generated with the BSF, it should be possible to access that shared secret material by providing a script functionality in UE to:

· access the shared secret material directly (not recommended), or

· sign (and verify) data using the shared secret material.

In this case the BSF-based certificate enrollment is done in the WAP browser itself and OMA could specify the corresponding functionalities (e.g., as WMLScript/ECMAScript functions). However, providing access to the shared secret through a script function may be a security threat. The main problem is that the script comes from outside the UE, and thus the usage of the shared secret is triggered by an external entity.

If the enrollment procedure is required to be automatic (for example to improve the user experience of using short lived certificates), then it cannot be done in the WAP browser because browser is an interactive application. Instead, a dedicated application in the UE would be used. In this application the enrollment functionality could be modeled similarly to as specified in the change request [283-CR]. For instance, the assurance functionality may be used to assure the origin of the key pair. 

In summary, if this change request [283-CR] is accepted in OMA, then there is going to be a functionality in the UE to generate a certificate request in PKCS#10 format. This functionality can also be used to generate PKCS#10 certificate request in the BSF-based certification procedure.

4. Solution options for protocol B

This chapter contains descriptions of the possible solution options for protocol B. Before running protocol B, UE and BSF have derived shared key material using protocol A and a transaction identifier (TID), as is explained in [S3-030xxx]. This material may be used to derive session keys required to protect protocol B. TID is used by NAF to request the correct key material from BSF. For instance, when NAF receives the shared key material from BSF, an upstream shared key (SKu) and a downstream shared key (SKd) may be derived by NAF (how this is done is FFS). SKu may be used to authenticate UE to NAF, and SKd may be used to authenticate NAF to UE. 
4.1 Solution 1: PKCS#10 with HTTP Digest Authentication

Authentication: HTTP Digest Authentication scheme [RFC2617] may be done with BSF shared key material the following way. 

· UE makes a blank HTTP request to the NAF

· NAF returns a HTTP response with “WWW-Authenticate” header indicating that HTTP Digest Authentication is needed. Quality of protection (qop) attribute is set to “auth-int” meaning that the content in following HTTP requests and responses are integrity protected.

· UE calculates the correct response to the “WWW-Authenticate” header using TID (base64 encoded) as the username and the secret key (base64 encoded) as the password. If client authentication is needed (i.e., UE is making a certificate request) then SKu is used. If server authentication is needed (i.e., UE is requesting a CA certificate), then SKd is used. HTTP Digest Authentication parameters are returned in the “Authorization” header of HTTP Response.

· NAF validates the “Authorization” header and upon successful validation, performs the requested task. In the corresponding HTTP response, NAF calculates the relevant values for “Authentication-Info” header, which is used to authenticate and integrity protect the NAF response.

· UE validates the “Authentication-Info” header and upon successful validation, accepts the payload in the HTTP response.

Certificate enrollment: A PKCS#10 certification request is sent to the CA NAF using a HTTP POST request, which MUST be authenticated and integrity protected by HTTP Digest Authentication.

Certificate is delivered using the HTTP response, which MAY be authenticated and integrity protected by HTTP Digest Authentication. The content-type of the HTTP response is either “application/x-x509-user-cert” or “application/vnd.wap.cert-response” as specified in [WPKI].

CA certificate delivery: A plain HTTP GET request with specific parameters in the request URI to indicate the type of the request is used to request a CA certificate delivery. The request MAY be authenticated and integrity protected by HTTP Digest Authentication.

CA certificate is delivered using the HTTP response, which MUST be authenticated and integrity protected by HTTP Digest Authentication. The content-type of the HTTP response would be “application/x-x509-ca-cert”. Note that the user should always be notified when a new CA certificate is taken into use.

Pros:

· Simplicity (The protocol to be used with certificate enrollment should be simple. The CA NAF functionality should also be inline with OMA and it is specifying to use PKCS#10 for certification enrollment).

· Re-usable (the CA NAF functionality should also be in line with OMA and it is specifying to use PKCS#10 for certification enrollment). 

· Supports PKCS#10 (It is the most widely used certificate request format today. Also OMA plans to use PKCS#10, see section 3.6.1 and [283-CR]).

· HTTP Digest Authentication can be used in a straightforward way to authenticate both UE and NAF and integrity protect the requests and responses using TID, SKu and SKd.

· TID can be transferred to CA NAF (as the username parameter NAF in HTTP Digest Authentication and additionally also in the subject name field in PKCS#10).

· PKCS#10 works with existing CA products. Only RA needs have support for HTTP Digest Authentication with BSF shared secret.

Cons:

· UE has to make two requests (because of the HTTP Digest).

4.2 Solution 2: SCEP with HTTP Digest Authentication

Authentication: In SCEP, the authentication of the messages is typically based on PKCS#7 which is used to encrypt and possibly sign the requests and responses. PKCS#7 does not specify the usage of pre-shared secret to encrypt requests and responses, and therefore SCEP cannot be used with BSF shared secret as such. However, pre-shared secret can be transported to the CA using the PKCS#9 challegePassword attribute extension as described in section 3.3.1. This enables the CA to verify the knowledge of the pre-shared secret.

Also, SCEP can be used if external authentication is used, e.g., HTTP Digest Authentication with BSF shared secret, which is explained in section 4.1.

Certificate enrollment: A SCEP request (a PKCS#10 request encapsulated in PKCS#7) is sent to the CA NAF using HTTP GET request which MUST be authenticated and integrity protected using HTTP Digest Authentication.

The certificate is delivered using the HTTP response where the payload is either the certificate itself or the certificate (or certificate chain) encapsulated by PKCS#7. The former has the content-type of “application/x-x509-user-cert” or “application/vnd.wap.cert-response” as specified in [WPKI], and the latter “application/x-pki-message” as specified in [SCEP]. The response MAY be authenticated and integrity protected using HTTP Digest Authentication. 

CA certificate delivery: CA certificate would be delivered the same way as it has been described in chapter 4.1. Note that the user should always be notified when a new CA certificate is taken into use.
Pros:

· Supports PKCS#10 (It is the most widely used certificate request format today. Also OMA plans to use PKCS#10, see section 3.6.1 and [283-CR]).

· Server and client authentication with pre-shared secret is possible using HTTP Digest Authentication.

· TID can be transferred to CA NAF (as the username attribute in HTTP Digest Authentication and additionally also in the subject name field in PKCS#10).

· SCEP works with existing CA products. Only RA needs have support for HTTP Digest Authentication with BSF shared secret. 

Cons:

· UE must support PKCS#7 (this is a con because PKCS#7 is complex).

· PKCS#7 is not utilized (PKCS#7 cannot be used for the authentication and integrity protection, because it does not support the usage of pre-shared secrets).

· SCEP itself does not provide a secure way to deliver CA certificates (the received CA certificate must be verified somehow).

4.3 Solution 3: CMC

Authentication: In CMC, the authentication and integrity protection is based on CMS where the pre-shared secret with CMS is used to protect the CMC messages. SKu is used to protect the CMC messages originating from the UE, and SKd is used to protect he CMC messages originating from the CA NAF.

Certificate enrollment: The full PKI request (CMC-request) is used in certification request. The response is also a full PKI response (CMC-response). The CMC messages are transported using HTTP and the content type of requests and responses are “application/pkcs7-mime” as specified in [RFC2797].

CA certificate delivery: CA certificate may be delivered as part of the certification request, where the response could contain the whole certificate chain (including the CA certificate). Note: the user should always be notified when a new CA certificate is taken into use.

Pros:

· Supports PKCS#10 (It is the most widely used certificate request format today. Also OMA plans to use PKCS#10, see section 3.6.1 and [283-CR]).

· Server and client authentication with pre-shared secret is possible using CMS.

· TID can be transferred to CA NAF (using Identification attribute in the PKIData).

· CMC works with existing CA products. Only RA needs to be able to use BSF shared secret.

Cons:

· UE must support CMS (this is a con because CMS is complex).

· CMC does not specify exactly how the CA certificate delivery is done (i.e., full certificate chain containing CA certificates can be included in the certification request response, but there is not method to request just CA certificates).

4.4 Solution 4: CMP

Authentication: Authetication and integrity protection using a pre-shared secret is part of CMP. 

Certificate enrollment: CMP is used as it is. If HTTP is used as the transport mechanism, the content-type for requests and responses is “application/pkixcmp” as specified in [RFC2510].

CA certificate delivery: CA certificate may be delivered as part of the certificate request, where the response could contain the whole certificate chain (including the CA certificate). Note that the user should always be notified when a new CA certificate is taken into use.

Pros:

· Supports PKCS#10 (It is the most widely used certificate request format today. Also OMA plans to use PKCS#10, see section 3.6.1 and [283-CR]).

· Client and server authentication with pre-shared secret is possible (PKIMessages are protected using MACs which are calculated using the message data and the shared secret, see section 3.1.3 of [RFC2510]).

· TID can be transferred to the CA NAF (using transactionID in the PKIHeader (in the PKIMessage)

· Synergies with existing CA products. Only RA needs to be able to use BSF shared secret.

Cons:

· CMP does not specify exactly how the CA certificate delivery is done.

· CMP may be too heavy for UE, when it is used just for certificate enrollment and CA certificate delivery.

· Requires multiple message exchanges for all operations.

4.5 Solution 5: XKMS

Authentication: In XKMS, authentication and integrity protection can be done using XML Signatures.

Certificate enrollment: X-KRSS is used for certification request.

CA certificate delivery: X-KISS MAY be used for CA certificate delivery. Note that the user should always be notified when a new CA certificate is taken into use.

Pros:

· Client and server authentication with pre-shared secret possible (by using XML Signature with HMAC, see section 6.3 of [XML-SIG]).

Cons:

· Does not support PKCS#10 (or CRMF).

· UE has to support XML processing.

· UE must support XML Signature specification.

· May require SOAP.

· XKMS does not support the CA certificate delivery (the notion of CA certificates needs to be introduced).

5. Conclusions

Subscriber certificate profile should be based on WAP Certificate and CRL Profile [WAPCert]. This allows reuse of existing OMA specifications.

Table 1 presents a short summary of the solution options described in section 4.

	
	Solution 1:

PKCS#10 with HTTP Digest
	Solution 2:

SCEP with HTTP Digest
	Solution 3:

CMC
	Solution 4:

CMP
	Solution 5:

XKMS

	Request format
	PKCS#10
	PKCS#10
	PKCS#10,

CRMF
	PKCS#10,

CRMF
	X-KRSS

	Authentication and integrity protection
	HTTP Digest
	HTTP Digest
	CMS
	CMP
	XML Signature

	CA certificate delivery
	plain HTTP request
	plain HTTP request
	CMC1
	CMP1
	X-KISS2


Table 1. Summary of the solution options for protocol B.

1 CMC and CMP do not specify exactly how the CA certificate delivery should be done.
2 XKMS does not have the notion of CA certificate.

PKCS#10 certificate request format is likely to be used in OMA specifications [283-CR] and has wide support in the existing CA products. Therefore the PKCS#10-based options are preferred for subscriber certificate request.

The above argument rules out solution 5: XKMS, which is not based on PKCS#10. In addition most of the CA products do not yet support XKMS. Moreover, to use XKMS the UE must support XML processing and XML Signature, which makes the software complex and the code base large. The disadvantage of solution 4 (CMP) is its complexity. CMP is more complex than any other option based on PKCS#10. Solution 2 (SCEP with HTTP Digest Authentication) makes the usage of PKCS#7 mandatory. However, PKCS#7 is useless in this scenario, because the authentication and integrity protection is based on pre-shared secret and PKCS#7 cannot utilize it.

One possible choice is solution 3 (CMC) where the CMS can be used with the AKA-bootstrapped secret as a pre-shared secret to protect the CMC messages. However, CMS might increase software complexity in the UE and the usage of CMC might cause interoperability problems with existing CA products.

The best choice out of presented options for getting subscriber and operator CA certificates is solution 1: PKCS#10 with HTTP Digest Authentication. This option seems the simplest to implement and requires the least code on the UE. This choice is inline with the OMA specifications, because they are planning to use PKCS#10 as the certification request format, and complements them by defining the protocol which is used to transport the PKCS #10 request to the CA NAF.

6. Proposal

It is proposed that the requirements from section 2 are incorporated to the main body of the [S3-030yyy] and the preferred solution (Solution 1: PKCS#10 with HTTP Digest Authentication) is incorporated to the annex of the [S3-030yyy].
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Appendix A: PKCS#10 with HTTP Digest Authentication example

This appendix describes one use case of PKCS#10 with HTTP Digest Authentication.

Certificate request

Figure 1. Certificate request using PKCS#10 with HTTP Digest Authentication.

The sequence diagram above describes the certificate request when using PKCS#10 with HTTP Digest. The sequence starts with an empty HTTP request to CA NAF. The CA NAF responds with HTTP response code 403 “Unauthorized” which contains a WWW-Authenticate header. The header instructs the UE to use HTTP Digest authentication.

The UE generates a PKCS#10 request with the subject name, public key, additional attributes and extensions. Then it will generate the HTTP request by calculating the Authorization header values using the TID and SKu.

When CA NAF receives the request, it will verify the Authorization header by fetching SKu and SKd from the bootstrapping server using the TID, then calculating the corresponding digest values using SKu, and finally comparing the calculated values with the received values in the Authorization header. If the verification succeeds, the incoming PKCS#10 request is taken in for further processing. If the CA NAF is actually a registration authority (RA NAF), the PKCS#10 request if forwarded to CA using the any protocol available (e.g., CMC or CMP). After the PKCS#10 request has been processed and certificate has been created, the new certificate is returned to the CA NAF. It will generate a HTTP response containing the certificate. The CA NAF may use the SKd to integrity protect and authenticate the response.

When UE receives the subscriber certificate, it is stored to local certificate management system.

CA certificate delivery


Figure 2. CA certificate delivery using PKCS#10 with HTTP Digest authentication.

The sequence diagram above describes the CA certificate delivery when using PKCS#10 with HTTP Digest. The sequence starts with an empty HTTP request to CA NAF. The CA NAF responds with HTTP response code 403 “Unauthorized” which contains a WWW-Authenticate header. The header instructs the UE to use HTTP Digest authentication.

The UE generates an empty HTTP request for requesting the CA certificate. The Authorization header values are calculated using TID and SKu. The authentication of this HTTP request is not necessary, but in order to follow HTTP Digest authentication specification it’s done. Also, the TID is needed to be transported to the CA NAF.

When CA NAF receives the request, it may verify the Authorization header by fetching SKu and SKd from the bootstrapping server using the TID. CA NAF will generate a HTTP response containing the CA certificate and use the SKd to authenticate and integrity protect the HTTP response using the Authentication-info header.

When UE receives the new CA certificate, it must validate the Authentication-info header. If validation succeeds, the user is notified that a new CA certificate is taken into use. If user accepts the new CA certificate, it is stored to the local certificate management system and marked as “trusted” CA certificate.

UE





CA NAF





GET / HTTP/1.1








HTTP/1.1 403 Unauthorized


WWW-Authenticate: Digest


         realm=”ca-naf@operator.com”,


         qop=”auth-int”,


         nonce=”dffef12..2ff7”,


         opaque=”e23f45..dff2”








POST /certificaterequest/ HTTP/1.1


Authorization: Digest 


         username=”adf..adf”,


         realm=“ca-naf@operator.com“,


         qop=”auth-int”,


         algorithm=”MD5”, 


         uri=”/certificaterequest/”,


         nonce=”dffef12..2ff7”,


         nc=00000001,


         cnonce=”0a4fee..dd2f”,


         response=”6629..af3e”,


         opaque=”e23f45..dff2”





<base64 encoded PKCS#10 request>





HTTP/1.1 200 OK


Content-Type: application/x-x509-user-cert


Authentication-info: nextnonce=”4ff232dd..dd”,


         qop=auth-int,


         rspauth=”4dd34..55d2”,


         cnonce=”0a4fee..dd2f”,


         nc=00000001





<base64 encoded subscriber X.509 certificate>











UE generates the PKCS#10 request and calculates the HTTP Digest values.





CA NAF fetches the SKu based on username (TID) and verifies the ”Authorization” header. If success, it processes the PKCS#10 request.





UE stores the certificate to the certificate store.





UE





CA NAF





GET / HTTP/1.1








HTTP/1.1 403 Unauthorized


WWW-Authenticate: Digest


         realm=”ca-naf@operator.com”,


         qop=”auth-int”,


         nonce=”dffef12..2ff7”,


         opaque=”e23f45..dff2”








GET /rootcertificate/ HTTP/1.1


Authorization: Digest 


         username=”adf..adf”,


         realm=“ca-naf@operator.com“,


         qop=”auth-int”,


         algorithm=”MD5”, 


         uri=”/rootcertificate/”,


         nonce=”dffef12..2ff7”,


         nc=00000001,


         cnonce=”0a4fee..dd2f”,


         response=”6629..af3e”,


         opaque=”e23f45..dff2”











HTTP/1.1 200 OK


Content-Type: application/x-x509-ca-cert


Authentication-info: nextnonce=”4ff232dd..dd”,


         qop=auth-int,


         rspauth=”4dd34..55d2”,


         cnonce=”0a4fee..dd2f”,


         nc=00000001





<base64 encoded root X.509 certificate>











UE generates the root certificate request.





CA NAF fetches the SKd based on username (TID) and calculates the “Authentication-info” header for response containing the root certificate. 





UE verifies the response. If success, stores the CA certificate to the certificate store.








� PKCS#7 is an enveloping mechanism that enables both signed and encrypted transmission of arbitrary data.


� Cryptographic Message Syntax (CMS) � REF CMS \h ��[RFC3369]� can be used to digitally sign, digest, authenticate, or encrypt arbitrary message content. The CMS is derived from PKCS#7 version 1.5 as specified in � REF PKCS7 \h ��[PKCS7]�. Wherever possible, backward compatibility is preserved. However, changes were necessary to accommodate version 1 attribute certificate transfer, key agreement and symmetric key-encryption key techniques for key management.





