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1 Background

A certificate profile defines the format and semantics of certificates in a specific context. The use of WAP Certificate Profile [WAPCert] for subscriber certificate profile is mandated in [Certificate Issuing based on Bootstrapping] and has been suggested in previous contributions (Tdoc S3-020105 and S3-020605).

Home control has been identified as an important requirement for subscriber certificates in SA1, SA2 and SA3 discussions. In previous contribution (Tdoc S3-020634) it was proposed that the home control is implemented by adding new parameters to the subscriber profile in HLR/HSS and checking these new parameters when issuing the certificates, e.g., in the visited network.

2 Introduction

This document describes what kind of new data could be added to the subscriber certificate profile and to subscriber profile to support user specific home control on subscriber certificate issuing and usage. Also the open issues in controlling certificate issuing and usage are listed.

No additions related to bootstrapping are proposed (i.e. bootstrapping service would be available for all subscribers).

Subscriber certificates can be divided into two categories identified by their intended key usage [WAPCert]:

1. authentication certificate (e.g., the certificate is used for TLS client authentication), and

2. signing certificate (e.g., the certificate is used authorize a third party to act on behalf of the subscriber).

Signing certificates may be further divided in to two categories: authorization certificate which would be used, e.g., to authorize third parties to act on behalf of the subscriber and accounting certificate which would be used to sign invoices which are later billed through cellular operator (e.g. added to subscriber's phone bill).

Subscriber certificates can also be divided into three categories depending on the identity information included in the certificate:

1. anonymous certificates (only certificate issuer knows subscribers identity), 

2. identity certificates (certificate includes subscribers identity information, e.g. MSISDN), and

3. pseudonym certificates (certificate includes a nickname for the subscriber but only the issuer can link it to real identity information, e.g. MSISDN; the nickname is possibly meaningful to a service provider like chatroom – however certificate issuer MUST verify the pseudonym by some means).

The following section contains justifications why the control for each of these categories is needed.

3 Discussion and justification for additions to subscriber profile

As it should be possible for the home operator to exercise control over service usage in the home and in the visited network (Tdoc S1-021782), adding certificate issuing limitations to subscriber profile seems to be the most feasible solution. Also the visited network can then issue the subscriber certificates, or refuse such issuing based on the information received from the home network.

3.1 General

Since certificates may be potentially used in accessing premium rate services or in giving access to confidential information about the subscriber (e.g., location information) to third party, it is important to control the issuing of the subscriber certificates. Both operator and subscriber should be able to forbid issuing of certificate totally if she/he desires so (i.e., comparable to blocking of premium rate calls). Operators may also want to limit issuing of certificates only to the home network.
3.2 Accounting certificates

The variety of different subscriptions (prepaid / post paid) and services (e.g. different account balance limit services) require that operators are able to control monetary transactions by subscriber basis. At least a subscriber specific limitation for allowing/disallowing accounting certificates is considered to be needed.

From standardization point of view, the easiest solution would be that each operator would agree with its service providers on a common monetary limit for all monetary transactions. Since all service providers that want to use accounting certificate (i.e., in operator billing) need to sign an agreement with operator, the details of the monetary limit, etc. can be stated in that agreement. E.g., whether service providers need to do a real time check with operator each time an accounting certificate is used can be stated in the agreement.

Also, the certification practice statement (CPS) [RFC2527] written by the operator may contain information how the accounting certificates are handled by the operator.

3.3 Subscriber identities

Subscriber may have multiple identities which she/he uses in the network e.g., IMS identity. The operator may wish to add these additional, public, and authorized identities to the certificate. These identities must be authorized by the operator since the operator is signing the certificate and therefore stating that the identity really belongs to the subscriber. The subscriber profile should be able to list these authorized identities and if these identities may be included into the subscriber certificate issued by the operator.

4 Possible additions to subscriber profile

The following six classes may be added to subscriber profile to support subscriber certificates:

	Certificate usage
	Value
	Note

	Authentication in home network
	Allowed / not allowed
	

	Authorization in home network
	Allowed / not allowed
	

	Accounting in home network
	Allowed / not allowed
	Additional values, e.g. monetary limitations are FFS.

	Authentication in visited network
	Allowed / not allowed
	

	Authorization in visited network
	Allowed / not allowed
	

	Accounting in visited network
	Allowed / not allowed
	Additional values, e.g. monetary limitations are FFS.


5 Possible additions to subscriber certificate profile

Subscriber certificate profile should support the subscriber certificate categories identified in chapter 2. A certificate profile defines the format and semantics of certificates in a specific context. The Subscriber Certificate Profile is based on WAP Certificate and CRL Profile [WAPCert], which in turn is based on profiles defined in [RFC3280] and [X.509].

This chapter lists suggestions for two new object identifiers and certificate extensions that may be needed in addition to those defined in [WAPCert], [RFC3280], and [X.509]. If new object identifiers and certificate extensions are required, then these should be defined in OMA.

5.1 New key purpose identifiers

WAP certificate profile defines user certificates for authentication and digital signature (i.e., non-repudiation) certificates. Since, authorization and accounting certificate categories identified in this document are both non-repudiation certificates, a distinction between them is needed. Therefore, we suggest to define two new object identifiers (OIDs) to be used in the extended key usage extension (extKeyUsage, [RFC3280]). These could be:

1. no-accounting-allowed OID (i.e., the certificate cannot be used to sign monetary commitments), and

2. accounting-allowed OID (i.e., the certificate can be used to sign monetary commitments).

These identifiers are used in the extKeyUsage extension of the certificate. If neither of these OIDs are present in certificate, then accounting through cellular operator billing (based on signatures made with the certified key pair) would not be allowed. Since both of these cases are used for non-repudiation, the only bits allowed to be set in the Key Usage extension (keyUsage, [RFC3280]) are the digitalSignature bit and/or the nonRepudiation bit (see [RFC3280] and section 6.3 of [WAPCert]). 

5.2 Subscriber identities

According to [X509] and [RFC3280], user’s identity is typically in the subject field of the certificate. However, this field should be based on X.500 directory names. This means that values that are not in the format of X.500 directory names, such as MSISDN, cannot be put into the subject field of the certificate as it is. Instead, the “subject alternative name” extension (defined in 4.2.1.7 of [RFC3280]) should be used to bind subscriber’s additional identities to the certificate.

Subscriber may suggest values for the subject alternative name extension in the certificate request, e.g., in PKCS#10, but the certificate issuer MUST verify each one of the suggested identity values before adding the identity to the certificate. If the subject alternative name extension is present in the certificate then the subject field of the certificate may be empty.

6 Open issues

The open issues are listed here:

· Is subscriber profile best way to support home network control?

· What kinds of parameters need to be added to subscriber profile?

· Separate for each certificate usage type (what are needed types?), or common parameter for all certificate types? 

· Is support for subscriber specific monetary limit needed to be standardized?

· How does the certificate issuer verify the additional subscriber identities?

· Is the division of digital signature certificate to authorization and accounting certificates needed?

7 Proposal

In order to enable the home network to control the subscriber certificate enrolment, there should be a control class for each certificate usage type (e.g., authentication and authorization) in subscriber profile.
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