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1. INTRODUCTION

LS from SA2 (S2-030445) informs that HTTP is agreed to be used for User service data manipulation.

In this paper (chapter 3) four authentication methods have been analyzed for HTTP security.  The first two methods assume supporting from Bootstrapping Function (BSF) is available, while the latter two solutions suggest running HTTP Digest AKA with AP independent of BSF.

1. TLS authentication based on subscriber certificate referred to  by SA2’s LS; 

2. Use of bootstrapping function BSF without certificates to support HTTP Digest authentication;

3. HTTP Digest AKA over TLS based on TDoc S3-020528, and

4. HTTP Digest using credential as password (e.g. IK) generated during earlier HTTP AKA phase. HTTP Digest is a separate round of authentication.

Chapter 2 discusses a few issues raised in SA2 LS, so as to set up a base for discussion. 

The author assumes audience have gained knowledge from HTTP security architecture (S3-020528)  and Comparison between TLS and IPsec for HTTP security (S3-020666).

2. ISSUEs In SA2 LS

a. Whether and how existing security mechanisms for HTTP (e.g. SSL/TLS) can or should be used. 

A: To provide confidentiality we have discovered three other means, in addition to SSL/TLS: Using IPsec in network layer or,  in application layer using S/MIME or CMS (S-HTTP). Compared to SSL/TLS, IPsec is inefficient and unsuitable to  protecting HTTP connections. So it is ruled out first.

S/MIME requires both peers to perform the public-key decryption, which requires additional resources. S/MIME secures HTTP message body as a MIME object, but cannot cover HTTP headers e.g. Request-URI, and response code. So we think S/MIME alone is not sufficient to secure HTTP.  

S-HTTP [RFC2660] is another variation that utilizes CMS to provide object protection in HTTP connection. From popularity point of view, TLS (HTTPS) is far  better since every major browser and server implements HTTPS whereas none does S-HTTP. So it's much easier to utilize commercial products that support HTTPS. Another problem with S-HTTP is the administration burden since the policy of running S-HTTP protection must be edited manually inside the HTML page. For the convenience of establishing the service, we propose to use SSL/TLS (HTTPS) approach ([Res01]).

b. Whether and how subscriber certificates could be used. 

A: As described above, application layer solution for confidentiality and integrity is less attractive, so the preferred use of subscriber certificates is for authenticating client to the server in TLS handshaking phase, i.e. in transport layer.

c. Whether and how IMS registration can be linked to authentication for subscriber self administration. As a principle, registration in the IMS should provide access to all subscribed IMS services. Thus the question arises whether registration at the S-CSCF can “include” the authentication to IMS ASes by some means.

A: The question seeks to optimization with IMS registration. This would require that the UE registers to the IMS prior to any usage of HTTP. It is, however, not a fair assumption since UE may manage its service data without an active IMS registration. In this case there is no S-CSCF assigned. That's why the interface between AP and HSS is required.

Even in case UE is registered, it is open to which S-CSCF should AP contact, since multiple S-CSCF may exist in the operator's network; AP does not know which is serving the questioned UE. 

Recall in SA2 over a year ago, there was debate whether the IMS should allow a registered UE to access IMS via another route. The second contacted P-CSCF should find the corresponding S-CSCF of the UE. The conclusion of the debate was that UE shall always connect to the same P-CSCF. It seems an analogous scenario is formed here, That AP is not aware of registration status of the UE. We feel the optimization with IMS registration could be studied in the future when corresponding feature for IMS is available.

3. Analysis of the approaches

All of the approaches assume that TLS is used for confidentiality and integrity protection.  TLS allows 3 types of handshake, full handshake where server and client send certificates to each other; then server authentication with an unauthenticated client, and total anonymity, where no certificate is delivered. As digested from TLS specification [RFC2246]:

" Whenever the server is authenticated, the channel is secure against man-in-the-middle attacks, but completely anonymous sessions are inherently vulnerable to such attacks."  
The MitM can spoof the user to hand out credential. Since it will compromise the security of all the four methods, it is concluced that the HTTP server must deliver its own certificate to the client for server authentication in TLS layer.

In addition, all of the designs utilize credentials from AKA, either directly or indirectly. 

3.1 Authentication Procedure

When using subscriber certificate in TLS, it is a full handshake procedure, and the client is  certified in Transport layer. But this is not sufficient. When reading the certificate, the server can not spell out who is the client but only a name, unless the Subject Name in the certificate matches the identity that the application expects. So the certificate must contain all public identities that the UE entitles. Taking WAP as an example, WAP certificate issued for user's mail domain name authentication does not necessarily contain IMS identities. So it is logical to require the delivery of subscriber's profile to CA so as to get corresponding identities signed.

BSF can fetch the subscriber's profile information from HSS, and delivered to the CA as the contents of the certificate. 

Another issue of using certificate is the validation and revocation. The short lifetime of the certificate guarantee the validity but not absolutely. If no on-line verification is done before it is accepted, this approach seems weaker than direct use of HTTP Digest AKA where the credential is generated in real-time challenge/response.

If utilizing long-live certificate, the on-line verification must be supported by the AP and CA. At the moment it is open how this could be done, and therefore, the short-lived certificate is the preferred approach.

Second approach is to use HTTP digest [RFC2617], where the bootstrapped IK (AP fetches from the BSF) is used as a password. In this case, the bootstrapping is run independently of the HTTP session. Now, since client authenticates itself by Digest, the client certificate may be skipped in TLS layer.
The third approach is to use HTTP Digest AKA over TLS. Here, the Man-in-the-Middle tunneling problem in HTTP Digest AKA solution has to be solved in some way ([Nok01]). In short, the problem raises when there is no checking that the end-points of the TLS tunnel are the same entities that runs the AKA. The MitM may try to set-up the TLS tunnel with the genuine network and then fool the user to participate in the AKA either outside of any TLS tunnel or inside an unauthenticated TLS channel.

The mitigation of the attack requests extra subtlety in application layer so as to bind the two connections. One way is to request a MAC of the response messsage, computed with IK generated during AKA  so as to make sure that AKA is really processed on the same entity that maintains the end-point of the TLS channel. 

The fourth approach has flavors of both the second and the third approach. In this approach, HTTP Digest AKA is used for mutual authentication and TLS tunnel is established more or less independently (but with server authentication). Then HTTP Digest [RFC2617] with IK as the password is run in order to verify that both end-points of the TLS tunnel know the IK agreed in the AKA phase earlier. 

3.2 Interoperability between networks

Interoperating between networks is needed in some service, when user in network A must be authenticated by the AP in the network B. For AP in network B to accept watcher's certificate in network A, there could be two approaches:   

1. the foreign AP (in network B) has a trust relationship with CA in network A, so as to verify the certificate issued by CA in network A. This requires full PKI architecture deployment.

2. The CA in network B can directly issue a certificate to UE and to be used in AP in network B. In this case, CA for issuing certificate must be located in the foreign network, i.e. service network.

The approach 2 obvious is simpler than 1, for initial deployment of the service.

4. Time plan

SA 2 plans to complete the Presence stage 2 work in their next meeting. To be consistent with their development progress, SA3 should form a  timeliness for the security development. 

The HTTP AKA solution is based on proven mechanisms, thus it can be developed quickly. On the other hand, currently the Subscriber Certificate work is far from completion in 3GPP and at the earliest it will be completed in the end of the R6. Time dependency with the Subscriber Certificate therefore increases uncertainty of the completion date of the Presence stage 2 work. 

5. Conclusions

In summary the short-life subscriber certificate seems to be the preferred and cleanest approach to authenticate client in transport layer, if factors listed below are satisfied. 

· BSF must be able retrieve service profile and transfer corresponding contents to CA for certificate issuing;

· Serving network must be able to issue certificate to the external client;

· The subscriber certificate work should be complete in R6 time frame.

If the timeliness of the certificate work cannot be satisfied, the method 3 or 4 must be considered as the solution. 

This meeting is suggested to form a decision of the alternatives so as to proceed the work.
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