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Abstract

This contribution discusses an issue raised during e-mail discussion on the 3GPP SA3 list in Dec. 02 and Jan. 03. The issue describes a possible attack scenario where malicious users try to bypass the P-CSCF to directly address their IMS signalling to the S-CSCF. This could allow malicious users to e.g. circumvent IMS access security mechanisms, or charging mechanisms. 

The attack scenario is considered a valid one. However, appropriate firewall functionality and access control configuration is regarded as sufficient to counter the related threats to IMS operators. The contribution identifies appropriate countermeasures for the non-roaming and roaming case, including external access networks. It proposes recommendations that shall be added to the IMS specifications of SA3.

1. Introduction

During an e-mail disucssion initiated by Nortel in Dec. 02 and Jan.03, concerns were raised that a malicious IMS user could bypass IMS access security by directly sending IMS signalling to the S-CSCF in the home network, instead of sending IMS signalling to the P-CSCF through the IPsec tunnel established between the malicious UE and the P-CSCF.

A prerequisite for this attack is that the attacker gains knowledge of the S-CSCF IP address. However, this is not considered to be difficult in the context of this discussion.

According to Nortel, the attack is considered feasible as the S-CSCF does not mandatorily use IPsec tunnels for SIP signalling. 3GPP specifies Zb interface protection (IPsec between the IMS core network signalling entities) as optional only, so an attacker would be able to send SIP signalling to the S-CSCF, directly and in the clear. 

One proposal to solve the issue has been to mandate the Zb interface to protect IMS signalling in the core network.

This document discusses several scenarios that are considered relevant for evaluating the feasibility of the attack, and proposes appropriate countermeasures that do not rely on Zb protection, but on appropriate network functionality like Access Control Lists (ACLs) and firewalls.
2. Discussion

In the context of the issue raised by Nortel the following threats have to be considered: 

· The UE IMS signalling messages could bypass the P-CSCF, therefore bypassing accounting/charging or QoS mechanisms located there.

· The UE IMS signalling messages could be used to run direct DoS attacks against the S-CSCF, which would introduce serious vulnerabilities for any IMS network.

· The UE IMS signalling messages could be used for impersonating IMS users by using a spoofed IMS identity.

For an analysis, we evaluate the following three scenarios:

1) The UE is attached to the PS home domain (GPRS). The P-CSCF and S-CSCF are both in the home domain (non-roaming case).

2) The P-CSCF is in the visited, the S-CSCF in the home domain (roaming case)

3) The UE uses IP connectivity provided by an external IP network (e.g. an ISP) operator. The P-CSCF and S-CSCF are both in the home domain.

It is generally assumed that an appropriate firewall (FW) policy is applied to packets reaching the IMS domain from external networks (ISPs, Internet) to protect the S-CSCF from attacks originating from these external networks.

Scenario 1: 

In this non-roaming case (which is likely to be the most frequent one in practice) the UE is supposed to send SIP register messages and IPsec protected packets to the P-CSCF address. The S-CSCF, however, is located in the same administrative domain. Therefore, theoretically, the malicious UE may be able to discover the S-CSCF address and send SIP messages directly to the S-CSCF. The assumption here is that the user, e.g. by using an appropriately general PDP context, is able to inject IP packets into the „Gi network“ the CSCF entities are attached to.

We assume that the S-CSCF is configured to accept IP packets only from authorized network entities, especially the relevant P-CSCFs, application servers or the HSS. A UE would therefore not be able to successfully address IP packets to the S-CSCF using its own IP address as source.

However, the following valid attack scenario seems to arise as soon as the UE impersonates the P-CSCF:

1. With impersonating the P-CSCF at the IP layer (while bypassing it) the UE can send a SIP message that would be accepted by the S-CSCF filter rules.

2. If the SIP request uses the correct syntax and semantics, the S-CSCF processes the SIP message and returns the answer to the impersonated P-CSCF. 

3. The P-CSCF processes the message and, depending on its implementation, drops it, or proxies it through the IPsec protected link, back to the UE.

Steps 2 and 3 both require that the malicious UE has registered with the S-CSCF before. Step 3 certainly depends on the P-CSCF functionality. If the P-CSCF receives a SIP response from the S-CSCF without having received a corresponding SIP Request before, it may be configured to drop the message. This would disable the malicious UE to receive answers to its SIP requests, but would as well require the proxy to be transaction-stateful. However, it cannot be assumed that all P-CSCF implementations behave accordingly.

The most efficient way to prevent the attack in this scenario is to place a firewall between the UEs and the IMS entities at the IMS border. The required functionality is 

· to block all IP traffic initiated by UEs, that is using an IP destination address of an IMS-internal CSCF entity not to be directly accessed by UEs, especially including the S-CSCF address (but excluding e.g. HTTP servers that must be accessible by the UEs).

· to block all IP traffic at the IMS border with a IP source address being an IMS-internal IP address, e.g. that of a P-CSCF. This would allow to prevent users from spoofing CSCF addresses.

A required assumption here is that such FW functionality is located at the IMS domain border, between the UEs and the P-CSCF. Otherwise the firewall will not be able to distinguish between IP packets sent by the P-CSCF and spoofed IP packets sent by a malicious UE. 

Indeed, another method to prevent access to the S-CSCF could be to mandate IPsec protection for the Zb interface. The drawback of this method of course would be that all IP-based interfaces with the S-CSCF must be covered, including all application servers exchanging messages with the S-CSCF. This would significantly increase core network complexity.

Note: IPsec tunnels generically protecting  signalling traffic between different sub-networks within the same operator’s IMS domain do not provide means to counter the above attack, as they are not specific to (do not terminate at specific) IMS entities. They forward all IP packets, as long as the addresses belong to an authorized sub-network. They especially do not provide means to prevent IP spoofing.

Scenario 2: 

If the malicious UE attaches to the visited  domain, it is able to send SIP messages to the P-CSCF. It is, however, not able to send such messages to the S-CSCF in its home domain directly, as these messages would have to cross network borders. Such misbehavior can easily be prevented by appropriate filter rules and firewall functionality at the network borders in combination with the mandatory inter-operator IPsec tunnels for IMS signalling. 

However, similar to the first non-roaming scenario, a malicious UE could impersonate the P-CSCF of the visited domain and the S-CSCF in the home network would accept the spoofed messages. 

Note, that the IPsec tunnels between the network transitions (SEG) do not help here, as they accept and forward the spoofed packets as valid packets originating from the P-CSCF (unless there is a clear logical separation of the IMS interfaces from the Gi networks, since in this case the UE would not be able to impersonate the P-CSCF to the SEG from within the Gi „cloud“).

Preventing the attack in the roaming case, again, can be done by placing appropriate firewall functionality between the UEs and the IMS networks involved. The visited network firewall functions to the UEs could prevent impersonation as a valid P-CSCF. However, the following differences to scenario 1 apply:

· The visited firewall would need to know all the IP addresses of the S-CSCFs in interconnected IMS networks, to block IP packets sent by a UE to an S-CSCF IP address in a different IMS network, based on the destination address. This is considered to be an issue, as configuration of these addresses may become difficult in practice. However, if this were not the case, it would not be possible to block IP packets sent by a UE to an interconnected IMS, as the UEs may legitimately access application servers in their home domain. 

· For packets originating in a different IMS network the policies of the destination network FWs apply, and prevent direct access to the S-CSCF. This would be possible by e.g. rejecting all IP packets at the home IMS border towards the S-CSCF that do not originate from a known P-CSCF of an interconnected IMS. The same issue as in the above bullet applies here, as it is difficult in practice for the FW to know all the interconnected visited P-CSCFs.

· However, the home IMS operator in this scenario needs to rely on appropriate FW functionality of the visited domain.

Altogether, for the home IMS operator the risk remains that a UE manages to impersonate the P-CSCF in an interconnected visited network. No means can be seen to easily prevent impersonation of core network entities in visited networks through home network FW functionality. This rather boils down to the general problem that each operator needs to trust the security precautions in the interconnected visited networks (which probably could be solved by mandatory implementation of the Zb interface, as e.g. an IPsec tunnel between the P-CSCF and the SEG would prevent an attacker from impersonating the P-CSCF towards different networks).

Scenario 3: 

In this scenario we assume an external access network providing IP connectivity only, but no IMS functionality. As the P-CSCF is located in the home (IMS) network, firewall functionality as discussed in the above scenarios must be required in the home network (since the home network is the entry point to the IMS). 

The external access network will in general not be able (and is probably not sufficiently trusted) to provide the firewall functionality required to protect against bypassing attacks.  However, it is useful to have means for preventing IP spoofing in place in the access network of this scenario as well.


It can be imagined that an attacker attached to an external access network A impersonates a legitimate CSCF of IMS network B towards its home IMS C. Therefore, it is important that between IMS domains (Za interface) secure tunneling with appropriate filtering is in place. The described impersonation in this case can be prevented with a configuration that allows IP packets destined towards the home IMS S-CSCF only through these secure tunnels. All such packets from untrusted external networks are dropped at the corresponding interface at the IMS border. 

In this case the IMS firewall is required to have knowledge about the valid CSCF addresses of the interconnected IMS networks that are allowed to access the S-CSCF. Any packet with such a valid source IP address needs to be checked, whether it came through a protected tunnel. If not, it must be dropped at the IMS border to prevent impersonation. 

Furthermore, filtering must directly check for IP addresses of internal (IMS) network entities used as source IP in incoming packets from external networks, as already required in scenario 2. 

3. Conclusion

The IMS security issue of bypassing a P-CSCF as raised on the 3GPP SA3 list is valid, but can be countered by appropriate FW functionality in the visited and home IMS domains. Such functionality is required for the roaming as well as for the non-roaming case.

The following recommendations for measures to counter the attack scenarios described in this contribution (details to be found in the scenario discussions of section 2) are proposed to be incorporated into TS33.203:

· Access to S-CSCF entities must be restricted to the core network entities that are required for IMS operation, only. It shall be ensured that no UE is able to directly send IP packets to IMS-entities other than the required ones, ie. assigned P-CSCF, or HTTP servers.

· Impersonation of IMS core network entities at IP level (IP spoofing), especially impersonation of P-CSCFs by UEs shall be prevented. 

· It is desirable to have a general protection mechanism against UEs spoofing (source) IP addresses in any access network providing access to IMS services.

(The concrete proposal can be found in the supporting CR to TS33.203 distributed with this contribution)

The IPsec tunnels currently mandated by the 3GPP network domain security specification do not help to prevent the issue described by Nortel in the roaming case. Intra-domain IPsec tunnels between all IMS-related entities communicating with the S-CSCF via IP, as proposed by Nortel, could help to solve the issues for IMS. However, this decision should be left to the operator and should not be mandated by 3GPP, as it is considered a complex solution and other means based on appropriate firewall functionality are available. Firewall functionality towards the NEs is likely to be required anyway, as there are other IP-based core network parts to be protected. The attacks described can be countered by proper configuration of these standard means.

However, a general limitation in this context that does not only apply to IMS network entities and that is specific to roaming scenarios (see scenarios 2,3 above) is that the home network has to trust on appropriate FW functionality in the interconnected visited networks that prevent malicious user from impersonating core network entities in the visited networks.
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