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1
Introduction
This contribution focuses on MBMS re-keying. After giving some analysis about re-keying requirements and MBMS nature of using radio/network resources efficiently, it gives some brief introduction about the principles of Logical Key Hierarchies and proposes to adopt applying these principles in MBMS re-keying.

2 Discussion

2.1 Background

The MBMS [1] is an unidirectional point-to-multipoint bearer service in which data is transmitted from a single source entity to multiple recipients. It is intended to efficiently use radio/network resources e.g. data is transmitted over a common radio channel. It is desirable that one MBMS service shall be possible to serve as many users at the same time as possible within one area. 

In the latest TS33.246 [2], we have the following security requirements:

R5c: The UE and MBMS key generator shall support re-keying to ensure that users that have joined a multicast service, but then left, shall not gain further access to the multicast service without being charged appropriately. The re-keying shall also ensure that users joining a multicast service shall not gain access to data from previous transmissions in the multicast service without having been charged appropriately.

R5d: Only authorized users that have joined an MBMS multicast service shall be able to receive MBMS keys delivered from the MBMS key generator.
So it is also highly desirable to carry out MBMS re-keying by using radio/network resources efficiently.

2.2 Analysis

The naive approach to re-keying is that the MBMS key generator exchanges keys with each MBMS user individually. This point-to-point re-keying may serve the system well when the number of the MBMS users is small. In case the number of the MBMS users is large, point-to-point re-keying may lead to huge number of key-exchange messages and heavy traffic load. It can be one serious problem especially when the re-keying frequency is relatively high, which may be content provider’s own decision. 

Also, since MBMS is intended to server many users at the same time, there may be quite a diversity of the natures among these users. For example, some users may pre-pay for the whole session regardless how long they actually enjoy the service before the MBMS service begins, while other users may want to only pay for what they exactly have received. It would be beneficial to have some common and convenient re-keying mechanisms for the former users. 

LKH [3] is currently being discussed within IETF. And LKH based MBMS re-keying in application level has already been discussed in SA3[4]. The main benefit of LKH is that some users can be combined into one subgroup and share the same subgroup key(LKH-key). Users belonging to one subgroup cannot know the LKH-key(s) of other subgroup(s). Thus it makes it possible to distribute the keys(TEK) to all users in one subgroup at a time in point-to-multipoint mode, which is encrypted by the subgroup own key (LKH-key). By this method, the key-exchange messages needed for one re-keying procedure can be efficiently eliminated. As MBMS is intended to serve many users efficiently at the same time, these MBMS users may also be combined into one to several subgroups and share the same subgroup keys (LKH-keys) within their belonging subgroups. And the MBMS service key (TEK) can be encrypted by the LKH-keys and distributed to all users in one subgroup at a time in point-to-multipoint mode, e.g. over common channel. It is imaginable that applying mechanisms like LKH in MBMS can surely reduce traffic load needed for re-keying procedure and improve re-keying efficiency.
3  Conclusion
It is proposed to adopt applying the LKH principles in MBMS and add the following text proposal into the current TS33.246.
---------------------------------------------------------------------------------------------------------------------------

5.2 Key management and distribution 

Like any service, the keys that are used to protect the transmitted data in a Multicast service should be regularly changed to ensure that they are fresh. This is even more necessary in a Multicast service, as the need to changed keys can also be driven by a new user joining the service (to stop them being able to decrypt data sent before they joined the service) or a user leaving the service (to stop them being able to decrypt traffic sent after they left the service). 

It needs to be decided if there is to be a minimum amount of traffic that is to be protected with one key, as this puts a lower limit on the frequency of key changes, e.g. one continuous transmission of data. It could also be possible for several of these minimum amounts to be transmitted with changing the key. It is ffs what this minimum amount should be and whether several of these minimum amounts can be transmitted without changing the key. 

If all users need to request a key update simultaneously then there needs to be some method of ensuring that all the users do not request a key update at the same time. This mechanism is ffs. 

The keys can be distributed to each user receiving the same MBMS service in point-to-point mode when the number of the users is relatively small. And the users receiving the same Multicast service within the same area can also be further combined into one to several subgroups to make it possible that the keys can be given to all users within one subgroup at a time in point-to-multipoint mode. 
------------------------------------------------------------------------------------------------------------------------
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