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	Reason for change:
(

	The storage of all long-term security credentials used for subscriber and network authentication on UICC is mandatory. 

	
	

	Summary of change:
(

	Update of the security requirement related to the storage of all long-term security credentials used for subscriber and network authentication: they shall be stored on UICC. . 

	
	

	Consequences if 
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not approved:
	The storage of all long-term security credentials used for subscriber and network authentication on UICC is not mandatory. 
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4.2.1
General

· The security data, i.e. long-term keys, which are stored on the UICCcard must not be sent from the card itself. Instead the interface to the UICC card should be of type challenge-response, i.e. a challenge is sent to the UICC card and a response is received in return.

· The subscriber should have at least the same security level for WLAN access as for his current cellular access subscription (i.e. GSM or UMTS)

· Mutual Authentication shall be supported for GSM and UMTS subscribers

· The selected Authentication solution should also allow for Authorisation

· For UMTS subscribers, the selected WLAN authentication mechanisms for 3GPP interworking shall provide at least the same security as 3GPP System authentication procedure. For GSM subscribers, the selected WLAN authentication mechanisms for 3GPP interworking shall provide at least the same security as the GSM system authentication procedure

· Subsequent WLAN re-authentication shall not compromise the requirement for 3GPP/GSM System equivalent security

· Selected WLAN Authentication mechanisms for 3GPP interworking shall support agreement of session keying material.

· Selected WLAN key agreement and key distribution mechanism shall be secure against man in the middle attacks. In other words, a man in the middle shall not be able to learn the session key material.

· The WLAN technology specific connection between the WLAN-UE and WLAN AN shall be able to utilise the generated keying material for protecting the integrity of an authenticated connection

·  All long-term security credentials used for subscriber and network authentication shall be stored on UICC.
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