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Introduction

The 3G-WLAN environment is quite different from the "standard" GERAN/UTRAN environment. It is therefore not unlikely that operators may want to implement different security policies for operation in the 3G-WLAN environment.

Seen from the network side, the Home PLMN will know that the AKA procedure is executed by means of the EAP-AKA method. The Home PLMN is therefore aware that the subscriber is attached to some WLAN environment.

The USIM, however, have no indication that it is been accessed and used in a 3G-WLAN environment. Therefore the operator cannot implement 3G-WLAN specific security policies at the USIM. 

Discussion

There could be many ways to indicate to the USIM that it is being operated in a 3G-WLAN interworking setting. 

I have identified at least two possible methods:

· Indication given in AUTHENTICATE command

According to TS 31.102 (Rel6) the AUTHENTICATE command currently supports two different security contexts, namely "GSM context" and "UMTS context". 

Coding of the reference control P2

	Coding

b8-b1
	Meaning

	'1-------'
	Specific reference data (e.g. DF specific/application dependant key)

	'-XXXXXX-'
	'000000'

	'-------X'
	Authentication context:

0 GSM context

1 3G context


Figure from section 7.1.2 of TS 31.102 Rel6

It seems to be possible to extend the encoding of P2 to accommodate a 3G-WLAN context.

Coding of the reference control P2

	Coding

b8-b1
	Meaning

	'1-------'
	Specific reference data (e.g. DF specific/application dependant key)

	'-XXXXX-'
	Access context:

0 UTRAN/GERAN

1 3G-WLAN

…

	'-------X'
	Authentication context:

0 GSM context

1 3G context


Modified figure from section 7.1.2 of TS 31.102 Rel6

The solution indicated in the modified figure would seem to solve the problem. 

As far as I can see this solution would only impact the USIM and the equipment that generates the AUTHENTICATE command (the WLAN MS). The affected specifications would likely be 31.102, 33.102 and 33.234.

· Indication given in AUTN.AMF

It is also possible to let the HSS set a specific bit in AMF to indicate that the challenge-response is issued in a 3G-WLAN context. The AV would then be tied to this context.

This solution requires that the new usage of AMF is specified in 33.102 and in 31.102. Additionally, 33.234 would need to include this information.

The advantage of this solution compared to the AUTHENTICATE solution discussed above is that the WLAN MS is not involved. This is positive since the WLAN MS is not a trusted device.

Proposal

SA3 is encouraged to investigate the policy control problem further. It seems beneficial to provide some sort of "access type" indication to the USIM to allow it to adjust its behaviour. The author suggests that SA3 agrees on this principle.

The solutions suggested have not been thoroughly investigated, but is seem likely that both solution could be made to work. 

/Geir M. Køien, Telenor R&D
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