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1. Introduction

Following S3#26 meeting it was decided to try to reorganize the section 4.2 that defines security requirements for 3GPP-WLAN interworking. This contribution was previously sent to the email list of S3, and did not receive any comments so it is tabled as an input document for the meeting. 

2. Reason for change

The contribution suggests a reorganization of the security requirements in order to clarify the section in the specification. Text below is shown with revision marks with previous version of the security requirements. 

4.2
Security Requirements

4.2.1
General

· It shall be possible to store all long-term security credentials used for subscriber and network authentication in a tamper resistant memory such as the UICC card.

· The security data, i.e. long-term keys, which are stored on the UICCcard must not be sent from the card itself. Instead the interface to the UICC card should be of type challenge-response, i.e. a challenge is sent to the UICC card and a response is received in return.

· 
· 
· The selected Authentication solution should also allow for Authorisation

· 
· 
· 
· 
· 
· 
4.2.2 Authentication and key derivation

· For UMTS subscribers, the selected WLAN authentication mechanisms for 3GPP interworking shall provide at least the same security as 3GPP System authentication procedure. 

· For GSM subscribers, the selected WLAN authentication mechanisms for 3GPP interworking shall provide at least the same security as the GSM system authentication procedure, with the addition of mutual authentication. 
· Selected WLAN Authentication mechanisms for 3GPP interworking shall support agreement of session keying material.

· Selected WLAN key agreement and key distribution mechanism shall be secure against man in the middle attacks. In other words, a man in the middle shall not be able to learn the session key material.

· The WLAN technology specific connection between the WLAN-UE and WLAN AN shall be able to utilise the generated keying material for protecting the integrity of an authenticated connection

4.2.3 Signalling and user data protection

· The subscriber should have at least the same security level for WLAN access as for his current cellular access subscription (i.e. GSM or UMTS)

· Subsequent WLAN re-authentication shall not compromise the requirement for 3GPP/GSM System equivalent security

4.2.4 User identity privacy

· Any secret keys used in WLAN AAA servers for the generation of pseudonyms should be infeasible to recover (even for an attacker that has available a number of matching permanent identities and pseudonyms).

· Given a pseudonym (or even a number of correlated pseudonyms), it should be infeasible for an attacker to recover the corresponding permanent identity.

· It should be infeasible for an attacker to determine whether or not two pseudonyms correspond to the same permanent identity.

· It should be infeasible for an attacker to generate a valid pseudonym (irrespective of the underlying permanent identity).

· It should be infeasible for an attacker to generate a valid pseudonym corresponding to a given permanent identity.

4.2.5 WLAN-UE Functional Split

The security functionality required on the terminal side for WLAN-3G interworking may be split over several physical devices that communicate over local interfaces. If this is the case, then the following requirements shall be satisfied:

· Any local interface carrying security-relevant information must be adequately protected against eavesdropping and undetected modification. This protection may be provided by physical or cryptographic means.

· The endpoints of a local interface must be authenticated and authorised. The authorisation may be implicit in the security set-up.

· The involved devices must be adequately protected against attacks on stored security-relevant information

