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Introduction

This contribution discusses a security issue when the CA generates a public/private key pair on behalf of the UE, and has to deliver the key pair to the UE.

This contribution illustrates that the choice of a pre-loaded public/private key pair as a bootstrapping mechanism (as described in Alcatel contribution S3-030036) could remove such problems.

Discussion

Public/private keys pairs can be generated either by the UE, or outside the UE, e.g. by the CA.

The understanding is that the asymmetric key-based cryptographic algorithms are implemented in the USIM, where also the public/private key pair is stored (refer to SA3#26 Oxford meeting contribution S3-020625).
In the case where the UE generates the key pair, the key pair generation algorithm is actually implemented in the USIM,. Hence the private key never needs to leave the USIM which is good from a security point of view.

The CA (or another network element) can also generate the key pair if one does not want to put this burden on the USIM. To our understanding, generating e.g. an RSA key pair on a smart card takes of the order of 10 seconds. Is this acceptable to the end user? It could if this operation happens in the background (end-user launches the "get a cert" operation and simply receives a beep/msg when all is done) and certainly not when the user is about to buy something. However, if the CA is responsible for key generation, then it needs a secure method to deliver the key pair (particularly the private key) to the UE. The natural choice for the method to securely deliver the key pair to the UE is likely to depend on the bootstrapping mechanism used.

If an AKA-based mechanism has been used to authenticate the UE, then the UE and the CA (or an intermediary to the CA) already share the AKA cipher key CK and integrity key IK. The most logical option is then to use these keys and the UMTS security algorithms already implemented in the UE to protect the public/private key pair. It should be noted however, that the secure link is then between the CA and the ME, rather than between the CA and the USIM, since the decryption algorithm is implemented in the ME. The ME then needs to securely pass the received key pair to the USIM. This can pose a possible security threat. 

In the Alcatel contribution S3-030036, the proposal is given where the usage of a pre-loaded, long lasting public/private key pair can be used for UE authentication. In this case the CA could encrypt the freshly generated short-lived public/private key pair with the long term public key of the UE. This method has the advantage that the long term private key , as well as the asymmetric-key based cryptographic algorithms, will be stored in the USIM. Then in the case when the CA generates a key pair, the key pair can be sent to the UE, and now the decrypting will occur directly in the USIM itself. The secure link terminates in the USIM rather than in the ME, and possible security problems related to the hop between the ME and the USIM do not occur.

Proposal

It is proposed that SA3 addresses the issue of where the short-lived public/private key pairs should be generated. The use of a pre-loaded public/private key pair as a bootstrapping mechanism (see Alcatel contribution S3-030036 for further details) would remove a security weakness as described above, in the situation where the CA has to generate a key pair and deliver this to a UE.
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