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Introduction

During the SA3#26 Oxford meeting, a previous Alcatel proposal (S3-020677) was presented which made the suggestion to use a standardised certificate request specific protocol for the purposes of certificate requests, for example CMP/CRMF. This was one of the principles subsequently agreed during the Oxford meeting. Therefore, following the principles agreed at the Oxford meeting pertaining to the bootstrapping of subscriber certificates (refer to S3-020636), this contribution presents two solutions for an architecture that fits these principles.

The concept of bootstrapping for subscriber certificates pertains to the authentication and provisioning of keys to a UE before he can issue a secure request for a subscriber certificate.

In previous meetings, proposals for a new “gateway” type element have been proposed to avoid modifications to existing network elements such as SGSN, GGSN and CSCFs. The new “gateway” type element mandates a new authentication step specifically for the purpose of certificate requests. This contribution presents architectures utilising such a new gateway type element, as well as a proposal to use pre-loaded long lasting key pairs, in order to illustrate that there is perhaps no need for yet another AKA domain for subscriber certificate requests. Additionally, the latter approach allows certificate retrieval to be performed with considerably less messages being exchanged.

These alternative solutions and scenarios are further described below.

Also, according to the principles agreed in the Oxford meeting, the certificate request mechanism was not an option for 3GPP to standardise. However, this contribution also discusses the idea that depending on the combined choice of bootstrapping and certificate request mechanism, some additional parameters might need to be specified to make both protocols fit. These parameters could, for example, include the authentication/integrity protection algorithm to use and mechanism to derive a suitable authentication/integrity protection key from the keying material that results from the bootstrapping phase.

Alternative solutions

1] Using HTTP Digest authentication using AKA as a bootstrapping protocol

Bootstrapping phase:

In this solution, a HTTP Digest authentication using AKA client is positioned in the UE. There is a first phase performing authentication of the UE for the purposes of authenticated certificate requests, and the second phase of the certificate request itself.

The first phase involves the UE performing authentication via HTTP Digest AKA to the authenticator network element. This authenticator will play the role of an AAA proxy in the visited network, or an AAA server in the home network. There should not be a need for the separation of the authenticator network element and the AAA proxy/server. 

During this phase, the HTTP Digest AKA process must clearly indicate to the home network that this authentication phase is for certification request reasons only.

Certificate request phase:

The second phase involves the UE sending certificate requests to the authenticator network element. This can be done using established certificate request protocols, for example CMP/CRMF. The authenticator network element will interact with the CA over a new interface passing the certificate request messages to it.

Security of the certificate request message and the associated response between the UE and the CA relies both on the hop-by-hop security provided by the underlying network architecture (e.g. providing confidentiality) and on the end-to-end auth/integrity mechanism integrated into CMP/CRMF.

The associated architecture for a UE in a visited network is depicted in the diagram below.
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Figure 1: Architecture for a roaming UE

Following are the message flows depicting the authentication phase (a to l), and the certificate request phase (m to p), for a UE in a visited network.
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Figure 2: Scenario for architecture with separate authenticator and CA

Scenario description:

a: HTTP Digest request for certificate request authentication.

b: Diameter request for certificate request authentication.

c: Diameter request for certificate request authentication vectors.

d: Diameter answer with authentication vectors.

e: Diameter answer with AKA authentication challenge.

f: HTTP Digest response with AKA authentication challenge.

g: HTTP Digest request with AKA authentication challenge response.

h: Diameter request with AKA authentication challenge response.

i: (Optional) Diameter request with database update. This step is included in order to have the possibility to update the subscriber attributes in the HSS following successful authentication, as it is data in the HSS that will indicate as to whether the UE is able to request a certificate or not. It is an optional step, and an example can be envisaged in the case where the HSS data has to be updated after a successful authentication after which the UE can again be allowed to request certificates following a period of disallowed/deactivated requests.
j: (Optional) Diameter answer with database update acknowledge.

k: Diameter answer with authentication acknowledge.

l: HTTP Digest response with authentication acknowledge.

m: CMP pkiMsg containing CRMF CertReqMsg.

n: CMP pkiMsg containing CRMF CertReqMsg.

o: CMP finalMsgRep containing certificate.

p: CMP finalMsgRep containing certificate.

Referring to Figure 1 above, an alternative related architecture solution would be to have a combined authenticator network element and CA. The bootstrapping phase would be identical to that in Figure 2 above, but the certificate request phase would entail the UE sending CMP/CRMF certificate requests to the authenticator network element which is also the CA.

As described in the introduction, the use of a bootstrapping protocol such as HTTP Digest would provide the AKA keys. However, for a given certificate request protocol, generally also some other parameters need to be specified. They include the authentication/integrity protection algorithm, possibly a key derivation scheme if the format of the AKA IK is not adapted to the certificate request authentication algorithm, etc. When the new key pair is generated by the CA, a mechanism to secure their transmission between CA and UE/USIM must also be specified. These parameters are likely to be dependent on the choice of certificate request protocol.
2] Pre-loaded long lasting public/private key pair

Bootstrapping phase:

In this alternative solution, the UE could be issued with a pre-loaded, long lasting, public/private key pair from the home network. This is in fact the bootstrapping phase that would occur out of band, and would result in the UE possessing a long lasting key pair for the purposes of certificate request authentication.

Certificate request phase:

The UE can issue a request for a certificate to the CA, signing the request with the long lasting private key received during the bootstrapping phase as described above. The certificate request itself could contain a newly generated public key which is to be certified by the CA. This assumes that the new key pair is generated in the USIM. A priori it is also possible for the CA to generate the new key pair and send it (protected) to the USIM. This option including some related security issues is studied Alcatel contribution S3-030???. It needs to be studied where key generation is most suitably implemented for 3GPP applications. Certificate requests can be done using established certificate request protocols, for example CMP/CRMF.

Though the public/private key pair is long lasting, the validity of the subscriber certificates issued to the UE could be short-lived. The long lasting public/private key pair would then have a restricted purpose, e.g. only to be used to authenticate subscriber certificate requests.

The underlying network secure link between UE and SGSN is relied upon to provide integrity protection and confidentiality for the UE to CA link.

Advantages of this solution are:

· There is no need for a separate bootstrapping or AKA procedure to be executed, and hence no need for yet another AKA domain, and;

· There is no need for a separate authenticator network element in this solution.

Validation of the UE’s signature in the certificate request message can be performed in the visited network provided there is an inter-operator PKI infrastructure, or in the home network using a certificate validation protocol, for example OCSP.

The HSS could be used to validate the certificate request, but may also be utilised as an option to provide control over the key pair’s attributes.

The associated architecture for a UE in a visited network is depicted in the diagram below.
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Figure 3: Architecture with pre-loaded long lasting key pair

Following is a scenario depicting the certificate request phase (a and f), and the UE’s request certificate validation phase (b and e), for a UE in a visited network.
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Figure 4: Scenario for solution with pre-loaded long lasting key pair

Scenario description:

a: CMP pkiMsg containing CRMF CertReqMsg.

b: OCSPRequest sent to Home CA to validate UE’s certificate request signature.

c: (Optional) Diameter request for subscriber related key information from HSS.

d: (Optional) Diameter answer with subscriber related key information.

e: OCSPResponse containing UE’s certificate request signature validation response.

f: CMP finalMsgRep containing certificate.

Proposal

With respect to the principles agreed in the last meeting related to bootstrapping for subscriber certificates, this contribution proposes several solutions for discussion and further consideration.

Moreover, referring to these proposals which fit the principles agreed, it should be discussed whether a separate authentication phase is needed at all.

Also, depending on the chosen bootstrapping authentication mechanism, SA3 should consider whether there is a need to specify additional parameters per adopted certificate request protocol. 







1 / 6

_1106740916.unknown

_1106741014.unknown

_1098804107.unknown

_1098705982.unknown

