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Overview

The current specification on 3G-WLAN Interworking Security, TS 33.234 v0.3.0, (Tdoc S3-020695) presented at SA3#26 Oxford calls out the possibilities of WLAN UEs being implemented with the functionality split among two or more physical devices (See section 4.2.3).  Some typical examples of these split implementations include the following:

a) A laptop or handheld device with WLAN capabilities accessing the UICC from a Bluetooth™ enabled Phone.

b) A laptop or handheld device with WLAN capabilities accessing the UICC from a GPRS radio module plugged into the terminal

c) A laptop or handheld device with WLAN capabilities accessing the UICC using a USB reader.

The TS captures some high level requirements for these implementations, but doesn’t address the security issues arising from these implementations in detail. 

The UEFS (User Equipment Functionality Split) adhoc group in SA1 did produce a TR 22.944 v2.0.0 on this subject focusing on the broader context of split UE implementations for Release 5. This TR studied several aspects regarding UE split, but not all the assumptions made are valid in the context of the WLAN UE.

Proposal

This contribution is a request to SA3 member companies to solicit their interest in studying these security issues in more detail in the context of the WLAN-UE and specifying security requirements for such implementations. If there is sufficient interest, from other member companies, the objective would be to propose a work item to study this topic for Release 6 at the next SA3 meeting.



































































































































































