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1 Introduction

This document examines PKI deployment issues for PEAP in the context of EAP/SIM or EAP/AKA authentication.  We make recommendations on the following topics:

· Basic PKI deployment model

· Root of trust configuration on client platforms

· Root of trust storage on client platforms

· Recovery from compromised root of trust

· Certificate revocation

· Operator cross certification 

· Providing Guest Access

PEAP does not require client certificates.  The only certificates that need to be deployed with PEAP belong to network authentication servers.  This vastly simplifies PKI deployment problems.  The model proposed in this contribution can be implemented at relatively low cost and complexity.

2 Basic Deployment Model

Each operator should run its own certificate authority and maintain a single root key for issuing X.509 certificates to its authentication servers.  UEs should be configured to trust the root key of the operator, and this key would ordinarily not change for the lifetime of the UE.  To minimize expense and user inconvenience associated with reconfiguration of the root key on UEs, operators should carefully protect their certificate authority.  The server with an operator’s root key can be kept in a physically secured location that is never connected to an externally accessible network.  It is much easier to provide strong security assurances when systems are physically isolated like this.  A final point in this context is that even if the root key used for PEAP authentication were compromised, this would not enable fraudulent use of the operator’s network.  It would only make the UE somewhat more vulnerable to attack by rogue network operators.  This risk is moderated if EAP/SIM or EAP/AKA is used inside the PEAP tunnel, because if the attacker cannot also prove knowledge of the SIM secret, the UE will automatically disconnect.

The operator’s root key is used to sign certificates of the public keys of the operator’s AAA servers.  These certificates are issued with expiration times short enough to eliminate any need for certificate revocation.  Since these servers can be professionally managed and maintained in premises with physical security, certificate lifetimes of between a few weeks or a few months should suffice.  Prior to certificate expiration, the operator can issue and distribute new certificates to their AAA servers to prevent any loss of service.  Since the UEs base their trust on the root key, no additional UE configuration is needed in response to certificate expirations.  The only additional requirement in this model is that UE maintain the current time and date (the clock accuracy only needs to be approximate).  

3 Root of Trust Issues

Root of trust configuration on the UE must be established via some out-of-band mechanism.  There are several possibilities:  operator-supplied installation disk delivered to end user, manual configuration or pre-installation by UE retail distributors, pre-configuration on SIM cards distributed by operators, download from operator website secured via TLS, or bootstrapped using EAP/SIM or EAP/AKA.  Since the latter possibility is already being considered by SA3 to bootstrap trust for digital subscriber certificates, a similar mechanism using (U)SIM credentials and PIC (Pre-IKE Credential Provisioning Protocol) could be adopted for configuring the PEAP root of trust.  Furthermore, SA2 is also considering use of L2TP/IPsec with certificate-based authentication for UE initiated tunnels.  The PEAP root of trust configuration could likewise take advantage of the SA3-defined certificate distribution mechanisms. One important advantage of this mechanism for configuring the root of trust is that it provides a relatively simple re-configuration path in the unlikely event of loss or compromise of the operator’s root key.

If EAP/SIM or EAP/AKA is run inside PEAP, we have a potential chicken-and-egg problem when using this method to configure the PEAP root of trust.  This dilemma is resolved by omitting the certificate trust step during the initial PEAP connection if no root of trust is established yet.  In this case, the PIC exchange must be secured using the EAP/SIM/AKA keys rather than the PEAP session keys.  Although one method for root of trust configuration may become most popular, is not necessary for all operators to adopt the same way to configure the PEAP root of trust.  Each operator can use one or more mechanisms based on their own infrastructure and preferences.  

PEAP root of trust storage on the UE requires either strong or moderate protection, depending upon the authentication methods used inside of PEAP.  Since the root of trust is a public key (i.e., not a shared secret), there is no security risk in its value being discovered by an attacker.  The only risk is that an attacker might replace the root with another value either as a denial-of-service attack or to induce the UE to trust an attacker’s network.  If sensitive information, like a cleartext password, is divulged inside the PEAP channel, then the root of trust requires strong protection against unauthorized modification on the platform.  Open platforms such as laptops will need stronger measures of protection than closed platforms like most cell phones.  However, if PEAP is only used to provide extra protection or session keying material for more secure protocols such as EAP/SIM and EAP/AKA, only moderate protection is needed for the root of trust.  The same platform-specific mechanisms used to store root CA certificates recognized by web browsers should suffice for protecting the PEAP root of trust. Note that since we recommend using PEAP to protect end-to-end authentication back to the home operator’s AAA Server, there is no need for cross-certification between operators once a subscription has been established.  

4 Providing Guest Access

The only situation where third-party trust may be needed is when the user is unable to authenticate with the home operator and wishes to get some basic guest access with the visited network operator.  In this context, the user might establish trust with the visited network using the root key of some trusted third party that certifies the visited network operator as legitimate.  For example, GSMA could create a certificate authority to issue certificates signing the root keys of GSMA members.  UEs could be pre-configured to trust the GSMA root for these guest access needs in the context of new subscriptions and to trust operator-specific roots only for existing subscriptions. 

5 Summary

· Basic PKI deployment model for PEAP:  each operator maintains a single, invariant root of trust for its network, configures UEs to trust that root, and uses the root key to issue limited-lifetime certificates to PEAP AAA Servers.

· Root of trust configuration on client platforms:  some out-of-band mechanism is used, possibly PIC bootstrapped via EAP/SIM or EAP/AKA secrets.  

· Root of trust storage on client platforms:  only moderate protection is needed, similar to web browser root CA key storage.

· Recovery from compromised root of trust:  this depends upon the particular configuration method used by operators.  If keys are pre-configured in software or SIM cards, could require re-installation or shipping new SIMs (expensive).  If root keys are downloaded using PIC, recovery would be less expensive. 

· Certificate revocation:  we see no need for revocation if moderate certificate lifetimes are used.

· Operator cross certification:  there is no need for cross certification in this model since the certificates presented to the UE come from the home network.

· Providing Guest Access:  the PEAP PKI model offers a rich trust model that could help secure the process of establishing guest access for WLAN users who lack SIM cards.

