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1 Introduction

At the SA3#26 meeting in Oxford, UK, Intel, Cisco, AT&T Wireless and Gemplus presented a contribution on enhancing the EAP-SIM [1] and EAP-AKA [3] authentication schemes using the PEAP [2] protocol [Tdoc S3-020611 and S3-020676].  At the meeting it was decided that the companies supporting this contribution, clarify further the benefits of using PEAP and bring a proposal highlighting the related WLAN security requirements. This is a follow-on contribution summarizing the benefits and the related requirements that need to be captured in TS 33.234 v0.3.0 [7]. We also capture some general security requirements to enhance the current specification.  The accompanying contribution S3-30030 captures the PKI deployment model considerations for PEAP.

Note : We would like to let SA3 know, that the known issues like Mitm attacks with PEAP are being actively worked on in the IETF [4] in the EAP working group and will be resolved soon. There will be significant discussion on this topic in IETF #56 in March.

2 Summary of Benefits of PEAP 
The primary benefits of using PEAP are:

· A more secure and feature rich EAP foundation to support EAP-SIM , EAP-AKA and any other EAP-method that maybe specified in the future. Current EAP specification identifies several security issues that have to be considered while designing EAP methods. These are being documented in the latest draft of RFC 2284bis [6]

· Protected success/failure indications in a method transparent manner. (RFC 2284bis recommends that this be provided) EAP-SIM and EAP-AKA do not provide this yet.

· Strong identity privacy and no temp-id management is needed.

· Session Keys derived from a TLS Master Secret with very high entropy (368 bits) and enables meeting the 802.11i specification need of 256 bit keys with relative ease. EAP-SIM and EAP-AKA, though they can provide the required keying material their entropy is never more than 128 bits.

· Prevention of network impersonation attacks that can be mounted when GSM SIM triplets have been compromised. The Server certificate provided by the PEAP server and the strong identity privacy provided by PEAP enable this capability.

· Returning arbitrary parameters to the client from a trusted server in a privacy protected channel. This could be used in innovative ways. (EAP-SIM does not support such a capability)

· Guest access capabilities – one-way authentication - client authentication is optional; server authentication can still be required. 

· Fast re-authentication, fragmentation and re-assembly in an EAP method transparent manner (using TLS). So such mechanisms need not be duplicated for each method. 

· Ability to support multiple EAP methods to be chained within its stage 2 inside the secure tunnel. This provides the flexibility for using PEAP for protecting EAP based authorization methods or other uses if needed.

· Wide availability on client platforms such as laptop computers and PDAs running some of the popular operating systems.

In short, PEAP supports many capabilities today. Even if some of the capabilities can be implemented by changing existing protocols, we do not see that as a scalable model longer term. Instead of modifying every authentication method to support all new capabilities, we can modify PEAP to address problems at a broader level so that they can be used by all EAP methods. Since laptop computers/PDAs and servers will have to support many authentication methods, modifying one protocol rather than all makes sense.

3 WLAN subsystem security considerations

The WLAN subsystem interworking with a 3G system is dependent on the 3G system for performing authentication, and key distribution to the Access Points. So its important that 3G systems meet some of the security requirements of WLAN subsystems. Though WLANs can be based on various technologies, it is important to consider the requirements of IEEE 802.11 based WLAN systems as they have gained significant market acceptance and is being widely deployed world wide. The IEEE 802.11i Specification for Enhanced Security, need to be considered while formulating the requirements for 3G-WLAN interworking [8].  

4 Proposed Security Requirements

These are in addition to those already captured in the TS 33.234 v 0.3.0. 

We propose the following general requirements be added to the section 4.2.1 of the TS.

· 3G systems should not compromise the security offered by the interworking WLAN subsystems.

· Strong protection should be provided for WLAN authentication data and keying material on the Wr interface.

· 3G systems should be able to provide strong identity privacy if required by the interworking WLAN subsystem.

· 3G systems should provide the required keying material with sufficient length and the acceptable levels of entropy as required by the WLAN subsystem.

· 3G systems should support authentication methods that support protected success/failure indications as suggested by RFC2284bis[6]

· 3G systems should support secure guest access capabilities for WLANs when users may not yet possess UICCs and may need to setup a new subscription.

We propose the following requirement to be added to section 4.2.2 User Identity Privacy

· If the WLAN subsystem requires strong identity privacy during authentication, then PEAP or an equivalent protocol that provides this capability should be used for that purpose.  Otherwise cryptographic pseudonyms may be used.
We propose the following requirement to be added to section 5.2 and 5.3

· For WLAN subsystems that require keying material with entropy of more than 128 bits, PEAP or an equivalent protocol based on TLS that provides higher entropy (>=256 bits) should be used to generate the keys of required strength for protection of the WLAN link.
· For WLAN subsystems that do not need higher entropy of more than 128 bits, the keying material derived from EAP-SIM and EAP-AKA should be used.
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