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Overview

U-TDOA requires the transfer of information between the LMU (typically co-located with the BTS) and the SMLC (typically co-located with the BSC).

The LCS network architecture, as defined in 3GPP TS 43.059, transfers data between the SMLC and LMU via the BSC and BTS.

The purpose of this liason statement is to describe the transfer of the Kc encryption key and algorithm version to the LMUs during U-TDOA location, so that SA3 may advise TSG GERAN on any associated security impacts or risks.

Use of Kc to increase accuracy and reduce data volume

The U-TDOA methodology determines a MS location by capturing uplink RF bursts at multiple locations, establishing the Time Of Arrival (TOA) of these bursts as referenced to a highly accurate common clock and calculating the location by trilateration of the TOA values.  In practice 20 to 100 bursts are required, depending on the desired level of accuracy and 10 to 20 Location Measurement Units (LMU) will participate in a location determination.

The general U-TDOA process can be summarized as follows:

· The BSC provides the SMLC with the identity of the serving cell as well as the time and frequency information necessary to identify the transmissions of the target MS

· The SMLC determines the appropriate LMUs for the location determination based on the cell identity, MS power and the required accuracy level.

· The SMLC tasks these LMUs to begin capturing and storing the uplink transmissions of the target MS.

· As directed by the SMLC, the information in 20-100 bursts (depending on the accuracy requirement) is captured at the visited LMU (primary LMU) and transferred to the SMLC

· The SMLC distributes this reference information to all LMUs participating in the location determination

· These Cooperating LMUs (Co-Ops) use the reference information to determine the TOA value at their location by correlating the reference information to the data previously captured and stored in their buffers

· This TOA information is returned to the SMLC

· The SMLC uses this TOA information to calculate the MS location

The resulting accuracy depends on the quality of the reference information used by the LMU to identify the transmissions from the target MS.  The bit errors that normally occur during RF transmission can be corrected by decoding the bursts from the serving cell that will be used as the reference information.  The decoding process invokes the Forward Error Correction (FEC) inherent in the convolutional coding.  Using the most accurate possible reference information yields the highest correlation index in the LMUs that provide the most accurate TOA results.  This increased accuracy is only possible if the reference burst in the serving cell can first be decrypted so that the subsequent convolutional decoding can be performed. 

Also the lowest possible number of bits can be transferred between the LMU and the SMLC by reducing each burst to the core 57 bits of user/signalling data (CS-1).  Without the ability to decrypt and decode at the serving cell, all 114 user bits in each burst must be transferred between the SMLC and the LMU.  This also requires that all LMU are provided with the Kc so that the reference information can be encoded and encrypted for correlation to the target MS burst information received by each LMU.

Alternately, only the LMU in the serving cell could receive the Kc, perform the convolutional decoding to correct bit errors, encode, encrypt and transfer the resulting encrypted reference information to the SMLC.  This approach has the advantage of providing the minimum exposure to Kc but has the disadvantage of requiring the transfer of all 140 payoad bits per burst.

The lower volumes of data transferred between the LMU and SMLC by utilizing the Kc also leads to improved latency (lower transfer time) and capacity.

Exposure of Kc

The use of Kc for U-TDOA LCS exposes the Kc on one additional link; the Lb interface between the SMLC and the BSC.  

2. Actions for the SA3:

GERAN seeks SA3’s analysis of security impacts when using the Kc for the purposes described above.  
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