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Summary

This LS from SG#45 proposes how the "AMF" field could be used by operators to switch between multiple authentication algorithms and it proposes a way to implement the desired feature.

3GPP TSG SA3 is requested to consider further standardisation of this feature and to use this document as a starting point for that standardisation process.
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Liaison Statement

From:
GSMA SG

To:

3GPP TSG SA3

Re:
Proposal to use the “AMF” field could be used to switch between multiple authentication algorithms

The GSM Association’s Security Group discussed the options open to operators to switch between authentication algorithms and in particular it has discussed how the "AMF" field could be used for that purpose.

UMTS uses an authentication algorithm to validate the authenticity of user and network. For that purpose the algorithm is implemented both in the USIM and in the network. The algorithm can be chosen freely by the operator, but once it is selected and implemented it cannot be easily changed.

GSM uses the same principle of a fixed authentication algorithm. Experience has shown that authentication algorithms can be broken and major security problems can follow. Operators wishing to change their authentication algorithm face a lengthy process of developing new algorithms and implementing them both in SIMs and network equipment. The replacement of existing SIMs is, in most instances, considered to be impractical due to the high cost of a full swap operation.

It would be very attractive for UMTS operators to have several authentication algorithms implemented on their USIMs from the start whereby they would be able to select or switch algorithms in real time. In the event that an algorithm would be broken it would simply be a ‘push button’ operation to change the algorithm overnight and resolve the threat.

The GSM Association is of the opinion that it is possible to extend the UMTS standard such that this valuable function becomes a standard feature for operators. SG Doc 015/03, which accompanies this liaison statement, shows the existing capabilities included in the standards and proposes a way to implement the desired feature.

The GSM Association respectfully asks 3GPP TSG SA3 to consider further standardisation of this feature and use SG Docv 015/03 as an example that can be used as a starting point for that standardisation process.

Queries regarding this liaison statement can be directed to James Moran, Fraud and Security Director, GSM Association (jmoran@gsm.org).
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