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Summary

SG#45 discussed the UMTS optional feature that could be used to switch between algorithms. This document describes how the "AMF" field could be used by operators to switch between multiple authentication algorithms and it proposes a way to implement the desired feature.

A proposal is being sent to 3GPP TSG SA3 requesting that further standardisation of this feature is considered.
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1. Introduction

UMTS uses an authentication algorithm to validate the authenticity of user and network. For that purpose the algorithm is implemented both in the USIM and in the network. The algorithm can be chosen freely by the operator, but once it is selected and implemented it cannot be easily changed.

GSM uses the same principle of a fixed authentication algorithm. Experience have shown, in GSM, that authentication algorithms can be broken and major security problems can follow. The flaw in the COMP128-1 algorithm led to SIM cloning attacks and, to some extent, damaged public confidence in mobile security. Operators that wanted to change their authentication algorithm faced a lengthy process of developing new algorithms and implementing them both in SIMs and network equipment. The replacement of existing SIMs was, in most instances, considered to be impractical due to the high cost of a full swap operation.

It would be very attractive for UMTS operators to have several authentication algorithms implemented on their USIMs from the start and then to be able to select or switch algorithms in real time. In the event that an algorithm would be broken it would simply be a ‘push button’ operation to change the algorithm overnight and resolve the threat.

Dutchtone believes it is possible to extend the UMTS standard such that this valuable function becomes a standard feature for operators. The next section shows the capabilities included in the standards already and the last section proposes a way to implement the desired feature.

Dutchtone proposes that the GSM Association requests further standardisation of this feature and use this document as an example that can be used as a starting point for that standardisation process.

2. UMTS standards and options

UMTS uses an advanced protocol for Authentication and Key Agreement (AKA). When authentication is needed the network (VLR) sends out a User Authentication Request containing a random number (RAND) and an authentication token (AUTN). The user will respond with a User Authentication Response after a successful verification in the USIM.



The authentication token AUTN consists of several standardised protocol data fields and a ‘free’ field called Authentication Management Field (AMF), which is 16 bits. The coding of the field is not standardised and can be defined on a multilateral basis between an operator and her suppliers. ETSI standard TS 133 102 defines the authentication and key agreement protocol and the AMF field. It also includes an annex (F) that suggests example uses of AMF. One of the examples suggests the use of this field for selecting an authentication algorithm, but there are other potentially useful examples too. The next section proposes a coding for the AMF field that can handle authentication algorithm selection and other services.

Example coding for the AMF field

As the AMF field is included in the AKA (Authentication and Key Agreement) protocol it makes sense to restrict its use to the exchange of parameters that affect the AKA process. The TS 133 102 suggests three possible uses for this field and a few more suggestions were made by various contributors to the standardisation process. As the AMF field contains only 16 bits it might be difficult to define a coding that is able to serve all desired uses simultaneously.

This section proposes an extendable coding structure that might be useful as a framework. Basically, parameters exchanged in the AMF field could be used in two modes:

· TRANSIENT mode: the parameter is valid for this AKA session.

· PERSISTENT mode: the parameter is to be used in this and future AKA sessions.

The transient mode is the simplest mode and is the preferred method to adopt. It has the advantage that all parameters can be set per session and do not need to be remembered by the SIM or the network. The disadvantage is that the limited 16 bits needs to be shared by all parameters. A very small parameter data space (bits) is available if many parameters need to be set. 

The persistent mode is more complex and allows one parameter to be set per AKA session. This mode can be considered as a switch as the parameter shall be remembered and used by the SIM in the current and future sessions. The persistent mode has the advantage that many different parameter values can be passed through (over multiple AKA sessions), and that more data space (bits) is available for the parameters. The disadvantage is that parameter values need to be remembered by both the SIM and the network.

It is proposed to use a mechanism that supports both a TRANSIENT and a PERSISTENT mode to benefit from the advantages of both mechanisms.

2.1. Transient mode

The following coding is proposed for the TRANSIENT mode:

AMF bit coding in the TRANSIENT mode
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In this mode the AMF is subdivided in the following subfields:

· Mode: a one bit subfield set to ‘0’ indicating that the parameters are transient and shall be used for this AKA session.

· Algorithm: a 3 bits subfield indicating the authentication algorithm and associated key as proposed in TS 133 102 Annex F.1, where the following values are suggested: 

· 0 : the currently active algorithm, 

· 1 : the factory default algorithm, 

· Other values are up to operator definition.

· Sequence Number Gap: A 4 bit number representing the limit L on the difference between SEQMS and received sequence number SEQ, as proposed in TS 133 102 Annex F.2. Its coding is up to operator definition.

· Key Life Time: A 4 bit number representing the amount of data protected by an access link key set, as proposed in TS 133 102 Annex F.3. Its coding is up to operator definition.

· Spare: 4 bits that can convey other parameters that might be required to include in the transient mode. Its coding is up to operator definition.

It is recommended not to use the value ‘0’ in any of the parameters, or at least assign a ‘neutral’ meaning to that value. That would allow operators not following this mechanism to use a zero value for the complete AMF field without impacting their SIMs.

SIMs receiving an AMF in transient mode shall use the included parameters, but not remember them for the next AKA. By inspection of the AMF field the SIM will know what algorithm to use and what sequence number gap to accept, and how much data can be protected with the session keys.

2.2. Persistent mode

The following coding is proposed for the PERSISTENT mode:

AMF bit coding in the PERSISTENT mode
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In this mode the AMF is subdivided in the following subfields:

· Mode: a one bit subfield set to ‘1’ indicating that the parameters are persistent and shall be used for this and future AKA sessions.

· Tag: a 7 bits subfield indicating the parameter that is to be changed. The following values are suggested:

· 1 : Algorithm (as proposed in TS 133 102 Annex F.1),

· 2 : Sequence Number Gap (as proposed in TS 133 102 Annex F.2),

· 3 : Key Life Time (as proposed in TS 133 102 Annex F.3),

· 4-63 : RFU (Reserved for Future Use),

· 64-127: proprietary use, up to operator definition.

· Value: an 8 bit number indicating the value of the parameter identified by Tag. Its coding will follow the suggestions made for the transient mode, and be mostly up to operator definition.

In the persistent mode, the network and the SIM must remember the parameter values that were set. It is important that parameter values are consistent in both elements, otherwise they might be using different algorithms and authentication would fail. The AuC does not get any feedback of successful AKA sessions though. Moreover, a complete array of authentication vectors may not be used when a subscriber leaves the VLR before the first AKA session of that array was performed. For that reason it is advised that persistent parameter settings are repeated throughout two arrays of authentication vectors. This seems acceptable as parameters included in the AMF field typically don’t need urgent updates.

In the extreme case where a large number of AKA requests get lost (or discarded), an inconsistency in persistent parameter settings might occur if the parameter was changed during this period. In this case however the first AKA request that is processed by the subscriber SIM might result in an Authentication Failure Report to the HLR. The AuC may then decide to reset important parameters, like the algorithm selector.

In the event that a parameter takes more then 8 bits to store its value it is possible to assign several Tags to parts of the parameter and change the parameter over multiple AKA sessions. A 16 bit parameter value could for instance be conveyed using one Tag for the LSB, and one Tag for the MSB.

Implementation steps

Operators that wish to implement and use the above coding scheme for the AMF field need the support of their suppliers. The following needs to be done by the parties involved:

2.3. Operators

· The operators need to agree with their SIM and network suppliers upon the use and definition of the coding and any additional parameters. The specification in section 3 could be sufficient for authentication algorithm selection but should be refined for other parameters. 

· They should also discuss the required modes. An implementation should at least support the transient mode, but may also support the persistent mode.

2.4. SIM suppliers

· The SIM suppliers need to implement AMF evaluation. They should make sure that parameter values offered in the AMF field are used according to the agreed specification. 

· For the persistent mode they should also implement parameter storage and reuse.

2.5. Auc suppliers

· The AuC suppliers need to implement AMF generation. They should ensure that parameters configured for a specific subscriber are included in the transient mode. 

· For the persistent mode they should be able to include modified parameters (repeatedly) in the next AMF field to be generated. Also they should be able to act upon Authentication Failure Reports to reset parameters.

· Parameters need to be manageable. The maintenance interface shall include facilities to set the transfer mode and parameter values.
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