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7.3
TSG SA WG3

7.3.1
Report from TSG SA WG3 and review of progress

TD SP‑020697 Status report from SA WG3 to TSG SA#18. The report of the activities in SA WG3 were presented by the SA WG3 Secretary in the absence of the SA WG3 Chairman.

It was noted that the end of the SA WG3 Chairman's term of office was due for election in February/March 2003. The SA WG3 Secretary reported that the Chairmanship issue had not yet been discussed in SA WG3.

The use of "Pseudo-CRs" in SA WG3 was questioned. The SA WG3 Secretary explained that this mechanism was used within SA WG3 for draft documents (i.e. documents which had not yet been placed under Change Control) in order to ease the discussion of changes made and update of agreed changes by the editors in a controlled way.

Slide 15: It was asked whether the SA WG3 Chairman had progressed in the arrangements for a Workshop between SA WG3, OMA, OASIS and W3C experts. The status of this was not known.

SA WG3 requested that TSG SA approve the modification of FIGS specification numbering, in a similar way as was done for the IST specifications. SA WG3 proposed the following:

-
withdraw 02.31 and 03.31 R99.

-
create technically identical 22.031 and 23.031 R99.

-
withdraw 42.031 and 43.031 Rel-4.

-
create technically identical 22.031 and 23.031 Rel-4.

-
create Rel-5 clones of the Rel-4 specs.

This re-numbering was approved by TSG SA. The SA WG3 Secretary was asked to perform the necessary updates to documents after the meeting.

The SA WG3 Secretary was thanked for presenting the report and documents for approval and the report was noted.

TD SP‑020698 Reports of SA WG3 meetings #25 and #26. The reports of the SA WG3 meetings held since TSG SA meeting #17 were provided for information and were noted.

7.3.2
Questions for advice from TSG SA WG3

TD SP‑020811 LS (from SA WG3) on Requirement to allow access to IMS by means of SIM. This was in line with agreements made in this meeting and was noted. (A related CR was provided in TD S3‑020718).

TD SP‑020699 LS (from SA WG3 on request from SA3 LI) on change to LI subscription. This was presented by the SA WG3 Secretary and the requirements for this by the SA WG3-LI Group were explained by the SA WG3-LI Group Chairman. It was agreed that the TSG SA should take no action on this item in order to keep the openness of the 3GPP document site. TSG SA Chairman will present the proposal to the PCG.

TD SP‑020812 LS (from SA WG3): Introduction of a second UMTS encryption and integrity protection algorithm (UEA2 and UIA2). This was introduced by the SA WG3 Secretary and informed TSG SA of the advantages of producing a back-up algorithm to allow fast deployment in case of a need to change the current algorithm some time in the future. It was emphasised that SA WG3 did not have any fears for the current algorithms, but given the deployment time for algorithms, a back-up solution would be a good security measure. The funding of the development and evaluation work was requested, but no figures were provided, so TSG SA could not take the proposal for funding to the 3GPP Partners for approval. Whether there would be a date for mandatory inclusion of this in terminals was also questioned. SA WG3 had not discussed this issue and the intention was therefore not known. The principle of creating a backup algorithm was agreed. SA WG3 were asked to provide figures for the expected funding costs and to inform TSG SA whether a mandatory implementation date for the new algorithms was intended, and if so, the expected timing for this.
TD SP‑020642 Liaison statement (from SA WG3) on Interoperability Issues and SIP in IMS. This was introduced by the SA WG3 Secretary and provided a reply to LSs received from TSG SA and CN WG1. SA WG3 agreed with the conclusions drawn by CN WG1. The LS was provided to TSG SA for information and was noted.

7.3.3
Approval of contributions from TSG SA WG3

TD SP‑020700 1 CR to 33.102 (Rel-5): USIM support in GERAN only terminals. This CR was approved.
TD SP‑020790 3 CRs to 33.102 (R99, Rel-4 and Rel-5): Correction to the START formula. These CRs were approved.
TD SP‑020702 1 CR to 33.107 (Rel-5): Event Time. This CR was approved.
TD SP‑020703 1 CR to 33.107 (Rel-5): Incorrect implementation of the Serving System reporting. This CR was approved.
TD SP‑020704 2 CRs to 33.107 and 33.108 (Rel-5): Essential correction to the LI events generated during inter-SGSN RAU, when PDP context is active. These CRs were approved.
TD SP‑020705 1 CR to 33.108 (Rel-5): Essential corrections to the Annex C.1 (ULIC). This CR was approved.
TD SP‑020706 1 CR to 33.108 (Rel-5): Missing PDP Context Modification event. This CR was approved.
TD SP‑020707 1 CR to 33.108 (Rel-6): Aggregation of IRI Records. This CR was approved.
TD SP‑020708 1 CR to 33.108 (Rel-5): Changes to TS 33.108 for U.S. LI Requirements. The inclusion of National Specific requirements in a Normative Annex were questioned. This was considered necessary to ensure that National variations are not produced to the 3GPP specification set. Other groups were asked to ensure that these requirements are taken into account in their specifications to ensure all members can implement them according to their regulations. This CR was approved.
TD SP‑020709 1 CR to 33.200 (Rel-5): Removal of Automatic Key Management from Release 5. This CR was approved as a Category "F" CR as this is considered as alignment with the requirements in the Release and as such an essential correction.
TD SP‑020710 1 CR to 33.203 (Rel-5): Correction of IP address acquisition in P-CSCF. This CR was approved.
TD SP‑020711 1 CR to 33.203 (Rel-5): Sending error response when P-CSCF receives unacceptable proposal. This CR was approved.
TD SP‑020712 1 CR to 33.203 (Rel-5): The use of SAs in user authentication failures. This CR was approved.
TD SP‑020713 1 CR to 33.203 (Rel-5): Clean up one Editor’s note in 33.203. This CR was approved.
TD SP‑020714 1 CR to 33.203 (Rel-5): Re-use and re-transmission of RAND and AUTN. This CR was approved.
TD SP‑020715 1 CR to 33.203 (Rel-5): Update of SIP Security Agreement Syntax in Appendix H. This CR was approved.
TD SP‑020716 1 CR to 33.203 (Rel-5): Registration and SA lifetimes. This CR was approved.
TD SP‑020717 1 CR to 33.203 (Rel-5): Open issues in SA handling. This CR was approved. Impact on CN WG1 specifications should be dealt with by CN WG1 at their next meeting. The SA WG3 Secretary undertook to check whether a CR had been sent to CN WG1 and inform the CN WG1 Secretary. (It was later confirmed that an LS had been approved at SA WG3 meeting #26 in TD S3‑020702).
TD SP‑020718 1 CR to 33.203 (Rel-5): Allowing IMS access with SIM cards. (Dependant on agreements at SA on SIM access to IMS). It was decided to postpone this CR until the full package is produced from all involved 3GPP groups. SA WG3 were asked to update this according to the latest version of the specification and take additional comments into account for presentation to the next TSG SA meeting. It was clarified that the principles of this were agreed and only an update to the wording (and possible base version) would be needed in SA WG3. (TD SP‑020650 CRs from SA WG1 were also postponed for this reason).
TD SP‑020719 1 CR to 33.210 (Rel-5): Adding requirement to provide mandatory support for 3DES encryption in NDS/IP.Remove AES references and dependencies. This CR was approved.
TD SP‑020720 1 CR to 33.210 (Rel-6): Securing UTRAN/GERAN IP Transport interfaces and specifically the Iu interface with NDS/IP mechanisms. This CR was approved.
TD SP‑020721 4 CRs to 55.216, 55.217, 55.218 and 55.919 (Rel-6): EGPRS algorithm. These CRs were approved. It was clarified that the availability of the algorithms on the 3GPP FTP site was expected by the end of December 2002.

NOTE:
These documents were made available on the 3GPP FTP site on 18 December 2003.
TD SP‑020760 1 CR to 33.203 (Rel-5): TCP and UDP share the same SA (Security Association). This CR was approved.
TD SP‑020761 1 CR to 33.203 (Rel-5): Indication in the UE that the SA is no longer active in P-CSCF. This CR was approved.
WIDs:

TD SP‑020722 WID: Lawful Interception in the 3GPP Rel-6  architecture. This WI description was approved. The timescales needed updating as they referred to the approval dates of the Rel‑5 specifications, so SA WG3 (SA WG3‑LI) were asked to provide an updated WID for the next TSG SA meeting.
TD SP‑020820 WID: GERAN A/Gb mode security enhancements. This WI description was approved. The timescales needed update (marked as 2002 instead of 2003 in error) and SA WG3 were asked to provide an updated WID for the next TSG SA meeting.
TSs and TRs:

TD SP‑020723 Presentation of TR 33.810 (NDS/AF; Feasibility study to support NDS/IP evolution) version 2.0.0 to TSG SA for approval (Release 6). This TR was approved and placed under TSG SA change control as version 6.0.0 (Rel‑6).

TD SP‑020724 Presentation of TS 55.205 (Specification of the GSM-MILENAGE Algorithms: An example algorithm set for the GSM Authentication and Key Generation functions A3 and A8) version 1.0.0 to TSG SA for approval (Release 6). This TS was approved and placed under TSG SA change control as version 6.0.0 (Rel‑6). It was clarified that this specification should be available on the 3GPP server under the same conditions as the MILENAGE specifications are available.

3GPP

TSG SA


