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1. Overall Description:

RAN2 would like to point the attention of SA3 to a discrepancy between stage 2 (TS 33.102) and stage 3 (TS 25.331) security specifications.

The formula for the computation of the START values included in TS 33.102 is not consistent with the formula specified in TS 25.331. In particular, in TS 33.102 the formula includes a "+ 1" addend, while in TS 25.331 the addend in the formula is "+ 2".

"+ 2" is needed in order to avoid the reuse of the same COUNT-C. As example, when a UM radio bearer is released, the UE and UTRAN may have a different perception of the exact instant at which the UM radio bearer ceases to exist. This is due to the fact that UM PDUs are not acknowledged, and therefore it is possible that all the PDUs after the sequence number rollover are lost and not received by the UE. As a result, UTRAN would increment the HFN, while the UE would not. When that particular radio bearer is established again, the UE could select a START value that would cause the reuse of COUNT-C values, with the same radio bearer identity, the same "length", the same CK and the same "direction", i.e. all the inputs to the f8 block would be repeated. This is probably not acceptable from the security point of view. By using "+ 2" in the formula, the reuse of the same COUNT-C values is virtually eliminated, since it is almost impossible to lose two consecutive rollovers of the UM RLC sequence number.

RAN2 modified the START formula in TS 25.331 during the meeting RAN2 #27, held in Orlando, FL, USA on February 18-22, 2002. Unfortunately, at that time RAN2 forgot to inform or consult SA3 on this specific change. As a result, the March 2002 version of R'99, Rel-4 and Rel-5 TS 25.331 already includes the modified START formula ("+ 2").

RAN2 asks SA3 to modify accordingly the formula in TS 33.102 for all releases. A document including proposed draft CRs to 33.102 is attached.

RAN2 welcomes any feedback that SA3 may want to provide on this issue.

2. Actions:

To SA3 group.

ACTION: 
RAN2 requests SA3 to consider the changes included in the attached proposed draft CRs to TS 33.102 (R'99, Rel-4 and Rel-5) in order to align the START formulae in stage 2 (TS 33.102) and stage 3 (TS 25.331) specifications. 
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