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1. 
Introduction

At SA3#25 a Liaison was received from SA1 asking SA3 to review the latest Push stage 1 specification (TS 22.174v1.1.0). This contribution provides some comments on that specification. The incoming Liaison from SA1 is attached for reference (S3-020466).

2. 
Discussion

SA3 previously reviewed TS 22.174v0.7.1 at SA3#24 and sent comments in a Liaison to SA1 (S3-020403). A revision-marked version of TS 22.174v1.1.0 which shows the changes made since v0.7.1 is attached to this contribution. 

Note that TS 22.174 was approved at SA#18 as v6.0.0. However, the changes in v6.0.0 compared to v1.1.0 are all minor editorial changes (e.g. corrections to the formatting).

2.1
Summary of changes since v0.7.1

Most of SA3’s previous comments in S3-020403 have been incorporated into the new version. However, there are a number of new sections which have security implications. A summary of the security-related changes is given below:

1) Some new text is added to section 4 on privacy. This looks fine.

2) The concept of a push subscription is added in section 5.3. This includes implicit subscription where the VASP subscribes to the service on behalf of a subscriber. Note that a Push Recipient can protect himself against “spam” sent as a result of an implicit subscription using the access rules defined in section 8.

3) In section 5.6 SA3’s previous recommendation for the Push Recipient to have a whitelist rather than a blacklist of Push Initiators is not accepted. Instead, the text is replaced by the statement that a push subscription profile of a Push Recipient shall at least contain  "A mechanism for screening push initiators". More details on this mechanism are given in a new section on access rules (see below).

4) Our changes at the start of section 6 regarding authentication and authorisation are accepted but the changes at the end of section 6 on integrity and confidentiality of pushed data are not accepted. This does not seem to cause a major problem.

5) Some new text is added to section 7 on privacy. This looks fine.

6) A new section on access rules is added (section 8). This section defines the rules that can be set-up by the Push Recipient to determine which pushed data should be transmitted to the Rush Recipient or User Agent of the Push Recipient based on the identity of the Push Initiator and the addressed User Agent. This needs a careful security review.

7) A new section on push subscription profile information is added (section 10). The access rules defined in the new section 8 are contained in the Push Recipient's push subscription profile. The profile may be based on GUP, so issues relating to the security of the profile itself could be handled within the GUP security work item.

In summary, the main security related change is the introduction of a new section on access rules. This new section is reviewed below.

2.2
Review of new section on access rules

A Push Recipient may define a whitelist or a blacklist of Push Initiators or groups of Push Initiators. 

Each Push Recipient may have one or more User Agent associated with it. The access rules may also be based on the identity of the Push Initiator (or group of Push Initiators) and the identity of the addressed User Agent.

There is a large amount of flexibility in how a Push Recipient may define the access rules. However, it is stated that a set of default access rules may be defined by the Operator. The ability to set default access rules is considered to be an important capability from a security/privacy perspective.

In summary the access rules seem to adequately cover the essential privacy requirements of the Push Recipient.

3. 
Proposal

It is proposed that the above comments are considered by SA3 perhaps as part of an off-line working group of interested parties during SA3#26. A Liaison to SA1 containing SA3’s comments (if any) should then be created at approved at SA3#26.


















































































