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4.4.2 IMS related

It is suggested that SA3 adopts the following working assumptions related to Presence: 

1) Peu: Existing IMS security architecture fulfils the security requirements related to authentication, integrity protection, replay protection and anonymity. 

2) Ph: No additional security requirements. 

3) Pi: No additional security requirements.

4) Pc: No additional security requirements.

5) Pg: No additional security requirements.

6) Pk: No additional security requirements.

7) Pl: No additional security requirements.

8) Pw: Existing IMS security architecture fulfils the security requirements related to authentication, integrity protection and replay protection. 

9) Peu & Pw: IMS needs to be enhanced by IPsec encryption between UE and P-CSCF in order to fulfil the confidentiality requirement.

The following interfaces are left FFS: 

1) Pex: Security between PEA and external information source should be further studied. 

2) Pex, Peu & Pen: Threats and potential solutions for false presence information inside the network should be further studied. 

3) 
4) Peu & Pw: The degree of anonymity provided by ‘anonymous IMPU’ should be further studied. 

5) Peu & Pw: Ability of non-IMS accesses (e.g. WAP/SMS/WV) to fulfil the security requirements should be further studied.

6) Pw: The Presence Server may need additional mechanism for authenticating the Watchers. For example, the Presentity may provide passwords for Watcher authentication. 

7) Pw: The Presentity may need additional mechanism for authenticating the Watchers. For example, the Watcher may provide a token or electronic signature for authentication.

8) Pw: IMS may need to be enhanced by a security mechanism for the Watcher to request anonymity.

It is suggested that LSs related to the following issues are sent to other 3GPP working groups: 

[Editors note: Peu: It is not clear yet which protocols will be used in Peu interface. Peu may include protocols for web access (e.g. HTTP for access list manipulation and registrations), and consequently there may be a need for additional security.]

6 
Security features

6.1 
IMS related security features 

6.1.1
Confidentiality protection

Confidentiality protection shall be provided to SIP signalling messages between the UE and the P-CSCF.  The following mechanisms are provided.

1.
The UE and the P-CSCF shall negotiate the encryption algorithm that shall be used for the session, as specified in chapter 7.

2.
The UE and the P-CSCF shall agree on security associations, which include the encryption key, that shall be used for the confidentiality protection. The mechanism is based on IMS AKA and specified in clause 6.1 of [6].

Confidentiality between CSCFs, and between CSCFs and the HSS shall rely on mechanisms specified by Network Domain Security in [7].
8
Security mechanisms

8.1 
IMS related security mechanisms 

8.1.1
Confidentiality mechanisms

IPsec ESP as specified in reference [13] shall provide confidentiality protection of SIP signalling between the UE and the P‑CSCF, protecting all SIP signalling messages at the IP level. IPSec ESP general concepts on Security Policy management, Security Associations and IP traffic processing as described in reference [14] shall also be considered. ESP confidentiality shall be applied in transport mode between UE and P‑CSCF.

The method to set up ESP security associations (SAs) during the SIP registration procedure is specified in clause 7 of [6]. As a result of the registration procedure, a pair of unidirectional SAs between the UE and the P‑CSCF shall be established. The pair consists of an SA for traffic from the UE to the P‑CSCF (inbound SA at the P‑CSCF) and an SA for traffic from the P‑CSCF to the UE (outbound SA at the P‑CSCF).

The encryption key CKESP is the same for the two simultaneously established SAs. The encryption key CKESP is obtained from the key CKIM established as a result of the AKA procedure, specified in clause 6.1 of [6], using a suitable key expansion function. This key expansion function depends on the ESP encryption algorithm and is specified in Annex I.

The encryption key expansion on the user side is done in the UE. The encryption key expansion on the network side is done in the P‑CSCF.

The anti-replay service shall be enabled in the UE and the P‑CSCF on all established SAs.
8.1.2
Security association set-up procedure 
The security association set-up procedure is necessary in order to decide what security services to apply and when the security services start. In the IMS authentication of users is performed during registration as specified in clause 6.1 of [6]. Subsequent signaling communications in this session will be integrity and confidentiality protected based on the keys derived during the authentication process.

8.1.1.1
New security association parameters

-
Enryption algorithm


The enryption algorithm is DES-EDE3-CBC [15]. 
[Editors note: The ecryption algorithm AES should be added as soon as it appears as an RFC in IETF.]
NOTE:
This, in particular, excludes the use of the NULL enryption algorithm.
[Editors note: The key expansion function is FFS.]
8.1.1.2
Set-up of security associations (successful case)
The set-up of security associations is based on [16]. Annex H of [6] shows how to use [16] for the set-up of security associations.

In this section the normal case is specified i.e. when no failures occurs. Note that for simplicity some of the nodes and messages have been omitted. Hence there are gaps in the numbering of messages, as the I-CSCF is omitted.
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The UE sends a Register message towards the S-CSCF to register the location of the UE and to set-up the security mode, cf. clause 6.1 of [6]. In order to start the security mode set-up procedure, the UE shall include a Security-setup-line in this message.

The Security-setup-line in SM1 contains the SPI numbers and the protected port selected by the UE. It also contains a list of identifiers for the integrity and encryption algorithms, which the UE supports. 
	SM1:

REGISTER(Security-setup = SPI_U, Port_U, UE integrity and encryption algorithms list)


Upon receipt of SM1, the P‑CSCF temporarily stores the parameters received in the Security-setup-line together with the UE’s IP address from the source IP address of the IP packet header, the IMPI and IMPU. Upon receipt of SM4, the P‑CSCF adds the keys IKIM and CKIM received from the S‑CSCF to the temporarily stored parameters. 
Release 6 P-CSCF must propose SA alternatives both for Release 5 and Release 6 UE’s. The P‑CSCF selects the SPI for the inbound SA. The same SPI number shall be used for Release 5 and Release 6 options. The P-CSCF shall define the SPIs such that they are unique and different from any SPIs as received in the Security-setup-line from the UE.

NOTE:
This rule is needed since the UE and the P-CSCF use the same keys for inbound and outbound traffic.

In order to determine the integrity and encryption algorithms the P‑CSCF proceeds as follows: the P‑CSCF has a list of integrity and enryption algorithm combinations it supports, ordered by priority. Release 6 algorithms must have higher priority than Release 5 algorithms. The P-CSCF selects the first algorithm combination on its own list which is also supported by the UE. 

The P‑CSCF then establishes corresponding pair of SAs in the local security association database.

The Security-setup-line in SM6 contains the SPI assigned by the P‑CSCF and the fixed number of the protected port at the P‑CSCF. It also contains a list of identifiers for the integrity and encryption algorithms which the P‑CSCF supports.

	SM6:

4xx Auth_Challenge(Security-setup = SPI_P, Port_P, P-CSCF integrity and encryption algorithms list)


Upon receipt of SM6, the UE determines the integrity and encryption algorithm as follows: the UE selects the first integrity and encryption algorithm combination on the list received from the P‑CSCF in SM6 which is also supported by the UE. 
NOTE:
Release 5 UE will not support any encryption algorithms, and will choose the first Release 5 integrity algorithm on the list received from the P-CSCF in SM6. 
The UE then proceeds to establish another pair of SAs in the local SAD.

The UE shall integrity and confidentiality protect SM7 and all following SIP messages. Furthermore the integrity and encryption algorithms list received in SM6 shall be included:

	SM7:
REGISTER(Security-setup = SPI_P, Port_P, P-CSCF integrity and encryption algorithms list)


After receiving SM7 from the UE, the P-CSCF shall check whether the integrity and encryption algorithms list received in SM7 is identical with the list sent in SM6. If this is not the case the registration procedure is aborted. The P-CSCF shall include in SM8 information to the S-CSCF that the received message from the UE was integrity and confidentiality protected. The P-CSCF shall add this information to all subsequent REGISTER messages received from the UE that have successfully passed the integrity and confidentiality check in the P-CSCF.

SM8:

REGISTER(Integrity-Protection = Successful, Confidentiality-Protection =Successful, IMPI)
The P-CSCF finally sends SM12 to the UE. SM12 does not contain information specific to security mode setup (i.e. a Security-setup line), but with sending SM12 not indicating an error the P-CSCF confirms that security mode setup has been successful. After receiving SM12 not indicating an error, the UE can assume the successful completion of the security-mode setup.
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