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1.  Overall Description

SA2 advanced its study of 3GPP - WLAN Interworking. According to the new Work Item Description (sp-020542), scenarios 2 and 3 are now addressed in TS 23.234 (attached to this LS) and concern Release 6, whereas scenarios 4 and 5 are addressed in TR 23.934 and concern Release 7.

2.  Security issues

During Beijing meeting, the SA2 WLAN group identified the following security issues:

· In TS 23.234 v1.1.0, SA2 removed all the security requirements, considering that they were already addressed in SA3 specifications. SA3 is required to ensure that these requirements are present in his specification;

· WLAN authentication necessitates the use of a temporary identifier, which needs to be stored somewhere in the terminal; however in pre-R6 implementations, it is not possible to store it within pre-R6 (U)SIMs. SA2 wonders if it raises security issues;

· How often (if ever) is it acceptable to send the IMSI in the clear ?

· How to keep the AAA Server stateless by e.g. including the IMSI encrypted within pseudonym ?

· SA3 is also asked to study the possibility of generating temporary identifiers by cryptographic derivation from the IMSI (the working assumption in SA2 is that temporary identifiers are allocated and stored in the AAA Server);

· Is it acceptable security-wise that the network can request the IMSI from the UE at any time?

2. Actions:

To SA3 group

ACTION:

SA2 asks SA3 group to continue updating us about progress in this area, and to provide answers to the issues addressed in section 2 of this Liaison.
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