3GPP TSG-SA3 Meeting #24
Tdoc S3-020441

Helsinki, Finland 9-12 July 2002
Title:
Bye and Response attacks in IMS

Source:
SA3

To:
CN1

Cc:
-

Contact Person:


Name:
Krister Boman

Tel. Number:
+46 313446055

E-mail Address:
krister.boman@erv.ericsson.se

Attachments: S3-020381

1. Overall Description:

SA3 has discussed two new potential attacks:

1. An attacker can send responses to INVITEs intended for other entities. This attack is possible if an attacker already has an SA with the P-CSCF. The attacker eavesdrops the channel and takes the required information from e.g. a SIP INVITE and creates a response and sends it through the SA of the attacker. This attack has to be performed in ‘real time’.

2. Another more severe attack is that an attacker can send requests at any time to other people dialogs such as a BYE request, which does not have to be performed in real time.

The attached CR aims to update the mechanism such that the P-CSCF verifies that the message received from a genuine user is tied to a dialog in which the sender is involved. This CR was tentatively approved at SA3#24 given that CN1 cannot identify any other better solution.

SA3 also discussed a similar attack “Identity Spoofing in IMS” which was solved by CN1 in S3-020029 (=N1-020155) that seemed to solve the attack described above. However it seems that the problem with e.g. BYE is that it may contain only dialog ID but not the IMPU, according to SIP. If that is correct then one potential solution is to verify the dialog ID against an SA (as described in the attached CR).
SA3 also would like to note that if this new mechanism is necessary that it would impose increased complexity in the P-CSCF.

2. Actions To CN1:

CN1 is kindly asked to identify if a solution to the above mentioned attacks are already implemented in the CN1 specifications. If CN1 cannot confirm that a solution already exists SA3 would like CN1 to identify if the proposed solution by SA3 is the optimal solution or not.

3. Date of Next CN1 Meetings:

SA3_25
October 8-11 2002
Munich, Germany

SA3_26
November 19-22 2002
ETSI, Sophia Antipolis (Tentative)

