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7.2 Set-up of security associations (successful case) 
The set-up of security associations is based on [draft-IETF-sip-sec-agree]. Annex X of this specification shows how to 
use [draft-IETF-sip-sec-agree] for the set-up of security associations.  

In this section the normal case is specified i.e. when no failures occurs. Note that for simplicity some of the nodes and 
messages have been omitted. Hence there are gaps in the numbering of messages, as the I-CSCF is omitted. 

 

The UE sends a Register message towards the S-CSCF to register the location of the UE and to set-up the security 
mode, cf. section 6.1. In order to start the security mode set-up procedure the UE shall include a Security-setup-line in 
this message. The Security-setup-line in SM1 contains the SPIs and the numbers of the protected ports assigned by the 
UE for the SAs for TCP and UDP. It also contains a list of identifiers for the  integrity algorithms which the UE 
supports.  

 

SM1: 
REGISTER(Security-setup = SPI_U_TCP, SPI_U_UDP, Port_U_TCP, Port_U_UDP, UE integrity 
algorithms list)  
 

 
Upon receipt of SM1, the P-CSCF temporarily stores the parameters received in the Security-setup-line together with 
the UE’s IP address from the source IP address of the IP packet header, the IMPI and IMPU. Upon receipt of SM4, the 
P-CSCF adds the key IKIM received from the S-CSCF to the temporarily stored parameters. The P-CSCF then selects 
the SPIs for the inbound SAs for TCP and UDP. In order to determine the integrity algorithm the P-CSCF  proceeds as 
follows: the P-CSCF has a list of integrity algorithms it supports, ordered by priority. The P-CSCF selects the first 
integrity algorithm on its own list which is also supported by the UE.  
The P-CSCF then establishes the two pairs of SAs in the local security association database. 
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The Security-setup-line in SM6 contains the SPIs assigned by the P-CSCF for the SAs for TCP and UDP and the 
fixed number of the protected port at the P-CSCF. It also contains a list of identifiers for the integrity algorithms 
which the P-CSCF supports. If SM1 was carried by UDP then the P-CSCF shall repeat the TCP SA related 
parameters as assigned by the UE in SM1 as specifed in SM6 below. If SM1 instead was carried by TCP then the P-
CSCF shall repeat the UDP SA related parameters as assigned by the UE in SM1 i.e. the TCP related parameters in 
SM6 below is changed to the corresponding UDP parameters. 

SM6: 
4xxAuth_Challenge(Security-setup = SPI_P_TCP, SPI_P_UDP, Port_P, P-CSCF integrity algorithms list, 
SPI_U_TCP, Port_U_TCP) 
 

 
Upon receipt of SM6, the UE determines the integrity algorithm as follows: the UE selects the first integrity algorithm 
on the list received from the P-CSCF  in SM 6 which is also supported by the UE.  
The UE then proceeds to establish the two pairs of SAs in the local SAD. The UE shall check that the SPI values 
repeated by the P-CSCF are the same as in SM1 and then discard the message if this check is unsuccesful. 
 
The UE shall integrity-protect SM7 and all following SIP messages.Furthermore the integrity algorithms list  received 
in SM6 shall be included: 

SM7: 
REGISTER(Security-setup = P-CSCF integrity algorithms list) 
 

 
After receiving SM7 from the UE, the P-CSCF shall check whether the integrity algorithms list received in SM7 is 
identical with the integrity algorithms list sent in SM6. If this is not the case the registration procedure is aborted. The 
P-CSCF shall include in SM8 information to the S-CSCF that the received message from the UE was integrity 
protected. The P-CSCF shall add this information to all subsequent REGISTER messages received from the UE that 
have successfully passed the integrity check in the P-CSCF.  

SM8: 
REGISTER(Integrity-Protection = Successful, IMPI) 
 
The P-CSCF finally sends SM12 to the UE. SM12 does not contain information specific to security mode set-up (i.e. a 
Security-setup-line), but with sending SM12 not indicating an error the P-CSCF confirms that security mode set-up has 
been successful. After receiving SM12 not indicating an error, the UE can assume the successful completion of the 
security-mode setup. 
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