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The aim of this paper is to describe a security weakness that is introduced by keeping the old pair of security associations after a new authentication. 

Suppose an attacker manages to compromise a pair of keys (IK, CK) that are used in some currently valid security association (SA). Clearly this would allow the attacker to access any service of already registered IMPUs and even possibly register further IMPUs (as not all registrations will be challenged). This attack is effectively impossible to stop if not detected, as it appears like normal network behaviour. The defence against such a possibility is to regularly authenticate the subscriber in either a UE or a network-initiated registration procedure. 

On its own an authentication is not enough to avoid these vulnerabilities, as the old SA is kept valid and hence the attacker can continue to use the old SAs to forge REGISTER, INVITES etc. The old SA should be kept valid for at least a short time to ensure the smooth transition to the new SA. 

To avoid a “forged” registration attempt, the S-CSCF should challenge all protected registrations that were protected by an SA created by any but the latest successful authentication (that is successful from the S-CSCF’s perspective). Similarly once a new SA is created by a successful authentication, the S-CSCF should only accept INVITES etc. (i.e. messages outside the registration procedure) that are protected using an earlier SA for a short time to allow a smooth transfer to the new SAs. The amount of time should be enough for the UE to complete a further authenticated registration, in case a lost message causes the UE to consider the current one to have failed.

Currently the S-CSCF can not make the decisions noted above, as it does not have the necessary information to hand, i.e. whether the particular SA used to protect the message is the latest or not. Suitable information could be appended by the P-CSCF. 

Alternatively the responsibility could be placed on the P-CSCF. The security cost of this is to open a small window where the attacks may succeed, i.e. to messages that pass through the P-CSCF protected with an earlier SA before the authentication successful message reaches the P-CSCF. It would also be open if messages get lost between the S-CSCF and P-CSCF (an unlikely event). This alternative (i.e. P-CSCF takes responsibility) would require the following behaviour at the P-CSCF. When the P-CSCF receives a new SA from a successful authentication, it should 

· forward REGISTERs protected with earlier SAs to S-CSCF, but indicate no SA was used to protect the REGISTER

· only forward INVITEs etc. that are protected with earlier SAs for a limited amount of time.

The P-CSCF could delete the SA, once it stops forwarding INVITES etc that are protected with it. Alternatively if possible it might be better to return an error message to indicate that the used SA is no longer suitable and the UE should either use a different one or perform an authenticated registration to get a new SA. Currently there is no such mechanism, but if one existed it could network traffic by stopping the UE retransmitting a message and continually protecting it with an SA that is unacceptable to the P-CSCF.

One consequence of only allowing old SAs to be used only for a short time is that the UE must take action if a REGISTER request carrying a RES timeouts without a response. This is because it is possible that the P-CSCF to consider the authentication to be a success, whereas the UE considers it to have failed. This means the UE will continue to uses earlier SAs to protect non-REGISTER messages and the P-CSCF will soon consider this SAs invalid for use and discard the messages.

Hence if the UE receives no response when it returns a RES to the S-CSCF, it should initiate another registration (protected if an SA is available) after the previous REGISTER has timed out to preserve service continuity. 

This contribution proposes adding the described functionality at the P-CSCF, because although this is slightly weaker from a security perspective, it only requires changes to the behaviour of the P-CSCF and the UE as opposed to changing the message flows. The following are proposed texts for TS 33.203 to cover use of the integrity protection indicator under the suggested conditions, only allowing the “old” SA to be used to protect traffic for a limited time after a successful authentication and force the UE to start a new registartion procedure if it does not recieve a reply to an authentication repsones. The proposed text has been included in some prepared CRs.

Integrity protection indicator

In order to decide whether a REGISTER request from the UE needs to be authenticated, the S-CSCF needs to know about the integrity protection applied to the message. The P-CSCF attaches an indication to the REGISTER request to inform the S-CSCF that the message was integrity protected if

· the P-CSCF receives a REGISTER containing an authentication response and the message is protected with the SA created during this authentication procedure ; or

· the P-CSCF receives a REGISTER not containing an authentication response and the message is protected with the SA created by latest successful authentication (from the P-CSCF perspective).

For all other REGISTER requests the P-CSCF attaches an indication that the REGISTER request was not integrity protected or ensures that there is no indication about integrity protection in the message.

Acceptance of non-REGISTER messages protected with old SAs

Once the P-CSCF receives a successful authenticated registration message, the P-CSCF should only forward non-REGISTER messages protected with SAs created by earlier registrations for a short amount of time. After this time it should discard these messages.

UE behaviour on incomplete registrations 

If the UE responds to an authentication challenge from a S-CSCF, but does not receive a reply before the request times out, the UE shall start a registration procedure if it still requires any IM services. The first message in this registration should be protected with an SA created by a previous successful authentication if one exists.

