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1 Introduction

The aim of this paper is to propose behaviour of the UE to deal with any possible inconsistent states (between P-CSCF and UE) caused by the loss of messages in a registration procedure. Section 2 discusses the inconsistent states that can be caused by the loss of a message in an authentication. A message is only considered lost after all the re-transmissions. The mostly likely messages to get lost are the ones over the air interface. Section 3 discusses the effects of sending either a protected or unprotected REGISTER during the periods when this inconsistency occurs. It is concluded that without changes to the current network behaviour, the UE will need to send an unprotected REGISTER to get out of the inconsistent state. Section 4 gives some possible new network behaviour to allow the UE to get out of the inconsistent state by using a protected REGISTER. Finally section 5 draws the conclusions. 

2 Inconsistent States created by Incomplete Registrations

The behaviour to deal with any inconsistent states created when a UE sends a RES back to the network but does not receive a response, i.e. registration successful, registration failed or a new challenge, has not been given in TS 33.203 (see editor’s note in section 7.3). Figure 1 gives the security association set-up flows from section 7.2 of TS 33.203 for reference.
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Figure 1: Security Association set-up flows from section 7.2 of TS 33.203

Loss of SM1, SM2, SM4, SM6, SM7 or SM8 does not cause any problems, as all of the S-CSCF, P-CSCF and UE will believe the registration has failed and will “tidy up” accordingly. If SM10 is lost, then the S-CSCF believes the authentication to be a success, while the P-CSCF and UE believe the authentication has failed. If SM12 is lost, then both the S-CSCF and P-CSCF believe the authentication to be a success, while the UE believes the authentication to have failed.

With an unprotected registration when no IMPUs are currently registered, the loss of either SM10 or SM12 causes the network to believe that an IMPU is registered but there is no way for the UE to send or receive protected traffic.  If the UE still wants to register that IMPU, it will re-start the registration procedure by sending another independent unprotected REGISTER.  As the network must challenge an unprotected REGISTER, the network is treating the UE as unregistered and hence there is no problem when no IMPUs are registered.

The situation is more complicated when there is already an SA in existence. Suppose a UE successfully registers including an authentication IMPU1 for one hour (with no other IMPUs registered). This registration process creates SA1_u and SA1_d, the uplink and downlink security associations respectively. After about 50 minutes, the UE attempts to re-register IMPU1 for another hour. Before the UE attempts this re-registration, the UE, P-CSCF and S-CSCF have the following information

· UE

· IMPU1 registered with just under 10 minutes left on its expiry timer.

· SA1_u and SA1_d with roughly 10 minutes left before expiring

· P-CSCF

· SA1_u and SA1_d with roughly 10 minutes left before expiring

· S-CSCF 

· IMPU1 registered with roughly 10 minutes left on its expiry timer

The UE sends the registration attempt protected with SA1_u. As the registration timer is running low, the S-CSCF challenges the UE.  If the authentication is successful until message SM10 is lost, then the S-CSCF has updated the registration expiry time, while the P-CSCF and UE do not believe the registration was a success and will subsequently delete any information relating to that registration transaction. This means the UE, P-CSCF and S-CSCF are left with the following information:

· UE

· IMPU1 registered with just under 10 minutes left on its expiry timer.

· SA1_u and SA1_d with roughly 10 minutes left before expiring

· P-CSCF

· SA1_u and SA1_d with roughly 10 minutes left before expiring

· S-CSCF 

· IMPU1 registered with roughly an hour left on its expiry timer

Similarly if the authentication is successful until message SM12 is lost, then the S-CSCF has updated the registration expiry time and the P-CSCF will keep the new SAs created during the registration. This means the UE, P-CSCF and S-CSCF are left with the following information:

· UE

· IMPU1 registered with just under 10 minutes left on its expiry timer.

· SA1_u and SA1_d with roughly 10 minutes left before expiring

· P-CSCF

· SA1_u and SA1_d with roughly 10 minutes left before expiring

· SA2_u and SA2_d with roughly an hour left before expiring. 

· S-CSCF 

· IMPU1 registered with roughly an hour left on its expiry timer

3 Effects of Possible Behaviour UE  

If either SM10 or SM12 gets lost, it is likely that the UE will wish to register IMPU1 again soon. This could be done with either an unprotected registration or a registration protected with SA1_u. Clearly a successful unprotected registration will correct the situation, as the S-CSCF will challenge the UE.

It is preferable to protect the registration. Hence we consider what happens if SM12 was lost and the UE sends a new registration of IMPU1 protected with SA1_u. The P-CSCF forwards the message to S-CSCF indicating that it was integrity protected. As IMPU1 has a long time to go on its registration, the S-CSCF does not request an authentication and responds that IMPU is successfully registered for say 59 minutes. This leaves the UE, P-CSCF and S-CSCF with the following information:

· UE

· IMPU1 registered with just under 59 minute left on its expiry timer.

· SA1_u and SA1_d with roughly 9 minutes left before expiring

· P-CSCF

· SA1_u and SA1_d with roughly 9 minutes left before expiring

· SA2_u and SA2_d with roughly 59 minutes left before expiring (alternatively this might have been deleted).

· S-CSCF 

· IMPU1 registered with roughly 59 minutes left on its expiry timer

In roughly 9 minutes time the UE has a registered IMPU but no SA to communicate with the P-CSCF. The most likely resolution of this situation is the UE sending an unprotected REGISTER request to force the S-CSCF to send a challenge. A similar situation happens, if SM10 gets lost.

This analysis suggests without changes to the network behaviour, sending a protected registration after an incomplete registration could still leave an inconsistent state. 

4 Possible network behaviour to allow protected registrations

One possible way of avoiding the problems with losing SM10 or SM12 without the UE sending an unprotected REGISTER request is for the P-CSCF to supply additional information to the S-CSCF about the SA used to protect the REGISTER request. Suppose the P-CSCF informs the S-CSCF of how long the SA that protected the REGISTER has lived for. The S-CSCF could then use the information about the age of the SA to determine whether an authentication is necessary. 

Practically it is probably enough to find a method to avoid the inconsistent state created when an SM12 is lost, as losing an SM10 message should be a rare event (particularly in comparison to losing an SM12 message). This can be achieved by the P-CSCF indicating that a REGISTER request was integrity protected only when it was integrity protected by the SA created by the last successful registration (from the P-CSCF perspective). This means that if an “older” SA is used to protect a register, the S-CSCF would believe the REGISTER was unprotected and hence challenge the REGISTER.

5 Conclusions

This document looks at the issue of the possible inconsistent states that are caused by lost messages during an authentication. Without changes to the network behaviour, the UE will need to send an unprotected REGISTER to correct the situation. With some small changes to network behaviour, the UE could send a protected REGISTER. This paper proposes changes to the behaviour of P-CSCF to only indicate integrity protection was applied to a REGISTER request if the latest SA was used. 

It is proposed to add the following text to TS 33.203. This text is included in a proposed CR

Integrity protection indicator

In order to decide whether a REGISTER request from the UE needs to be authenticated, the S-CSCF needs to know about the integrity protection applied to the message. The P-CSCF attaches an indication to the REGISTER request to inform the S-CSCF that the message was integrity protected if

· the P-CSCF receives a REGISTER containing an authentication response and the message is protected with the SA created during this authentication procedure ; or

· the P-CSCF receives a REGISTER not containing an authentication response and the message is protected with the SA created by latest successful authentication (from the P-CSCF perspective).

For all other REGISTER requests the P-CSCF attaches an indication that the REGISTER request was not integrity protected or ensures that there is no indication about integrity protection in the message.

