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6.1 Authentication and key agreement

The scheme for authentication and key agreement inthe IMSiscaled IMS AKA. The IMS AKA achieves mutual
authentication between the ISIM and the HN, cf. Figure 1. The identity used for authenticating a subscriber is the
private identity, IMPI, which has the form of aNAI, cf. [3]. The HSS and the ISIM share along-term key associated
with the IMPI.

The HN shall choose the IMS AKA scheme for authenticating an IM subscriber accessing through UMTS. The security
parameters e.g. keys generated by the IMS AKA scheme are transported by SIP.

The generation of the authentication vector AV that includes RAND, XRES, CK, IK and AUTN shall be done in the
same way as specified in[1]. The ISIM and the HSS keep track of counters SQN;gv and SQNyss respectively. The
requirements on the handling of the counters and mechanisms for sequence number management are specified in [1].
The AMF field can be used in the same way asin [1].

Furthermore a security association is established between the UE and the P-CSCF. The subscriber may have several
IMPUs associated with one IMPI. These may belong to the same or different service profiles. Only one SA shall be
active between the UE and the P-CSCF. This single SA shall be updated when a new successful authentication of the
subscriber has occurred, cf. section 7.43:3.

It isthe policy of the HN that decidesif an authentication shall take place for the registration of different IMPUs e.g.
belonging to same or different service profiles. Regarding the definition of service profiles cf. [3].
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7.3 Error cases in the set-up of security associations

Whenever an expected message is hot received after atime-out the receiving entity considers the registration to have
failed.

7.3.1 Error cases related to IMS AKA

Errorsrelated to IMS AKA failures are specified in section 6.1. However, this section additionally describes how these
shall be treated, related to security setup.

7.3.1.1 Integrity-checkUser authentication failure in-the P-CSCF

In this case, SM7 containing a petentiathy-wrong responseRES failsintegrity check by |Psec at the P-CSCF if the {IKu
derived from RAND at UE iswrong as well)-- The SIP application at the P-CSCF never receives SM7. It shall delete
the temporarily store SA parameters associated with this registration after a time-out.

In case IK,u was derived correctly, but the response was wrong tThe authent|cat|on of the user fails mieheﬂewemm the
S-CSCF dueto an incorrect RES. TheP- a

The SCSCF WI|| send a4xx Auth Fallure message SM 10, WhICh may pass

shall-be aborted (see dsoclause 6.1.2.1)-
through an already established SA to the UE as SM12. Afterwards, both, the UE and the P-CSCF del ete the new SAs.

7.3.1.2 Network authentication failure

If the UE isnot ableto successfully authentlcatethe network, %heulék&ne%abte{&ereatethekey%andrthereﬁe#e%he

So-the UE shall sends anew REGISTER message-SM-7, indicating a network authentication failure, to the P-CSCF,
witheut-pretectionwhich may pass through an already established SA. SM-7-should-het-containthe security-setupHneof
thefirst-message: The P-CSCF deletes the new SAs after receiving this message.

7.3.1.3 Synchronisation failure

In this situation, the UE observes that the AUTN sent by the network in SM6 contains an out-of-range sequence
number. The UE shall sends anew REGISTER message SM-7-to the P-CSCF, which may pass through an already

astabllshed SA intheclear, |nd|cat| ng the synchronlzatlon faJIure SMlsheuLeLneLeentam%heseeumy-setupﬂLmeeHhe
- The P-

CSCF de etas the new SAs after receiving this message.

7.3.2 Error cases related to the Security-Set-up

7.3.2.1 Unaceeptable-Pproposal unacceptable setto P-CSCF

In this case the P-CSCF cannot accept the proposal set sent by the UE in the Security-Set-up command of SM1. SM6
shall respond to SM1 with indicating afailure, by sending a 4xx Unacceptable Proposal.

The P-CSCF therefore shall modify the message SM2 such that the S-CSCF sends a 4xx Unacceptable Proposal
message back to the UE in SM4 and 6 and the registration process s finished.
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7.3.2.2 Proposal unacceptable to UEUnaceceptable-algorithm-choice

If the P-CSCF sends in the security-setup line of SM6 an-algerithma proposal that is not acceptable for the UE {i-e-has

not-been-proposed);- the UE-shall not-continue to-create a-security-association-with the P-CSCF-and-shall terminate the
registration procedure.

7.3.2.3 Failed consistency check of Security-Set-up lines_at the P-CSCF

The P-CSCF shall check whether authentication algorithms list received in SM7 isidentical with the authentication
alqorlthms Ilst sentin SM6 If thisis not the case the registration procedure is aborted. (Cf. sectlon 7.2) 1h|54s4heease
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7.4 Management and Use of Security Associations

Every successful registration procedure that includes a user authentication produces a new pair of security associations
(SASs). These new SAs shall then replace the previous SAs. This section describes how the UE and P-CSCF shall handle
this replacement and which SA to apply to which message. Security associations may be unidirectional or bi-
directional. This section assumes that security associations are unidirectional, as thisis the general case. For |P layer
SAs, it is possible that there needs to be parallel SAsfor each available transport protocol. Whenever a user is registered
there are current SAs at both the P-CSCF and the UE. At the UE, there may alo be either registration SAs or inbound
old SAs. Whilst at the P-CSCF, there may also be registration SAs and/or avalid SAs. They are denoted as follows:

SA in cur current inbound SA

SA_out_cur current outbound SA

SA in reg registration inbound SA

SA out_reg registration outbound SA

SA in old old inbound SA (in UE only)

SA in vd valid inbound SA (in P-CSCF only)
SA out_val valid outbound SA (in P-CSCF only)

This notation has local significance only. That means that SA_in_cur at the UE is not always the same as SA_out_cur at
the P-CSCF and similarly for other SAs.

For IP layer SAs, the lifetime mentioned in the following clauses is the lifetime held at the application layer.
Furthermore deleting an SA means deleting the SA from both the application and network layer. If parallel SAs are
needed for more than more transport, the SA management procedures in the following clauses need to be applied for
each paralel set of SAs. The message numbers, e.0. SM1, used in the following clauses relate to the message flow

givenin6.1.1.

7.4.1 Management of security associations in the UE

The UE shall beinvolved in only one registration procedure at atime. Upon starting a new registration procedure, any
existing registration SAs shall be deleted. The UE shall delete any SA whose lifetime is exceeded. If the wrong SA is
used to protect any message, the message shall be discarded.

When a UE has changed its | P address that it intends to use for subsequent SIP signaling, it should initiate are-
registration procedure.

A successful authentication proceeds in the following steps:

- The UE sends the SM1 message to register with the IMS. It should be integrity-protected using SA_out_cur if
it exists.

If the re-registration was initiated due to the alocation of anew |P address, the UE shall use the old | P address
when sending SM 1. If the old IP addressis no longer usable, SM1 shall not be integrity protected. Inside the
SIP message SM 1, the UE shall advertise a contact address that it wants to use after the re-registration is
complete. This address may be different from the source address used to send SM1 when the UE has allocated
anew address. If thisisthe case, the UE shall also include the old addressin SM1 and advertise it to expire

immediately.

- The UE receives an authentication challenge in a message (SM6) from the P-CSCF. This message shall be
integrity-protected using SA_in_cur if SM1 was integrity-protected.

- If thismessage SM6 can be successfully processed by the UE, the UE deletes SA_out_old if it exists and
creates the new SAs, SA_in regand SA _out_reg, which are derived according to section 7.2. The lifetime of
the registration SAs should be set to allow enough time to compl ete the registration procedure. The UE then
sendsits response (SM7) to the P-CSCF, which shall be protected with SA_out_reqg.

For an |P address change, the | P address of the UE shall be the contact address advertised by UE in SM1 shall
be used to create SA_in reg and SA_out_reg.
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- The UE receives an authentication successful message (SM12) from the P-CSCF, which shall be protected
using SA_in_reg.

- After the successful processing of this message by the UE, the registration is complete. The UE sets the
lifetime of the registration SAs egual to the registration timer in the message. SA_in _cur becomes the new
SA_in_old, SA out_reg becomesthe new SA out_cur and SA_in _reg becomes the new SA in_cur.

A failure in the authentication means the UE shall delete SA_in reg and SA_out_reg. If SM1 was protected, the UE
shall protect all outbound failure messages in the authentication with SA_out_cur and ensure that SA_in_cur was
applied to protect all inbound failure messages in the authentication. If the SM1 was not protected, then no protection
shall be applied to the failure messages.

When a SIP message protected with SA _in_cur is successfully received from the P-CSCF, the UE shall delete
SA in oldif it exists.

For messages outside an authentication, the UE shall use SA_out_cur to protect all outbound traffic and ensure that all
inbound traffic is protected with either SA_in _cur or SA in old.

The UE shall use SA_out_cur to protect all outbound traffic

7.4.2 Management of security associations in the P-CSCF

The UE shall delete any SA whose lifetime is exceeded. If the current SAs are deleted and there exist valid SAS, then
the P-CSCF makes the SA out_val the new SA out_cur and SA in va the new SA in cur, and removes the valid
SAs. If the wrong SA is used to protect any message, the message shall be discarded.

The P-CSCF associates the IMPI and IMPU given in the registration procedure with the registration SAs created during
that registration procedure. The P-CSCF associates the IMPI given in the registration procedure and all the successfully
registered IMPUs related to that IMPI with current and valid SASs.

A successful authentication proceeds in the following steps:

- The P-CSCF receives the SM1 message. If it is protected, it should be integrity-protect using SA_in_cur or
SA in val.

- The P-CSCF forwards the message containing the challenge (SM6) to the UE. This shall be integrity-protected
using SA_out_cur, if SM1 was protected.

For an |P address change if it isto be integrity protected, SM6 shall be sent to the | P address that was used
when the SA was originally created, regardless of the contact address advertised by the UE in SM 1.

- The P-CSCF then creates the new SAs, SA _in reg and SA out reg, which are derived according to section
7.2. The expiry time of the registration SAs should be set to allow just enough time to compl ete the registration

procedure.

For an |P address change, the | P address of the UE shall be the contact address advertised by UE in SM1 shall
be used to create SA_in_reg and SA out_reg. The UE shall now use the same source address in sending this
message as it advertised as its contact addressin SM 1.

- The P-CSCEF receives the message carrying the response (SM7) from the UE. It shall be protected using
SA_in_req.

- The P-CSCF forwards the successful registration message (SM12) to the UE, which shall be protected using
SA out reg. This completes the registration procedure for the P-CSCF. The P-CSCF sets the expiry time of
the registration SAs eqgual to the registration timer in the message. If SM1 was protected, then SA_out_reg
becomes SA out val, SA in reg becomes SA in va (overwriting any previous valid SAs) and the expiry
timesof SA _in _cur and SA_out_cur should be shortened to allow only enough time for afurther authentication
in case of lost messages. If SM1 was unprotected, then SA_out_reg becomes SA_out_cur and SA in reg
becomes SA _in_cur, and all valid and registration SAs are deleted.

For an |P address change, SM 12 shall be sent to the source address that was used when sending SM7.

A failure in the authentication means the P-CSCF shall delete SA_in reg and SA_out_reg. If SM1 was protected, the P-
CSCF shall protect all outbound failure messages in the authentication with SA_out_cur and ensure that SA_in_cur was
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applied to protect all inbound failure messages in the authentication. |f the SM1 was not protected, then no protection
shall be applied to the failure messages.

When the P-CSCF successfully receives a SIP message protected with SA_in_val from the UE, then SA in val and
SA out_val becomesthe new SA _in_cur and SA_out_cur respectively, and there are no more valid SAs.

For messages outside an authentication, the P-CSCF shall use SA_out_cur to protect all outbound traffic and ensure that
al inbound traffic is protected with either SA_in cur or SA in val.
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