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5.3.5 Requirements on the construction of the 1V

The following strengthing of the requirements on how to construct the |V shall take precedence over the description
given in the implmentation note in RFC-2405 [16] section 5, the description given in RFC-2451 [24] section 3 and all
other descriptions that allow for predictable |Vs.

e ThelV field shall be the same size as the block size of the cipher algorithm being used. The 1V shall be chosen
at random, and shall be unpredictable to any ether-party other than the originator.

* Itisexplicitly not allowed to construct the IV from the encrypted data of the preceding encryption process.

The common practice of constructing the IV from the encrypted data of the preceding encryption process means that the
IV isdisclosed beforeit is used. A predictable |V exposes | Psec to certain attacks irrespective of the strength of the
underlying cipher algorithm. The second bullet point forbids this practice in the context of NDS/IP.

These requirements imply that the network elements must have a capability to generate random data. RFC-1750 [27]
gives guidelines for hardware and software pseudorandom number generators.
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