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Reason for change: � In the scope of IMS, session keys are transported in SIP over the Mm interface 

between I-CSCF and P-CSCF. This communication may take place between 
security domains and according to 33.210, IMS operators shall route this traffic 
via SEGs and operate NDS/IP Za-interface between SEGs in this case. 

Currently, within the NDS/IP framework, ESP will be tipically used with both 
encryption and authentication/integrity on Za interfaces but an 
authentication/integrity only mode is also allowed.  
 
The confidentiality of the IMS session keys will be compromised in the event that 
the IMS operator chooses to operate Za-interface between SEGs with an 
integrity-only mode. 
 
Since protecting only those messages which carry session keys would imply 
knowledge at the IPSec layer of the content of the SIP message, it is considered 
an acceptable simplification to mandate encryption for all messages crossing 
security domain boundaries. 

 

  
Summary of change: � ESP shall be always used with both encryption and integrity (i.e. integrity-only 

mode is NOT permited). 
  
Consequences if  � 
not approved: 

Confidentiality of IMS session keys is compromised if NDS-IP framework is 
applied over Mm interface (I-CSCF – P-CSCF) with no encryption. 
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C.2 Protection of IMS protocols and interfaces 
IMS control plane traffic within the IMS core network shall be routed via a SEG when it takes place between different 
security domains (in particular over those interfaces that may exist between different IMS operator domains). In order 
to do so, IMS operators shall operate NDS/IP Za-interface between SEGs.  

IPSec ESP shall be used with both encryption and integrity protection for all SIP signalling traversing inter-security 
domain boundaries. 

It will be for the IMS operator to decide whether and where to deploy Zb-interfaces in order to protect the IMS control 
plane traffic over those IMS interfaces within the same security domain. 

Diameter messages over the Cx interface shall make use of SCTP. Additional guidelines on how to apply IPSec in 
SCTP are specified in [26]. This RFC shall also apply to NDS/IP if IMS operator chooses to deploy Zb-interface at Cx 
interface. 

Editor’s Note; The reference to I-D "draft-ietf-ipsec-sctp-02.txt" shall be replaced by the corresponding RFC 
reference when this draft reaches RFC status. 
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