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5 Security features 

5.1.3 Confidentiality protection 

Confidentiality mechanism need not be required for the first hop between the UE and the P-CSCFConfidentiality 
protection shall not be applied between the UE and the P-CSCF. It is recommended to offer encryption for SIP 
signalling at link layer i.e. between the UE and the RNC using the existing mechanisms as defined in [1]. 

Confidentiality between CSCFs, and between CSCFs and the HSS shall rely on mechanisms specified by Network 
Domain Security in [5]. 

Annex B (informative): 
Mechanisms for IPSec based solution 

[Editors Note: If the IPSec solution is finally chosen the chapters below shall be moved into the main body of this 
TS in the corresponding sections.] 

B.1 [6.2] Confidentiality mechanisms 
Confidentialy protection shall not be applied to SIP signalling between the UE and the P-CSCF.IPsec ESP may 
optionally be implemented for providing confidentiality of SIP signalling between the UE and the P-CSCF, protecting 
all SIP signalling messages at the IP level. If ESP confidentiality is used, it shall be applied in transport mode between 
UE and P-CSCF. If ESP confidentiality is provided, it is always provided in addition to ESP integrity protection. 

The SAs that are required for ESP shall be derived from the 128-bit integrity key CKIM generated through IMS AKA, as 
specified in chapter 6.1.  

If confidentiality is required, for each direction, there is one ESP SA for both confidentiality and integrity that shall be 
used between the UE and the P-CSCF. The encryption transform is identical for the two SAs in either direction. The 
encryption key for the SA inbound from the P-CSCF is CK.  

The encryption key for the SA inbound from the P-CSCF is CKIM_in. The encryption key for the SA outbound from the 
P-CSCF is CKIM_out.  

The encryption keys are derived as CKIM_in = h1(CKIM ) and CKIM_out = h2(CKIM ) using suitable key derivation 
functions h1 and h2.  

The encryption key derivation on the user side is done in the ISIM. The encryption key derivation on the network side is 
done in the P-CSCF. 

The method to set up ESP security associations during the SIP registration procedure is specified in chapter 7. 

Annex D (informative): 
Set-up procedures for IPSec based solution 

[Editors Note: If the IPSec solution is finally chosen the chapters below shall be moved into the main body of this 
TS in the corresponding sections.] 

This section is based on section 7 and provides additional specification for the support of IPsec ESP. 
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D.2 Security mode setup for IPsec ESP 
This section describes how the security mode setup described in chapter 7 shall be used for negotiating ESP as 
protection mechanism and setting up the parameters required by ESP. 

D.2.1 General procedures specific to the ESP protection 
mechanism 

The integrity and encryption mechanisms both have the value "esp". The fields SA_ID_U and SA_ID_P carry the SPI 
values to be exchanged, to identify the ESP SAs. The UE and the P-CSCF shall always include "NULL Encryption 
algorithm" in their respective lists of supported algorithms. 

The P-CSCF shall use an unprotected port to be able to receive specific unprotected messages. This unprotected port 
has to be communicated to the UE, by using the info field of message SM6. This unprotected port is required, when an 
IPsec SA is already in place at the P-CSCF, but the UE due to any reason is not able to use this SA. In this case, the UE 
shall send error messages or a new REGISTER message in the clear to the P-CSCF port received in the info field within 
SM6. Otherwise at the P-CSCF side, ESP would simply drop all IP packets from the UE that fail the integrity check. 

The error messages that shall be sent in the clear from the UE to the P-CSCF are these for network authentication 
failures (sections 7.3.1.2) and synchronization failures (section 7.3.1.3). 
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