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7.1 Security association parameters

For protecting IMS signaling between the UE and the P-CSCF it is necessary to agree on shared keys provided by IMS
AKA, on certain protection methods (e.g. an integrity protection method) and a set of parameters specific to a protection
method, e.g. the cryptographic algorithm to be used. The parameters negotiated are typically part of the security
association to be used for a protection method.

The security mode setup shall support the negotiation of different protection mechanisms. It shall be able to negotiate or
exchange the SA parametersrequired for these different protection mechanisms. Although the supported protection
mechanisms could be quite different, there isa common set of parameters that have to be negotiated for each of them.
This set of parameters includes:

- Authentication (integrity) algorithm, and optionally encryption algorithm;
- SA_ID that is used to uniquely identify the SA at the receiving side;
- Key length: the length of encryption and authentication (integrity) keysis 128 bits.
Parameters specifically related to certain protection methods are kept in the annexes describing the protection methods.

The SA between the UE and the P-CSCF will have alimited lifetime. The lifetime timer shall be the same as the
registration timer, which is defined per contact address. When the UE registers the registration timer will be negotiated
between the UE;-the P-CSCF and the S-CSCF. The S-CSCF will be able to accept, decrease or increase reject the
proposed expiration time from the UE and the final value or an error message is sent in the response to the UE. The
expiry timein the UE will be shorter than the expiry time in the S-CSCF, such that the UE is able to re-register. For
each new successful authentication the SA shall be updated. The S-CSCF shall align the expiration of subsequent
registrations with any existing registration timer. The SA is deleted if the registration timers expiresin the P-CSCF or in
the S-CSCF.
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