3GPP TSG SA WG3 Security S3-020223
May 14 — May 17, 2002
Victoria, Canada

Agenda Item: TBD

Source: Ericsson

Title: The use of SHA-1 in IMS and IPSec ESP
Document for:  Discussion and decision

1. Scope and objectives

This CR proposes that the IK derived from IMS AKA which is 128 bit long should be expanded to
160 bit since thisisrequired by an IPSec implementation as defined in [RFC 2404]. The proposed
schemeisthat the key K, which isfed into the HMAC, is IK padded with 4 zero bytes 0x00:

K =1K|0x00]|0x00]|0x00]|0x00
Hence K isa 160 bit key with entropy equal to the entropy of 1K.
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B.2 [6.3] Integrity mechanisms

IPsec ESP shall provide integrity protection of SIP signalling between the UE and the P-CSCF, protecting all SIP
signalling messages at the IP level. ESP integrity shall be applied in transport mode between UE and P-CSCF.

The SAsthat are required for ESP shall be derived from the 128-hit integrity key IK generated through IMS AKA, as
specified in chapter 6.1.

There are two cases:

1. If the negotiated integrity algorithm is HMAC-MD5-96 the input key isthe 128 bit key IK which is stored in
the IPSec SA

2. If the negotiated integrity algorithm is HMAC-SHA-1-96 the 128 bit key IK has to be expanded with 4 zero
bytes 0x00 i.e.

| K=IK ||0x00]|0x00]|0x00||0x00

which is stored in the [PSec SA

The transform used for the ESP SA shall be negotiated as specified in chapter 7. ESP shall use two unidirectional SAs
between the UE and the P-CSCF, one in each direction. The integrity algorithm isidentical for both SAs.

The integrity key for the SA inbound from the P-CSCF is IKy_j». The integrity key for the SA outbound from the P-
CSCFisIKim ou.

The integrity keys are derived as IKy_jn = h1(IKv ) and 1Ky o = h2(IK iy ) using suitable key derivation functions hl
and h2. (They may be the same as those in section 6.2.)

The integrity key derivation on the user sideis done in the ISIM. The integrity key derivation on the network sideis
donein the P-CSCF.

The method to set up ESP security associations during the SIP registration procedure is specified in chapter 7.
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