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6.1.2 Authentication failures 

[Editor’s note: This subsection shall deal with the requirements for network and user authentication failures.] 

6.1.2.1 User authentication failure 

In this case the authentication of the user should fail at the S-CSCF due an incorrect responseRES (received in SM9). 
However, in theis case when the responseRES is incorrect, it is very likely that the IK used to protect SM7 will be 
incorrect as well, which will cause the and integrity check at the P-CSCF towill fail before the response canRES can be 
verified at S-CSCF. In this case the  

P-CSCF in this case shall discard SM7 and the registration and authentication procedures shall be then aborted. 

In the unlikely event that the integrity check passes but the response is incorrect, the message flows are identical up to 
SM9 as a successful authentication. Once the S-CSCF detects the user authentication failure it should proceed in the 
same way as having received SM9 in a network authentication failure (see clause 6.1.2.2). 
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