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Introduction 

This contribution is a revised version of S3z020026 that was submitted to the Ad-hoc in Antwerp.

The contribution proposes revised text for the handling of security associations and some new text on the use of security associations. The proposed text deals with the following issues

· Ensures that the new security associations are used after an authentication by reducing the expiry timers of the other SAs. 

· Overcomes a problem with the current SA handling procedures by introducing Registration SAs. 

· States which SAs to use to protect traffic and provides rules for protecting the first messages and failure messages in a registration procedure.

Discussion of Proposed Modifications

The proposed method of handling SAs builds on the method already given in the text by adding the concept of Registration SAs to overcome the following problem.

· Suppose a registration procedure including an authentication has taken place. This process generates a new pair of SAs that should be used to replace the previous SAs. This means the UE has the following SAs, SA1_p_u (the old SA for traffic to the UE), SA2_p_u and SA2_u_p (the new SAs for traffic to and from the UE respectively). The P-CSCF has the same SA plus SA1_u_p (the old SA for traffic from the UE).

Now suppose another (re-) register procedure is initiated without integrity protection and the UE successfully receives SM6. Both the UE and P-CSCF now have SA3_p_u and SA3_u_p (the "new new" SAs for traffic to and from the UE respectively). Nothing in the specification deals with the situation of three sets of SAs at the UE or P-CSCF. At the P-CSCF, SA3_u_p and SA3_p_u should not overwrite SA2_u_p and SA2_p_u as there could still be a registration failure. Traffic to the UE must still be protected with SA1_p_u. Therefore all three sets must be kept. Hence it is proposed to introduce the concept of Registration SAs.

The proposed text is also written to deal with more than one authenticated (re-) registration at a time. This seems an unnecessary requirement if (re-) registrations without user authentications are allowed. 

In registrations procedures the first messages and all failure messages can be protected by previously established SAs. The text proposes that the UE should in general protect all of these messages and the P-CSCF protects all messages once the UE has protected one. Perhaps the only exception for the UE is if it is having problems sending protected traffic to the P-CSCF and wants to negotiate new SAs.

Conclusions

This contribution proposes the changes to TS 33.200 given in the attached pseudo_CR. SA3 is asked to accept these changes.  

This contribution also suggests that SA3 should consider limiting the number of registrations a UE can be simultaneously involved in.
