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It was agreed in SA3 meeting S3#19bis to progress a SIP-level solution mechanism for (SIP) message integrity protection in the IMS for the UE-to-Proxy CSCF hop.  In meeting S3#20, SA3 agreed to include text in draft TS 33.203 that outlines such a mechanism.  The mechanism selected to be progressed is the HTTP Digest security framework with extensions.  Extensions that will permit complete bi-directional message integrity protection between a User Agent (e.g., an IMS UE) and an Outbound Proxy (e.g., P-CSCF) must be agreed within the IETF.  To this end, an Internet Draft entitled “SIP Digest Authentication: Extensions to HTTP Digest Authentication” (draft-undery-sip-auth-00.txt) has been written for submission to IETF.

The key objectives of this draft are to: (a) make possible more complete integrity protection in ‘one-hop’ environments (e.g., User Agent to Outbound Proxy); and (b) enable last-hop (proxy to User Agent Server) authentication to work properly, as originally scoped in Digest.

It is believed that the proposed extensions will permit Digest to satisfy the Release 5 requirements for IMS message integrity protection.  SA3 feedback and analysis on this issue is welcome.

The attached draft will be 

presented in the next IETF meeting (IETF #53 - Minneapolis, USA March 17-22, 2002).  It is submitted to this SA3 meeting for discussion.
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