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1. Introduction

In R’99 was introduced a mechanism to support IPv6 stateless address autoconfiguration as described in section 9.2.1.1 of 23.060. This mechanism, however, has some limitations compared to the standard IPv6 stateless address autoconfiguration as defined in RFC 2462.

As mentioned in Ericsson’s tdoc S2-013329, submitted to this meeting, a design team within the IETF IPng working group has analyzed the current use of IPv6 in 3GPP and has also identified these limitations as issues that need to be resolved.

This contribution presents the IPv6 stateless address autoconfiguration mechanism as supported by GPRS and discusses a basic problem with this mechanism, namely the fact that it cannot be assumed that the MS will not use any other interface identifier than the one provided by the GGSN at PDP context activation. A proposal for the way forward is then formulated.

2. Discussion

2.1 Stateless Address Autoconfiguration according to RFC 2462

Summarized in a few lines the IPv6 stateless address autoconfiguration works as follows.

The host first generates a link-local address by appending an interface identifier of its choice to the well-known link-local prefix (i.e. FE80::0). The host then performs Duplicate Address Detection (DAD) to check if another host on the same link is not already using this address. This is done by multicasting Neighbor Solicitation messages, with the tentative address as Target Address, to all the nodes on the same link. If the host receives a Neighbor Advertisement in response to the Neighbor Solicitation, then the address is already in use and the host needs to select a new interface identifier or, if not possible, the autoconfiguration fails.

If the address is actually unique, the host will then wait for a Router Advertisement from a router or solicit one by sending a Router Solicitation. The Router Advertisement carries one or more network prefixes that allow the host to construct its global and site-local addresses by combining each network prefix with its link-local address.

2.2 The Stateless Address Autoconfiguration today in GPRS

Section 9.2.1.1 from TS 23.060 describing the IPv6 stateless address autoconfiguration procedure in GPRS (for both R’99 and R4) is reproduced hereafter.

9.2.1.1 Dynamic IPv6 Address Allocation

IPv6 address allocation is somewhat different from the IPv4 address allocation procedure. There are two possibilities to allocate the address for an IPv6 node – stateless and stateful autoconfiguration. The stateful address allocation mechanism needs a DHCP server to allocate the address for the IPv6 node. In the stateless autoconfiguration, the IPv6 node is more involved in the allocation of the address. In addition, the stateless autoconfiguration procedure does not need any external entity involved in the address autoconfiguration.

IPv6 stateful address autoconfiguration uses the standard External PDN Address Allocation procedure, as described in TS 29.061 [27]. The MS requests stateful address autoconfiguration by using an Access Point Name referring to that service.

To support dynamic IPv6 address allocation by the PLMN operator, the GGSN provides a unique interface identifier (see RFC 2462 [69]) to the MS.  This enables the MS to perform the IPv6 stateless autoconfiguration procedures to generate its full IPv6 address.  Figure 1 illustrates the IPv6 stateless autoconfiguration procedures for this case.
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Figure 1: IPv6 Stateless Address Autoconfiguration Procedure

1)
The MS sends an Activate PDP Context Request message to the SGSN. The procedure follows that defined in subclause "PDP Context Activation Procedure" with exceptions described below.


The MS shall leave PDP Address empty and set PDP Type to IPv6. The GGSN shall create the unique link-local address for the MS and send it in the PDP Address information element in the Create PDP Context Response message. The link local address consists of a fixed 10-bit prefix (IPv6 well-known link-local prefix), zero or more 0 bits, and the interface identifier.

2)
The MS may send a Router Solicitation message to the GGSN to activate the sending of the Router Advertisement message.

3)
The GGSN should automatically send the Router Advertisement message after the PDP context is activated. In release 99 the GGSN shall be configured to advertise only one network prefix per APN.


After the MS has received the Router Advertisement message, it constructs its full IPv6 address by concatenating the interface identifier contained in the link-local address provided in the Create PDP Context Response Message in step 1 and the network prefix of the selected APN received in the Router Advertisement. Subsequently, the MS is ready to start communicating to the Internet.


Because the GGSN provides a unique interface identifier during the PDP context activation procedure, there is no need for the MS to perform Duplicate Address Detection for this IPv6 address. Therefore, the GGSN shall intercept and discard Neighbor Solicitation messages that the MS may send to perform Duplicate Address Detection.  It is possible for the MS to perform Neighbor Unreachability Detection, as defined in RFC 2461[71]; therefore if the GGSN receives a Neighbor Solicitation as part of this procedure, the GGSN shall provide a Neighbor Advertisement as described in RFC 2461.
4)
The GGSN updates the PDP context in the SGSN and MS with the full IPv6 address, see subclause "GGSN-Initiated PDP Context Modification Procedure".

2.3 Problem with the current procedure and proposed solution

During the introduction of IPv6 stateless auto-configuration support in 3GPP R’99, it was deemed necessary to introduce a mechanism that makes the Duplicate Address Detection (DAD) procedure superfluous. The main reason for this choice was that handling of DAD in the GGSN would be a quite complex task.

Since in GPRS every MS has a point-to-point connection to the GGSN and since PPP is the most common link protocol between TE and MT (if not the only one), the IPv6 stateless autoconfiguration procedure was based on the mechanism defined in RFC 2472, i.e. for IPv6 over PPP. Over a PPP link, it is possible for one end to suggest an interface identifier to the other end, end that is what the GGSN does today.

In SA2 it was assumed that the GGSN could enforce the interface identifier that the MS must use by means of this PPP feature. With this assumption the need to perform DAD becomes redundant and the GGSN can simply ignore DAD messages (i.e. silently discard them).

But since then, the IETF has been working towards further evolving and improving the handling of IPv6 address autoconfiguration. One of the issues that the IETF has addressed is the issue of Privacy and security of an assigned IPv6 address being used for a prolonged period, as described in the RFC 3041, section 2.3. To this effect, RFC 3041 introduces the concept of temporary addresses. Temporary addresses have a short lifetime and are periodically generated by selecting a new pseudo-random interface identifier. This work has been completed in January 2001, i.e. after 3GPP completion of R’99. Any laptop connected via a 3GPP MT and supporting this RFC would send DAD messages and attempt to verify uniqueness of any new temporary address generated according to this RFC.  Discarding DAD messages in the GGSN would result in the MS starting to use an address that the GGSN doesn’t know, thus making the MS unable to communicate with that address. This would in turn result in a bad perception of the service from users experiencing a stalling of their application after a couple of hours, when the laptop first attempts to change its address (and believes it succeeded).

The IETF IPng design team mentioned above has identified this issue and has formulated a proposal to 3GPP on how to solve this problem. The proposed solution is to allocate a distinct 64-bit prefix to each PDP context. In this way the MS (or TE) could select whatever interface identifier it whishes without requiring the GGSN to know it since the PDP context would be identified by the prefix rather than the full IPv6 address. This would also make DAD redundant as no other terminal would be sharing the same prefix. The internet-draft produced by the design team also explains that the IPv6 address space is large enough to never be exhausted by terminals (or rather PDP contexts) getting a 64-bit prefix for their own use. From draft-wasserman-3gpp-advice-00.txt:

“Using these assumptions, a total of 490 trillion (490x10^12) /64 prefixes can be assigned. This translates into around 80,000 PDP Contexts per person on the earth today. Even assuming that a majority of these IPv6 /64 prefixes will be used by non-3GPP networks, there is still clearly a sufficient number of /64 prefixes.”

It is also worth noting that allocating a prefix to each PDP context inherently solves an issue that has not been addressed by 3GPP so far, namely the support of mobile devices that can work as routers for a local or personal area network attached to them.

2.4 When to solve the problem?

It is important to better align the use of IPv6 in 3GPP with the basic principles defined in the IETF so as to ensure that the 3GPP architecture will remain compatible with future evolutions of IPv6. Moreover, addressing is an essential aspect of any architecture and hence requires a particular attention.

Release 5 is a critical milestone for IPv6 in 3GPP since IPv6 is the only option for the IMS, which will come to life in release 5. It is therefore important that at the latest in release 5 the IPv6 addressing architecture in 3GPP is adequately aligned with IETF.

However release 99 terminals will be available in large amounts when the first release 5 networks will be deployed. In the meantime, other IPv6 networks are likely to be deployed, in particular in countries where operators can only get a very limited number of IPv4 addresses compared to the number of mobile users. It is therefore sensible, if not critical, to consider introducing these changes in R’99 already, so as to give the right start to IPv6 in 3GPP and avoid bad user perception. Obviously, backward compatibility issues with respect to R’99/R4 terminals shall be considered when deciding in which release to introduce the changes.

It shall also be noted that the changes required in the standards to support individual prefixes per PDP context are rather simple and limited and can therefore be easily introduced in R’99/R4 standards. From an implementation point of view, allocating prefixes per PDP context is very similar to allocating dynamic addresses from a pool in the GGSN, therefore limited engineering effort would be required in this respect as well.

3. Proposal

1. Agree on the allocation of a unique IPv6 prefix per PDP context and introduce the necessary changes to the IPv6 stateless address autoconfiguration procedure in TS 23.060 for release 5. A corresponding CR is proposed in S2-013331.

2. In order to avoid backward compatibility problems and to give IPv6 a right start in 3GPP, introduce the prefix allocation in 23.060 for release 99 and release 4 as well. Similar CRs as for R5 would be applicable.
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