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Figure 1: NDS architecture for IP-based protocols 
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• Za-interface (SEG-SEG) 
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Editor’ note: Interoperability is a primary issue over the SEG-SEG interface. It may be 
advantageuos to specify which IP version to use over the Za-interface in order to facilitate 
interoperability between security domains. This is an open issue which SA3 is to consider at 
SA3#22 (late February 2002).  

• Zb-interface (NE-SEG / NE-NE) 
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NOTE-1: The security policy established over the Za-interface is subject to roaming agreements. 
This differs from the security policy enforced over the Zb-interface, which is unilaterally 
decided by the security domain operator. 

NOTE-2: There is normally no NE-NE interface for NEs belonging to separate security domains. 
This is because it is important to have a clear separation between the security domains. 
This is particularly relevant when different security policies are employed whithin the 
security domain and towards external destinations.  

The restriction not to allow secure inter-domain NE-NE communication does not 
preclude a single physical entity to contain both NE and SEG functionality. It is observed 
that SEGs are responsible for enforcing security policies towards external destinations 
and that a combined NE/SEG would have the same responsibility towards external 
destinations. The exact SEG functionality required to allow for secure inter-domain 
NE��NE communication will be subject to the actual security policies being 
employed. Thus, it will be possible for roaming partners to have secure direct 
NE��NE communication within the framework of NDS/IP. 
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