************************ FIRST MODIFIED SECTION ****************

6.1
Authentication and key agreement

The scheme for authentication and key agreement in the IMS is called IMS AKA. The IMS AKA achieves mutual authentication between the ISIM and the HN, cf. Figure 3. The identity used for authenticating a subscriber is the private identity, IMPI, which has the form of a NAI, cf. [3]. The HSS and the ISIM share a long-term key associated with the IMPI.

For the IMS the ISIM and the HSS keeps track of the counters SQNISIM and SQNHSS respectively. The handling of the SQN can be as in [1]. The HN shall choose the IMS AKA scheme for authenticating an IM subscriber accessing through UMTS. The security parameters e.g. keys generated by the IMS AKA scheme are transported by SIP and embedded in EAP, cf. [7]-[9].

[Editors Note: Shall the HN choose EAP AKA for 3GPP-access or is it to be an option for the HN to choose either EAP AKA or perhaps any other mechanism e.g. HTTP digest depending on policy?]

The generation of the authentication vector AV that includes RAND, XRES, CK, IK and AUTN shall be done in the same way as specified in [1]. For each user it is the HSS that keeps track of the counter SQNHSS. The requirements on the SQN handling both in the Home Network i.e. the HSS and the ISIM are specified in [1]. The AMF field can be used in the same way as in [1].

Furthermore a security association is established between the UE and the P-CSCF. The subscriber may have several IMPUs associated with one IMPI. These can belong to the same or different service profiles. Only one SA shall be active between the UE and the P-CSCF. This single SA shall be updated when a new successful authenticated registration or re-registration has occurred, cf. section 7.4.1. It is the policy of the HN that decides if an authentication shall take place for the registration of different IMPUs e.g. belonging to same or different service profiles.
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7.4 Management and Use of Security Associations 
Every authenticated (re-) registration procedure potentially produces a new pair of security associations. This new pair of SAs should only be used to protect some message in its associated registration procedure until the authenticated (re-) registration is complete. If the (re-) registration procedure was unsuccessful, the SAs should be deleted. If it was successful, the pair of SAs can then be used to protect general signalling and replace any previous SAs. The following sections describe how the UE and P-CSCF use and manage SAs.
7.4.1 Management of security associations 
7.4.1.1 Management of security associations in the UE

In the UE, the SAs are considered to be in the different states defined below:

· a Registration pair of SAs is a pair that has been created by a (re-) registration procedure for which the authentication challenge has been successfully received but the (re-) registration procedure is incomplete.

· the Current pair of SAs is the pair that was that was created by the most recent successful authenticated  (re-) registration based on the CSeq number of the last message in the (re-) registration procedure.
· the Old pair of SAs is the pair of SAs is the pair, whose outbound SA was last used to protect a message outside the (re-) registration procedure that created that pair of SAs. The Old pair of SAs is different from the current pair (note strictly with the Old pair of SAs, only the inbound SA needs to be kept).
Registrations SAs are used only to protect traffic during the (re-) registration procedure that created them. They should be given a short lifetime and deleted if there is some failure in the (re-) registration procedure. The UE needs to store one registration pair of SAs for each registration and re-registration the UE is currently involved in.  
Upon the successful completion of an authenticated (re-) registration, the pair of SAs created during that (re-) registration procedure becomes the current SA pair at the UE, if it is the most recent pair of SAs based on the CSeq number of the last message in the (re-) registration procedure. 
The expiry time of the Current SA must be kept later than the expiry time of all registered IMPUs,
If the Current SA pair is changed, the original Current pair become the Old pair, if the outbound SA was ever used to protect a message outside the (re-) registration procedure that created it or there is no Old pair. 

If the UE ever receives a message protected by the Current inbound SA, it can delete the Old SA pair.  
7.4.1.2 Management of security associations in the P-CSCF
In the UE, the SAs are considered to be in the different states defined below:

· a Registration pair of SAs is a pair that has been created by a (re-) registration procedure for which the authentication challenge message has been successfully received by the P_CSCF but the (re-) registration procedure is incomplete.

· a Valid pair of SAs is the pair that was that was created by a successful authenticated (re-) registration.

· the Current pair of SAs is the pair whose inbound SA was last used by the UE to protect a message outside the registration flow that created that pair of SAs (note the Current pair of SAs is considered Valid).

Registrations SAs are used only to protect signalling during the (re-) registration procedure that created them. They should be given a short lifetime and deleted if there is some failure in the (re-) registration procedure. The P-CSCF should be capable of storing as least as many pairs of registration SAs as the total number of registration and re-registration the UE is capable of being simultaneously involved in.
Once the P-CSCF has received an authenticated registration successful response, the P-CSCF considers the pair of SAs created by the registration procedure to be Valid. If there is no Current pair of SAs, this pair becomes the Current pair.

The P-CSCF stores the Valid SA pairs from a UE in order based on the CSeq number. The expiry timer of the new pair of SAs should be set to the maximum of the expiry time given in the successful registration message and the expiry time of all stored older Valid SAs. This must be enforced even if messages arrive out of order.

Each Valid pair of SAs contains a list of IMPUs whose traffic can be protected with that SA. The list of IMPUs contains the IMPU used during the registration procedure that created the pair of SAs, any IMPUs that were implicitly registered at the same and all the IMPUs that are in the list of older SAs with the same IMPI. When a new Valid pair of SAs is created, the IMPU used during the registration procedure that created it and all implicitly registered IMPU must be removed from the list of all older Valid SAs
If it receives a message protected with a the inbound SA of a Valid pair, the P-CSCF make that Valid pair of SAs, the Current pair of SAs and deletes all the older Valid pairs of SAs. If the P-CSCF runs out of space to hold Valid pairs of SAs, it should delete the oldest pair, which is not Current,  in order to store the new one. To be robust the P-CSCF needs to be able to store as many Valid pairs of SAs as the total number of registration and re-registration the UE is capable of being simultaneously involved plus one (to allow for the Current one).
7.4.2 Correct Use of the Security Associations to Protect Signalling
7.4.2.1 Signalling from UE to P-CSCF
The UE must protect SIP signalling towards the P-CSCF according to the following rules:

· Requests or Responses, that are not REGISTER requests must be protected with the Current SA.

· A REGISTER request that has its expiry time set to 0 (i.e. a de-register message) must be protected with the Current SA.

· REGISTER request carrying a RES must be protected by the Registration SA created during that (re-) registration procedure.

· Other REGISTER requests can be protected with either the Current SA or not protected. In general the UE should try to protect these requests. Furthermore if the first message in a (re-) registration procedure is protected, all further messages must be protected.
On receiving a Request or Response, which is not a REGISTER request, the P-CSCF must ensure that the SA used to protect was a Valid SA with the given IMPU in its list. If the wrong SA was used to protect the message or there was no SA applied, the P-CSCF must discard the message.

On receiving a REGISTER request, the P-CSCF does the following:

· If it is a de-register message, i.e. expiry timer set to 0, then the P-CSCF must ensure that it was protected with a Valid SA with the given IMPU in its list.
· If it carries a RES, then the P-CSCF must ensure that it was protected with the Registration SA created during that (re-) registration procedure.

· Otherwise, the P-CSCF must ensure that it was protected with a Valid SA if the first message in the registration procedure was protected or if not and it was protected, it was done with a Valid SA for that UE.
If the wrong SA was used to protect the message or no SA was used when one was required, the P-CSCF must discard the message.
7.4.2.2 Signalling from P-CSCF to UE

The UE must protect SIP signalling towards the P-CSCF according to the following rules:

· Messages outside (re-) registration flows must be protected with either the Current SA or if there is not a Current SA, the most recent Valid SA.
· A successful registration acknowledgement must be protected with the Registration SA created during that (re-) registration procedure.
· Other messages in (re-) registration procedure must be protected with the Current SA if it exists and the UE initiated the (re-) registration with a protected message.
On receiving a message outside a (re-) registration procedure, the UE must ensure it was protected with either the Current SA or an Old SA. If the wrong SA or no SA was used to protect the message, the UE must discard the message.
On receiving a successful registration acknowledgement, the UE must ensure it was protected with the Registration SA created during that (re-) registration procedure. If the wrong SA or no SA was used to protect the message, the UE must discard the message.
On receiving any other message from a (re-) registration procedure, the UE must ensure it was protected with either the Current SA or an Old SA if it initiated the (re-) registration procedure with a protected message or no protection otherwise. If the wrong SA or no SA was used when it should have been, the UE must discard the message.
