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This contribution summarises some proposed changes to 33.203v1.0.0. The changes themselves are provided in the attached revision-marked version of 33.203. 
1 UICC-related issues
The USIM definition in section 3.1 is deleted because it conflicts with the USIM definition in 21.905. Furthermore, a new ISIM definition is included based on the output from SA#14.
The overview of the security architecture in section 4 is modified to reflect more clearly the requirements on the IMS authentication data and functions at the user side. 

This contribution does not give any guidance on how the “ISIM” specifications in section 8 should be progressed.
2 Authentication vector handling
Extra requirements on the handling of authentication vectors are added to section 6.1.1 based on text from 33.102. The corresponding editor’s note is removed.
A new editor’s note is added in section 6.1.1 which asks whether a S-CSCF should be able to use old session keys when the link to the HSS is unavailable and the S-CSCF has no valid authentication vectors remaining. This possibility is supported in UMTS, but it is unclear whether it is still required in IMS. Certainly the risk of the signalling link failing seems to be lower since the S-CSCF and the HSS are always operated within the same administrative domain.
A companion contribution (S3z020007) contains a discussion on the maximum number of authentication vectors that can be requested from the HSS.
3 Checking the IMPU-IMPI binding

The IMPU-IMPI binding in a SIP REGISTER should be checked before authentication is performed. It is proposed that the check is done when the I-CSCF gets the S-CSCF address from the HSS. Note also that the Cx-Put between the S-CSCF and the HSS in Figure 3 is not present in 24.228. The corresponding corrections are made to section 6.1.

4 Deleting IMPU from Cx Authenticate messages

In 33.203 both the IMPI and IMPU are included in the Cx authentication messages. However, the IMPU does not seem to be used by the HSS so it is unclear why it is included in the messages. It cannot be used to check the IMPU-IMPI binding because the Cx authenticate message is optional (the S-CSCF may have some unused vectors from a previous registration). It is therefore proposed to delete IMPU from such messages. Corresponding changes are made in section 6.1.1, 6.1.2.1 and 6.1.4. Vodafone has submitted a CR with corresponding changes to 24.228 (CN1-020298).

5 Protecting REGISTER messages at re-authentication
In 33.203 the S-CSCF operator is given the option to decide whether a subscriber should remain registered if re-authentication of the user fails. This is done since authentication failure may be caused by a denial of service attacker trying to force a target subscriber to be de-registered by deliberately trying to re-register as that subscriber and supplying an incorrect authentication response. To avoid such attacks, it is proposed that the first message of an authenticated re-registration is protected using the old security association. It is for further study whether the second message in an authenticated re-registration should be protected using the old or new security association. Corresponding changes are made in section 6.1.1 regarding the S-CSCF action on user authentication failure and in section 7.3.3 regarding the need to protect the first two messages of the authenticated re-registration.
6 De-registering all IMPUs when user authentication fails

In 33.203 it is specified that the S-CSCF should be cleared for the IMPU in the REGISTER if authentication fails during registration. However, if the user authentication fails as part of a re-registration, it should be made clear that all IMPUs associated with the IMPI being authenticated that were previously registered, either explicitly or implicitly, shall be de-registered. The corresponding changes are made in section 6.1.2.1.
7 Handling the inconsistent state when the SM8 message is lost
At the start of section 7.3 an editor’s note is included to highlight the need to clarify what happens if the SM8 message is lost. If this message is not received after a time-out the UE will consider the registration to have failed and may try to register again. However, the network will consider the first registration to have been successful and consider the UE’s attempt to register again as a re-registration using the old security association. As a consequence the integrity check will fail repeatedly in the P-CSCF and the UE will be unable to re-register (or participate in any SIP signalling) until the network clears the registration. Therefore, in order to avoid an inconsistent state, the network should clear the registration if the integrity check repeatedly fails at the P-CSCF. Aside from ensuring that an inconsistent state is not reached when SM8 is lost, this behaviour is also required to deal with the situation that a mismatch arises between the security associations in the P-CSCF and the UE.
To deal with this issue, the editor’s note at the start of section 7.3 is modified to reflect the fact that the correct handling of a lost SM8 relies on the network clearing the registration if the integrity check repeatedly fails at the P-CSCF.

It is for further study whether this solution is adequate. Is it required that the network should be able to accept unprotected re-REGISTER messages under certain conditions?
8 Loss of security context state in UE or P-CSCF
It should be considered whether it is necessary to be able to recover from a loss of security context state in the UE or P-CSCF without having to go through a complete re-registration and re-authentication. For instance, if security context is lost in the P-CSCF, is it necessary to have a procedure to transport the current session keys from the S-CSCF to the P-CSCF? This sort of mechanism may require the UE to store the equivalent of the Key Set Identifier (KSI) which is used to re-establish a security context between the UE and the RNC without having to execute a full re-authentication.

9 Miscellaneous
Various other changes are made throughout the document including several editorial modifications.

